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Abstr act

The Public Key Infrastructure using X. 509 (PKIX) certificate fornat,
and nany associated formats, are expressed using ASN. 1. The current
ASN. 1 nodul es conformto the 1988 version of ASN. 1. This docunent
updates those ASN. 1 nodules to conformto the 2002 version of ASN. 1.
There are no bits-on-the-wire changes to any of the formats; this is
simply a change to the syntax.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc5912
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1

I ntroduction

Some devel opers would like the IETF to use the |atest version of
ASN.1 in its standards. Most of the RFCs that relate to security
protocols still use ASN.1 fromthe 1988 standard, which has been
deprecated. This is particularly true for the standards that relate
to PKI X, Cryptographic Message Syntax (CVMS), and S/ M ME.

Thi s docunent updates the following RFCs to use ASN. 1 nodul es that
conformto the 2002 version of ASN. 1 [ ASN1-2002]. Note that not al
t he nodul es are updated; sone are included to sinply nake the set
conpl et e.

0 RFC 2560, PKIX Online Certificate Status Protocol (OCSP) [RFC2560]
0 RFC 2986, PKCS #10 certificate request [RFC2986]
0 RFC 3279, PKIX algorithns and identifier [RFC3279]

o RFC 3852, contains PKIX attribute certificates, version 1
[ RFC3852]

0 RFC 4055, Additional Algorithns and ldentifiers for RSA
Crypt ogr aphy [ RFC4055]

0 RFC 4210, PKIX CWP (Certificate Managenent Protocol) [RFC4210]
0 RFC 4211, PKI X CRVF (Certificate Request Message Format) [RFC4211]

0 RFC 5055, PKIX SCVP (Server-based Certificate Validation Protocol)
[ RFC5055]

o0 RFC 5272, Certificate Managenment over CM5 (CMC) [ RFC5272]

o RFC 5280, PKIX certificate and Certificate Revocation List (CRL)
profile [RFC5280] (both the inplicit and explicit nodul es)

0 RFC 5755, PKIX attribute certificates, version 2 [ RFC5755]

Note that sonme of the nodules in this docunent get some of their
definitions fromplaces different than the nodules in the origina
RFCs. The idea is that these nodul es, when conbined with the nodul es
in [RFC5911] can stand on their own and do not need to inport
definitions fromanywhere else. Also note that the ASN. 1 nodules in
this docunent have references in their text conments that need to be
| ooked up in original RFCs, and that sone of those references may
have al ready been superseded by |ater RFCs.
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The docunent al so includes a nodul e of common definitions called

"PKI X- CommonTypes". These definitions are used here and in

[ RFC5911] .

The docunent also includes a nodule of common definitions called
"Algorithm nformation". These definitions are used here and in
[ RFC5911] .

1.1. Design Notes

The nmodul es in this docunent use the object nodel available in the
2002 ASN. 1 docunents to a great extent. bjects for each of the
different algorithmtypes are defined. Al so, all of the places where
the 1988 ASN. 1 syntax had ANY holes to allow for variable syntax now
use objects.

Much |i ke the way that the PKI X and S/M ME wor ki ng groups use the
prefix of id- for object identifiers, this docunent has al so adopted
a set of two-, three-, and four-letter prefixes to allow for quick
identification of the type of an object based on its nane. This

all ows, for exanple, the same back half of the name to be used for
the different objects. Thus, "id-shal" is the object identifier,
whi |l e "nda-shal” is the nmessage di gest object for "shal".

One or nore object sets for the different types of algorithns are
defined. A single consistent name for each different algorithmtype
is used. For exanple, an object set naned PublicKeys contains the
public keys defined in that nodule. |f no public keys are defined,
then the object set is not created. Wen inporting these object sets
into an ASN. 1 nodul e, one needs to be able to distinguish between the
different object sets with the sane nane. This is done by using both
the nmodul e nane (as specified in the | MPORT statenent) and the object
set nane. For exanple, in the nodule for RFC 5280:

Publ i cKeys FROM PKI XAl gs-2008 { 1 36 1 55 7 0 995}
Publ i cKeys FROM PKI X1- PSS- OAEP- Al gorithms { 1 3 6 1 55 7 331}
Publ i cKeyAl gorithms PUBLI C-KEY ::= { PKI XAl gs-2008. Publ i cKeys, ...,

PKI X1- PSS- QAEP- Al gori t hms. Publ i cKeys }
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2. ASN. 1 Modul e PKI X- CommonTypes

This section contains a nodule that is inported by many ot her nodul es
in this docunent and in [RFC5911]. This nodul e does not cone from
any existing RFC

PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixComon-02(57)}

DEFI NI TIONS EXPLICIT TAGS :: =
BEG N

-- ATTRI BUTE
-- Describe the set of data associated with an attribute of some type

-- & dis an ODidentifying the attribute

-- &Type is the ASN. 1 type structure for the attribute; not al

-- attributes have a data structure, so this field is optiona
-- &m nCount contains the m ni mum nunber of tinmes the attribute can
- - occur in an Attri buteSet

-- &maxCount contains the maxi mum nunber of tinmes the attribute can
-- appear in an Attri buteSet

-- Note: this cannot be autonatically enforced as the field

-- cannot be defaulted to MAX

-- &equality-match contains information about how matching should be
- - done

-- Currently we are using two different prefixes for attributes.

-- at- for certificate attributes
-- aa- for CMS attributes

ATTRI BUTE :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL,
&equal i ty-mat ch MATCHI NG RULE OPTI ONAL,
&m nCount | NTEGER DEFAULT 1
&maxCount | NTEGER OPTI ONAL

} WTH SYNTAX {
[ TYPE &Type]
[ EQUALI TY MATCHI NG RULE &equal ity-match]
[ COUNTS [M N &minCount] [MAX &maxCount]]
| DENTI FI ED BY & d
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-- Specification of MATCH NG RULE i nformati on object class

MATCHI NG RULE ::= CLASS {
&Par ent Mat chi ngRul es MATCHI NG RULE OPTI ONAL,
&AssertionType OPTI ONAL,
&uni queMat chl ndi cator ATTRI BUTE OPTI ONAL,
& d OBJECT | DENTI FI ER UNI QUE

}
W TH SYNTAX {
[ PARENT &Par ent Mat chi ngRul es]
[ SYNTAX &AssertionType]
[ UNI QUE- MATCH- | NDI CATOR &uni quelat chl ndi cat or]
ID & d

-- AttributeSet

-- Used when a set of attributes is to occur.

-- type contains the identifier of the attribute

-- values contains a set of values where the structure of the ASN 1
-- is defined by the attribute

-- The paraneter contains the set of objects describing

- - those attributes that can occur in this |ocation.

AttributeSet {ATTRI BUTE: AttrSet} ::= SEQUENCE {
type ATTRI BUTE. & d({AttrSet}),
val ues SET SIZE (1.. MAX) OF ATTRI BUTE.
&Type({AttrSet}{@ype})

-- SingleAttribute
-- Used for a single valued attribute
-- The paraneter contains the set of objects describing the

- - attributes that can occur in this |ocation

Singl eAttri bute{ ATTRI BUTE: AttrSet} ::= SEQUENCE {
type ATTRI BUTE. & d({AttrSet}),
val ue ATTRI BUTE. &Type({AttrSet}{@ype})

}
-~ EXTENSION
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-- This class definition is used to descri be the association of
-- object identifier and ASN. 1 type structure for extensions

-- Al extensions are prefixed with ext-

-- & d contains the object identifier for the extension

--  &ExtnType specifies the ASN. 1 type structure for the extension

-- &Critical contains the set of legal values for the critical field.
-- This is normally {TRUE| FALSE} but in sone instances may be

-- restricted to just one of these val ues

EXTENSI ON :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Ext nType
&Critical BOOLEAN DEFAULT {TRUE | FALSE }

} WTH SYNTAX {
SYNTAX &Ext nType | DENTI FI ED BY &i d
[CRITICALITY &Critical]
-- Extensions
-- Used for a sequence of extensions.
-- The paraneter contains the set of |egal extensions that can
-- occur in this sequence.
Ext ensi ons{ EXTENSI ON: Ext ensi onSet} ::=
SEQUENCE SI ZE (1..MAX) OF Extension{{ExtensionSet}}
-- Extension

-- Used for a single extension

-- The paraneter contains the set of |egal extensions that can
-- occur in this extension

-- The restriction on the critical field has been comented out
-- the authors are not conpletely sure it is correct.

-- The restriction could be done using custom code rather than
-- conpil er-generated code, however.

Ext ensi on{ EXTENSI ON: Ext ensi onSet} ::= SEQUENCE ({
extnl D EXTENSI ON. & d( { Ext ensi onSet }),
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critical BOOLEAN
-- (EXTENSI ON. &Cri ti cal ({ Ext ensi onSet}{ @xtnl D}))
DEFAULT FALSE
extnValue  OCTET STRI NG ( CONTAI NI NG
EXTENSI ON. &Ext nType({ Ext ensi onSet } { @xtnl D}))
-- contains the DER encodi ng of the ASN. 1 val ue
-- corresponding to the extension type identified

-- by extnlD
}
-- Security Category
-- Security categories are used both for specifying cl earances and
-- for labeling objects. W nove this here from RFC 3281 so that
-- they will use a conmon single object class to express this
-- information.
SECURI TY- CATEGORY :: = TYPE-| DENTI FI ER
Secur it yCat egor y{ SECURI TY- CATEGORY: Supported} ::= SEQUENCE ({
type [0] IMPLICIT SECURI TY- CATEGORY.
& d( {Supported}),
val ue [1] EXPLICI T SECURI TY- CATEGORY
&Type({ Supported}{ @ype})
}
END

3. ASN. 1 Modul e Al gorithm nformation

This section contains a nodule that is inported by many ot her nodul es
in this docunent. Note that this nmodule is also given in [RFC5911].
Thi s nmodul e does not conme from any existing RFC

Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d-nmod-al gorithm nformation-02(58)}

DEFI NI TIONS EXPLICIT TAGS :: =
BEG N

EXPORTS ALL;

| MPORTS

KeyUsage

FROM PKI X11 npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1)
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security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-inplicit-02(59)} ;

-- Suggested prefixes for algorithm objects are:

--  nda- Message Digest Algorithns

--  sa- Si gnature Al gorithns

--  kta- Key Transport Al gorithms (Asynmetric)

--  kaa- Key Agreenment Algorithms (Asynmetric)

--  kwa- Key Wap Al gorithnms (Symretric)

-- kda- Key Derivation Al gorithns

-- nmaca- Message Authentication Code Al gorithns

--  pk- Publ i c Key

-- cea- Content (symetric) Encryption Al gorithns

-- cap- S/M ME Capabilities

Par amOpt i ons :: = ENUVERATED {
required, -- Parameters MJUST be encoded in structure
preferredPresent, -- Paraneters SHOULD be encoded in structu
preferredAbsent, -- Paraneters SHOULD NOT be encoded in str
absent, -- Paranmeters MJST NOT be encoded in struc
i nheritabl e, -- Paraneters are inherited if not present
optional, -- Paranmeters MAY be encoded in the struct

-- DI GEST- ALGORI THM

-- Describes the basic information for ASN.1 and a di gest

-- al gorithm
-- & d - contains the ODidentifying the digest algorithm
-- &Parans - if present, contains the type for the algorithm

paraneters; if absent, inplies no paraneters

-- &paranPresence - paraneter presence requirenment

-- Additional information such as the length of the hash could
-- been encoded. Wthout a clear understanding of what in
-- i s needed by applications, such extraneous information
-- considered to be of sufficent inportance

--  Exanpl e:

-- nda-shal DI GEST-ALGORI THM :: = {

-- | DENTI FI ER i d- shal

-- PARAMS TYPE NULL ARE preferredAbsent

- )

DI GEST- ALGORI THM : : = CLASS {
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& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTI ONAL,
&par anPr esence Par anOpt i ons DEFAULT absent

} WTH SYNTAX {
| DENTI FIER & d
[ PARAMS [ TYPE &Par ans] ARE &par anPresence |

-- S| GNATURE- ALGCRI THM
-- Describes the basic properties of a signature algorithm

-- & d - contains the QODidentifying the signature algorithm
-- &Value - contains a type definition for the value structure of
-- the signature; if absent, inplies that no ASN. 1
-- encoding is performed on the val ue

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paranmeter presence requirenent

-- &HashSet - The set of hash algorithnms used with this

-- signature al gorithm

--  &PublicKeySet - the set of public key algorithms for this
-- signature al gorithm

-- &smineCaps - contains the object describing howthe S/M M
-- capabilities are presented.

--  Exanpl e:

-- sig-RSA-PSS SI GNATURE- ALGORI THM : : = {

-- | DENTI FI ER i d- RSASSA- PSS

-- PARAMS TYPE RSASSA- PSS- parans ARE required
-- HASHES { nda-shal | nda-nd5, ... }

-- PUBLI C- KEYS { pk-rsa | pk-rsa-pss }

S| GNATURE- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Val ue OPTI ONAL,
&Par ans OPTI ONAL,
&par anPresence ParanOpti ons DEFAULT absent,
&HashSet DI GEST- ALGORI THM OPTI ONAL,
&Publ i cKey Set PUBLI C- KEY OPTI ONAL,
&smi meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER & d
[ VALUE &Val ue]
[ PARAMS [ TYPE &Parans] ARE &par anPresence |
[ HASHES &HashSet ]
[ PUBLI G- KEYS &Publ i cKeySet ]
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[ SM ME- CAPS &smi neCaps]

}
-- PUBLI C- KEY
-- Describes the basic properties of a public key
-- & d - contains the ODidentifying the public key
-- &KeyValue - contains the type for the key val ue
-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent
-- &keyUsage - contains the set of bits that are legal for this
-- key type. Note that is does not nake any statenent
-- about how bits may be paired.
-- &PrivateKey - contains a type structure for encoding the private
-- key information.
--  Exanpl e:
--  pk-rsa-pss PUBLI CKEY ::= {
-- | DENTI FI ER i d- RSASSA- PSS
-- KEY RSAPubl i cKey
-- PARAMS TYPE RSASSA- PSS- par ans ARE opti onal
-- CERT-KEY-USACGE { .... }
-}
PUBLI C- KEY ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&KeyVal ue OPTI ONAL,
&Par ams OPTI ONAL,
&par anPresence Paranptions DEFAULT absent,
&keyUsage KeyUsage OPTI ONAL,
&Pri vat eKey OPTI ONAL

} WTH SYNTAX {
| DENTI FIER & d
[ KEY &KeyVal ue]
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ CERT- KEY- USAGE &keyUsage]
[ PRI VATE- KEY &Pri vat eKey]

--  KEY- TRANSPORT
-- Describes the basic properties of a key transport algorithm
-- & d - contains the ODidentifying the key transport algorithm

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
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-- &paranPresence - paraneter presence requirenent

--  &PublicKeySet - specifies which public keys are used with
-- this algorithm

--  &smneCaps - contains the object describing howthe S/M M
-- capabilities are presented.

--  Exanpl e:

-- kta-rsaTransport KEY- TRANSPORT :: = {

-- | DENTI FI ER & d

-- PARAMS TYPE NULL ARE required

-- PUBLI C-KEYS { pk-rsa | pk-rsa-pss }

-}
KEY- TRANSPORT ::= CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par amOpt i ons DEFAULT absent,
&Publ i cKeySet PUBLI C- KEY OPTI ONAL,
&sni meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
[ PUBLI G- KEYS &Publ i cKeySet ]
[ SM ME- CAPS &sni neCaps]

--  KEY- ACREE
-- Describes the basic properties of a key agreenent al gorithm

-- & d - contains the ODidentifying the key agreenent al gorithm

-- &Paranms - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- &paranPresence - parameter presence requirenent

--  &PublicKeySet - specifies which public keys are used with

-- this algorithm

--  &UKkm - type of user keying material used

--  &uknPresence - specifies the requirenents to define the UKMfield
--  &smneCaps - contains the object describing howthe S/M M

-- capabilities are presented.

--  Exanpl e:

-- kaa-dh-static-epheneral KEY-AGREE ::= {

-- | DENTI FI ER i d- al g- ESDH

-- PARAMS TYPE KeyW apAl gorithm ARE required

-- PUBLI C- KEYS {

-- {1 DENTI FI ER dh- publ i c- nunber KEY DHPubl i cKey

-- PARAMS TYPE DHDonai nParaneters ARE inheritable }
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-- - - UKM shoul d be present but is not separately ASN. 1-encoded

-- UKM ARE pr ef err edPr esent

-}
KEY- AGREE :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTIl ONAL,

&par anPresence ParanOpti ons DEFAULT absent,
&Publ i cKeySet PUBLI C- KEY OPTI ONAL,

&Ukm OPTI ONAL,
&uknPr esence Par anOpt i ons DEFAULT absent,
&sni meCaps SM ME- CAPS OPTI ONAL

} W TH SYNTAX {
| DENTI FI ER & d
[ PARAMS [ TYPE &Parans] ARE &par anPresence]
[ PUBLI G- KEYS &Publ i cKeySet ]
[ UKM [ TYPE &Uknm ARE &uknPresence]
[ SM ME- CAPS &smi neCaps]

}
--  KEY-\WRAP
-- Describes the basic properties of a key wap algorithm
-- & d - contains the ODidentifying the key wap algorithm
-- &Paranms - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent
-- &smineCaps - contains the object describing howthe S/M M
-- capabilities are presented.
--  Exanpl e:
--  kwa- cns3DESW ap KEY-VWRAP :: = {
-- | DENTI FI ER i d- al g- CMS3DESwr ap
-- PARAMS TYPE NULL ARE required
-}
KEY- WRAP : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par anOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ SM ME- CAPS &smi neCaps]

Hof f man & Schaad I nf or mat i onal

[ Page 13]



RFC 5912 New ASN. 1 for PKIX June 2010

--  KEY- DERI VATI ON
-- Describes the basic properties of a key derivation algorithm

-- & d - contains the ODidentifying the key derivation algorithm
-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- @&paranPresence - paraneter presence requirenent

--  &smneCaps - contains the object describing howthe S/M M

-- capabilities are presented.

--  Exanpl e:

-- kda- pbkdf 2 KEY- DERI VATI ON :: = {

-- | DENTI FI ER i d- PBKDF2

-- PARAMS TYPE PBKDF2- paranms ARE required

-}
KEY- DERI VATI ON :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTI ONAL,
&par anPr esence Par anOpti ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FIER & d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ SM ME- CAPS &smi meCaps]

-- MAGC- ALGORI THM

-- Describes the basic properties of a nessage
-- aut hentication code (MAC) algorithm

-- & d - contains the ODidentifying the MAC al gorithm

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - paraneter presence requirenent

-- &keyed - MAC algorithmis a keyed MAC al gorithm

--  &smneCaps - contains the object describing howthe S/M M
-- capabilities are presented.

-- Sone paraneters that perhaps should have been added woul d be
-- fields with the nini mum and maxi rum MAC | engt hs for
-- those MAC algorithns that allow truncations.

--  Exanpl e:

--  maca- hmac-shal MAG-ALGORI THM :: = {
-- | DENTI FI ER hMAC- SHAL
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-- PARAMS TYPE NULL ARE preferredAbsent
-- IS KEYED MAC TRUE
-- SM ME- CAPS {| DENTI FI ED BY hMAC- SHA1}

-}
MAC- ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ans OPTI ONAL,
&par anPr esence Par anOpti ons DEFAULT absent,
&keyed BOOLEAN,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FIER & d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
| S- KEYED- MAC &keyed
[ SM ME- CAPS &smi neCaps]

}
- - CONTENT- ENCRYPTI ON
-- Describes the basic properties of a content encryption
-- al gorithm
-- & d - contains the AODidentifying the content
-- encryption algorithm
-- &Paranms - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters
-- &paranPresence - parameter presence requirenent
-- &smineCaps - contains the object describing howthe S/M M
-- capabilities are presented.
--  Exanpl e:
-- cea- 3DES- cbc CONTENT- ENCRYPTI ON :: = {
-- | DENTI FI ER des- ede3- cbc
-- PARAMS TYPE |V ARE required
-- SM ME- CAPS { | DENTI FI ED BY des- ede3-cbc }
-}
CONTENT- ENCRYPTI ON : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Par ams OPTI ONAL,
&par anPr esence Par anOpt i ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ SM ME- CAPS &smi neCaps]
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-- ALGORI THM
-- Describes a generic algorithmidentifier

-- & d - contains the ODidentifying the al gorithm

-- &Parans - if present, contains the type for the algorithm

-- paraneters; if absent, inplies no paraneters

-- @&paranPresence - paraneter presence requirenent

--  &smneCaps - contains the object describing howthe S/M M
-- capabilities are presented.

-- This would be used for cases where an al gorithm of an unknown
-- type is used. In general however, one should either define
-- a nore conplete algorithmstructure (such as the one above)
-- or use the TYPE-IDENTIFI ER cl ass.

ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE
&Par ans OPTI ONAL,
&par anPr esence ParanOpti ons DEFAULT absent,
&sm meCaps SM ME- CAPS OPTI ONAL
} WTH SYNTAX {
| DENTI FI ER &i d
[ PARAMS [ TYPE &Parans] ARE &par anPr esence]
[ SM ME- CAPS &smi neCaps]

-- Algorithmdentifier

-- Provides the generic structure that is used to encode al gorithm
-- identification and the paraneters associated with the
-- al gorithm

-- The first paraneter represents the type of the algorithm being
-- used.

-- The second paraneter represents an object set containing the
-- algorithnms that may occur in this situation

-- The initial list of required algorithns should occur to the
-- left of an extension marker; all other algorithnms should
-- occur to the right of an extension narker.

-- The object class ALGORI THM can be used for generic unspecified
-- itens.

-- |If new ALGORI THM cl asses are defined, the fields & d and &Par ans
-- need to be present as fields in the object in order to use
-- this paraneterized type

-- Exanpl e:
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-- Si gnatureAl gorithm dentifier ::=
-- Al gorithm dentifier{SI GNATURE- ALGORI THM {Si gnat ur eAl gSet }}

Al gorithm dentifier{ ALGORI THM TYPE, ALGORI THM TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithntet}),
paraneters ALGORI THW TYPE.
&Parans({Al gorithnBet}{ @l gorithn}) OPTI ONAL

}
-- S/MME Capabilities

--  We have noved the SM ME-CAPS fromthe nodule for RFC 3851 to here
-- because it is used in RFC 4262 (X 509 Certificate Extension for
-- S/IMME Capabilities)

-- This class is used to represent an S/M ME capability. S/'MME

-- capabilities are used to represent what algorithmcapabilities

-- an individual has. The classic exanple was the content encryption
-- algorithm RC2 where the algorithmid and the RC2 key | engths

-- supported needed to be advertised, but the IV used is not fixed.

-- Thus, for RC2 we used

-- cap-RC2CBC SM Me- CAPS :: = {
-- TYPE | NTEGER ( 40 | 128 ) | DENTIFIED BY rc2-chc }

-- where 40 and 128 represent the RC2 key length in nunmber of bits.

-- Anot her exanple where informati on needs to be shown is for

--  RSA- QAEP where only specific hash functions or nask generation
-- functions are supported, but the saltLength is specified by the
-- sender and not the recipient. In this case, one can either

-- generate a nunber of capability itens,

-- or a new S/MME capability type could be generated where

-- nultiple hash functions could be specified.

-~ SM ME- CAP

-- This class is used to associate the type that describes the
-- capabilities with the object identifier

SM ME- CAPS : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL
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W TH SYNTAX { [TYPE &Type] | DENTIFIED BY & d }

Ceneric type - this is used for defining val ues.

Define a single SIMME capability encodi ng

SM MECapabi | it y{ SM ME- CAPS: Capabi l itySet} ::= SEQUENCE {
capabilityl D SM ME- CAPS. &i d({CapabilitySet}),
par anet ers SM ME- CAPS. &Type( {Capabi | itySet}

}

{@apabi | i tyl D}) OPTI ONAL

Define a sequence of S/M ME capability val ues

SM MECapabi lities { SM Me- CAPS: CapabilitySet } ::=

SEQUENCE S| ZE (1..MAX) OF SM MECapabi | ity{{CapabilitySet} }

END

4.

ASN. 1 Modul e for RFC 2560

OCSP- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-ocsp-02(48)}

DEFI NI TIONS EXPLICI T TAGS :: =

BEGA N

| MPORTS

Ext ensi ons{}, EXTENSI ON, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pki xCommon-02(57)}

Al gorithm dentifier{}, DI GEST-ALGORI THM S| GNATURE- ALGORI THM

FROM Al gorit hm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}

Aut horityl nf oAccessSynt ax, General Nane, Crl EntryExtensions

FROM PKI X11 npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-md(0) id-nod-pkix1-inplicit-02(59)}

Name, CertificateSerial Nunber, id-kp, id-ad-ocsp, Certificate
FROM PKI X1Expl i ci t-2009
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{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
nmechani snms(5) pkix(7) id-nmod(0) id-nod-pkixl-explicit-02(51)}

sa-dsaWthSHAl, sa-rsaWthMD2, sa-rsaWthMD5, sa-rsaWthSHAL

FROM PKI XAl gs- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-al gorithnms2008-02(56)};

OCSPRequest M SEQUENCE ({

t bsRequest TBSRequest ,

optional Signature [0] EXPLICI T Signature OPTI ONAL }
TBSRequest D= SEQUENCE {

ver sion [0] EXPLICIT Version DEFAULT v1,

request or Name [1] EXPLICIT General Name OPTI ONAL,

requestLi st SEQUENCE OF Request,

r equest Ext ensi ons [2] EXPLICIT Extensions {{re-ocsp-nonce |

re-ocsp-response, ...}} OPTIONAL }

Si gnature D= SEQUENCE {

signatureAl gorithm Al gorithmdentifier
{ SIGNATURE- ALGORI THM {...}},

signature BI T STRI NG

certs [0] EXPLICIT SEQUENCE OF Certificate OPTI ONAL }
Version ::= |INTEGER { v1(0) }
Request ::= SEQUENCE ({

reqCert Cert | D,

si ngl eRequest Ext ensi ons [0] EXPLICIT Extensions
{ {re-ocsp-service-|ocator,
...}} OPTIONAL }

Certl D ::= SEQUENCE {
hashAl gorithm Al gorithmdentifier
{Dl GEST- ALGORI THM {...}},
i ssuer NaneHash OCTET STRING, -- Hash of Issuer’s DN
i ssuer KeyHash OCTET STRING, -- Hash of Issuer’s public key
seri al Nurber CertificateSerial Nunber }
OCSPResponse ::= SEQUENCE {
responsesSt at us OCSPResponseSt at us,
responseByt es [0] EXPLICIT ResponseBytes OPTI ONAL }
OCSPResponseSt at us :: = ENUMERATED {
successf ul (0), --Response has valid confirmations
mal f or redRequest (1), --Illegal confirmation request
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i nternal Error (2), --Internal error in issuer
tryLater (3), --Try again |ater
-- (4) is not used
si gRequi red (5), --Mist sign the request
unaut hori zed (6) --Request unauthorized
}
RESPONSE : : = TYPE- | DENTI FI ER
ResponseSet RESPONSE :: = {basi cResponse, ...}
ResponseBytes :: = SEQUENCE {
responseType RESPONSE.
& d ({ResponseSet}),
response OCTET STRI NG ( CONTAI NI NG RESPONSE.

&Type({ResponseSet } { @ esponseType}))}

basi cResponse RESPONSE : : =
{ Basi cOCSPResponse | DENTI FI ED BY i d- pki x- ocsp- basi c }

Basi cOCSPResponse 11 = SEQUENCE ({
t bsResponseDat a ResponseDat a,
signatureAl gorithm Al gorithmdentifier{SI GNATURE- ALGORI THM
{sa-dsaWthSHAl | sa-rsaWthSHAl |

sa-rsaWthMD5 | sa-rsaWthwMD2, ...}},
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate OPTIONAL }
ResponseDat a :: = SEQUENCE ({
version [0] EXPLICIT Version DEFAULT v1,
responder | D Responder | D,
pr oducedAt Gener al i zedTi ne,
responses SEQUENCE OF Si ngl eResponse,
r esponseExt ensi ons [1] EXPLICIT Extensions
{{re-ocsp-nonce, ...}} OPTIONAL }
Responder | D ::= CHO CE {
byNare [1] Nane,
byKey [2] KeyHash }
KeyHash ::= OCTET STRI NG --SHA-1 hash of responder’s public key
-- (excluding the tag and length fields)
Si ngl eResponse :: = SEQUENCE {
certID Cert | D,
cert Status Cert St at us,
t hi sUpdat e Cener al i zedTi ne,
next Updat e [0] EXPLI CI T GeneralizedTi me OPTI ONAL,
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si ngl eExt ensi ons [1] EXPLI CI T Extensions{{re-ocsp-crl
re-ocsp-archive-cut of f
Crl EntryExtensions, ...}
} OPTI ONAL }
CertStatus ::= CHO CE {
good [ 0] | MPLI CI' T NULL,
revoked [1] | MPLI G T RevokedlI nf o,
unknown [ 2] | MPLICI T Unknownl nfo }
Revokedl nfo ::= SEQUENCE {
revocationTi nme Gener al i zedTi ne,
revocati onReason [ 0] EXPLI CI T CRLReason OPTI ONAL }
Unknownl nfo ::= NULL
CRLReason ::= | NTEGER
ArchiveCutoff ::= GeneralizedTi ne
Accept abl eResponses ::= SEQUENCE OF RESPONSE. & d({ResponseSet})
Servi ceLocator ::= SEQUENCE ({
i ssuer Nane,

| ocat or Aut horityl nf oAccessSynt ax }

CrlI D ::= SEQUENCE {
crlUrl [ 0] EXPLICI T | A5String OPTI ONAL,
crl Num [1] EXPLI CI T | NTEGER OPTI ONAL
crl Time [2] EXPLI CI' T GeneralizedTi ne OPTI ONAL }

-- Request Extensions

re-ocsp-nonce EXTENSI ON ::= { SYNTAX OCTET STRI NG | DENTI FI ED
BY i d- pki x- ocsp- nonce }
re-ocsp-response EXTENSION ::= { SYNTAX Accept abl eResponses | DENTI FI ED
BY i d- pki x-ocsp-response }
re-ocsp-service-locator EXTENSION ::= { SYNTAX ServicelLocat or
| DENTI FI ED BY

i d- pki x-ocsp-service-locator }

-- Response Extensions

re-ocsp-crl EXTENSION ::= { SYNTAX Crl | D | DENTI FI ED BY
i d- pki x-ocsp-crl }
re-ocsp-archive-cutof f EXTENSION ::= { SYNTAX Archi veCut of f
| DENTI FI ED BY

i d- pki x-ocsp-archive-cutoff }
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-- (bject ldentifiers

i d- kp- OCSPSi gni ng OBJECT IDENTIFIER ::= { id-kp 9 }

i d- pki x-ocsp OBJECT | DENTI FI ER :: = id-ad-ocsp

i d- pki x-ocsp-basic OBJECT IDENTIFIER ::= { id-pkix-ocsp 1}
i d- pki x-ocsp-nonce OBJECT IDENTIFIER ::= { id-pkix-ocsp 2 }
i d- pki x-ocsp-crl OBJECT IDENTIFIER ::= { id-pkix-ocsp 3}
i d- pki x-ocsp-response OBJECT IDENTIFIER ::= { id-pkix-ocsp 4}
i d- pki x-ocsp-nocheck OBJECT IDENTIFIER ::= { id-pkix-ocsp 5}
i d- pki x-ocsp-archive-cutoff OBJECT IDENTIFIER ::= { id-pkix-ocsp 6 }
i d- pki x-ocsp-service-locator OBJECT IDENTIFIER ::= { id-pkix-ocsp 7 }

END
5. ASN. 1 Module for RFC 2986

PKCS- 10
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pkcsl0-2009(69)}
DEFINITIONS IMPLICI T TAGS :: =
BEG N
| MPORTS

Al gorithmdentifier{}, DI GEST-ALGORI THM SI GNATURE- ALGORI THM
PUBLI C- KEY

FROM Al gori t hm nf or mat i on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}

ATTRI BUTE, Nane

FROM PKI X1Expl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51)};

-- Certificate requests

Certificati onRequestinfo ::= SEQUENCE {
version I NTEGER { v1(0) } (vi, ... ),
subj ect Nane,

subj ect PKI nf o Subj ect Publ i cKeyl nf o{{ PKI nf oAl gorithns }},
attributes [0] Attributes{{ CRIAttributes }}

}

Subj ect Publ i cKeyl nfo {PUBLI C-KEY: |0Set} ::= SEQUENCE ({
al gorithm Al gorithmdentifier {PUBLIC KEY, {ICSet}},
subj ect Publ i cKey BI' T STRI NG

}
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6.

PKI nf oAl gori thnms PUBLI C-KEY ::= {

-- add any locally defined algorithms here -- }
Attributes { ATTRIBUTE: 1 CSet } ::= SET OF Attribute{{ 1CSet }}
CRIAttributes ATTRIBUTE ::= {

-- add any locally defined attributes here -- }
Attribute { ATTRIBUTE: |1 OSet } ::= SEQUENCE ({

type ATTRI BUTE. & d({1 Cset }),
val ues SET SIZE(1..MAX) OF ATTRI BUTE. &Type({I Cset}{@ype})

}
Certificati onRequest ::= SEQUENCE {

certificationRequestinfo CertificationRequestlnfo,

si gnat ur eAl gorithm Al gorithm dentifier{SI GNATURE- ALGORI THM

{ SignatureAl gorithns }},

signature BI T STRI NG
}
Si gnat ur eAl gorithms S| GNATURE- ALGORI THM : : = {

-- add any locally defined algorithns here -- }

END

ASN. 1 Modul e for RFC 3279

Note that this nodul e al so contains informati on from RFC 5480
[ RFC5480] .

PKI XAl gs-2009 { iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- nod- pki x1-al gorithms2008- 02(56) }

DEFI NI TIONS EXPLICIT TAGS :: =
BEG N
| MPCRTS

PUBLI C- KEY, S| GNATURE- ALGORI THM DI GEST- ALGORI THM SM ME- CAPS

FROM Al gorit hm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nfornmation-02(58)}

nda- sha224, nda-sha256, nda-sha384, nda-shab12

FROM PKI X1- PSS- QAEP- Al gori t hns- 2009
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
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i d- nod- pki x1-rsa- pkal gs-02(54)} ;

-- Public Key (pk-) Algorithns

Publ i cKeys PUBLI C-KEY ::= {

pk-rsa |
pk-dsa |
pk- dh |
pk- kea,

pk-ec |
pk-ecDH |
pk- ecMN

-- Signhature Algorithnms (sa-)

Si gnat ur eAl gs SI GNATURE- ALGORI THM : : = {
sa-rsaWt hwvb2 |
sa-rsawWt hMD5 |
sa-rsaWt hSHA1 |
sa- dsaWt hSHA1 |
sa- ecdsaW t hSHA1,
..., -- Extensible
sa- dsaW t hSHA224
sa- dsaW t hSHA256
sa- ecdsaW t hSHA224
sa- ecdsaW t hSHA256
sa- ecdsaW t hSHA384
sa- ecdsaW t hSHA512

}

-- SIMM: CAPS for algorithnms in this docunent

-- For all of the algorithnms laid out in this docunment, the

-- paraneters field for the SIMME capabilities is defined as
-- ABSENT as there are no specific values that need to be known
-- by the receiver for negotiation.

SM neCaps SM ME- CAPS :: = {

sa-rsaWt hMD2. &mi meCaps
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sa-rsaWt hMD5. &smi meCaps |
sa-rsaWt hSHAL. &m nmeCaps |
sa- dsaWt hSHA1. &m nmeCaps |
sa- dsaW t hSHA224. &smi nmeCaps |
sa- dsaW t hSHA256. &sm nmeCaps |
sa- ecdsaW t hSHAL. &sni meCaps |
sa- ecdsaW t hSHA224. &sni neCaps |
sa- ecdsaW t hSHA256. &sni neCaps |
sa- ecdsaW t hSHA384. &sni neCaps |
sa- ecdsaWt hSHA512. &smi nmeCaps,

}
-- RSA PK Al gorithm Paraneters, and Keys

pk-rsa PUBLI C-KEY ::= {
| DENTI FI ER r saEncrypti on
KEY RSAPubl i cKey
PARAMS TYPE NULL ARE absent
-- Private key format not in this nodule --
CERT- KEY- USAGE {digital Si gnature, nonRepudi ati on,
keyEnci pher nent, dataEnci phernment, keyCertSign, cRLSi gn}

}

rsaEncryption OBJECT IDENTIFIER ::= {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 1}

RSAPubl i cKey ::= SEQUENCE ({
nmodul us | NTEGCER, -- n
publ i cExponent |INTEGER -- e

-- DSA PK Al gorithm Paraneters, and Keys

pk-dsa PUBLI C-KEY :: = {
| DENTI FI ER i d- dsa
KEY DSAPubl i cKey
PARAMS TYPE DSA- Parans ARE inheritable
-- Private key format not in this nodule --
CERT- KEY- USAGE { digital Signature, nonRepudi ation, keyCert Sign,
cRLSign }
}

i d-dsa OBJECT | DENTIFIER ::= {
i so(1) nenber-body(2) us(840) x9-57(10040) x9algorithm(4) 1}

DSA- Par ans :: = SEQUENCE ({
p | NTEGER
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q | NTEGER,
g | NTEGER
}
DSAPubl i cKey ::= I NTEGER -- public key, y

-- Diffie-Hellman PK Al gorithm Paraneters, and Keys

pk-dh PUBLI C-KEY ::= {
| DENTI FI ER dhpubl i cnunber
KEY DHPubl i cKey
PARAMS TYPE Donmi nPar aneters ARE inheritable
-- Private key format not in this nodule --
CERT- KEY- USAGE { keyAgreenent, enci pherOnly, deci pherOnly }

}

dhpubl i cnunmber OBJECT I DENTIFIER :: = {
i so(1) nenber-body(2) us(840) ansi-x942(10046)
nunber-type(2) 1}

Domai nPar anmet ers :: = SEQUENCE {
p | NTEGER, -- odd prime, p=jq +1
g | NTEGER, -- generator, g
q | NTEGER, -- factor of p-1
i | NTEGER OPTI ONAL, -- subgroup factor, j>= 2
val i dati onParans Vali dati onParans OPTI ONAL
}
Val i dati onParans ::= SEQUENCE {
seed BI T STRI NG
pgenCounter | NTEGER
}
DHPubl i cKey ::= INTEGER -- public key, y = g"x nod p

-- KEA PK Al gorithm and Paraneters

pk- kea PUBLI C-KEY ::= {
| DENTI FI ER i d- keyExchangeAl gorit hm
-- key is not encoded --
PARAMS TYPE KEA- Parans-1d ARE required
-- Private key format not in this nodule --
CERT- KEY- USAGE { keyAgreenent, enci pherOnly, deci pherOnly }

}
i d- keyExchangeAl gorithm OBJECT | DENTI FIER ::= {

joint-iso-itu-t(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(l) algorithns(1l) 22 }
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KEA- Par ans-1d ::= OCTET STRI NG

-- Elliptic Curve (EC) Signatures: Unrestricted Al gorithmns
-- (Section 2.1.1 of RFC 5480)

-- EC Unrestricted AlgorithmID -- -- this is used for ECDSA

pk-ec PUBLI G KEY ::= {
| DENTI FI ER i d- ecPubl i cKey
KEY ECPoi nt
PARAMS TYPE ECPar aneters ARE required
-- Private key format not in this nodule --
CERT- KEY- USAGE { digital Signature, nonRepudi ation, keyAgreenent,
keyCert Sign, cRLSign }
}

ECPoint ::= OCTET STRING -- see RFC 5480 for syntax and restrictions

i d-ecPubl i cKey OBJECT | DENTIFIER ::= {
i so(1l) nenber-body(2) us(840) ansi-X9-62(10045) keyType(2) 1}

-- Elliptic Curve (EC) Signatures: Restricted Al gorithns
-- (Section 2.1.2 of RFC 5480)

-- EC Diffie-Hellnman AlgorithmID

pk-ecDH PUBLI C-KEY :: = {

| DENTI FI ER i d- ecDH

KEY ECPoi nt

PARAMS TYPE ECPar aneters ARE required

-- Private key format not in this nodule --

CERT- KEY- USAGE { keyAgreenent, enci pherOnly, decipherOnly }

}

i d-ecDH OBJECT IDENTIFIER :: = {
iso(l) identified-organization(3) certicon(132) schenmes(1)
ecdh(12) }

-- EC Menezes- Qu-Vanstone AlgorithmID

pk-ecMQV PUBLI C-KEY ::= {
| DENTI FI ER i d- ecMQV
KEY ECPoi nt

PARAMS TYPE ECPar aneters ARE required
-- Private key format not in this nodule --
CERT- KEY- USAGE { keyAgreenent, encipherOnly, decipherOnly }
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i d-ecMQV OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3) certicon(132) schemes(1)
ecmgv(13) }

-- Paraneters and Keys for both Restricted and Unrestricted EC

ECParaneters ::= CHO CE {
nanedCur ve CURVE. & d({ NanmedCurve})
-- inmplicitCurve NULL
-- inplicitCurve MIUST NOT be used in PKIX
-- specifiedCurve SpecifiedCurve
-- specifiedCurve MJUST NOT be used in PKI X
-- Details for specifiedCurve can be found in [ X9.62]
-- Any future additions to this CHO CE shoul d be coordinated
-- with ANSI X 9.

-- If you need to be able to decode ANSI X 9 paraneter structures,
-- uncomment the inplicitCurve and specifiedCurve above, and al so
-- unconment the foll ow ng:

--(WTH COVPONENTS { nanedCurve PRESENT})

-- Sec 2.1.1.1 Naned Curve

CURVE ::= CLASS { & d OBJECT | DENTI FI ER UNI QUE }

WTH SYNTAX { ID & d }

NamedCurve CURVE :: = {

{ IDsecpl92r1 } | { ID sect163kl } | { ID sect163r2 } |
{ IDsecp224r1 } | { IDsect233kl } | { ID sect233rl1 } |
{ IDsecp256rl } | { IDsect283kl } | { ID sect283r1 } |
{ IDsecp384rl } | { ID sect409k1l } | { ID sect409rl } |
{ IDsecp521r1 } | { ID sect571kl } | { ID sect571r1 },
... -- Extensible

}

-- Note in [X9.62] the curves are referred to as 'ansi X9' as
-- opposed to 'sec’. For exanple, secpl92rl is the sane curve as
-- ansix9pl192r1.

-- Note that in [PKI-ALG the secpl92rl1 curve was referred to as
-- prinmel92vl and the secp256rl curve was referred to as

-- prinme256vl.

-- Note that [FIPS186-3] refers to secpl92rl as P-192,

-- secp224r1l as P-224, secp256rl as P-256, secp384rl as P-384,
-- and secp521r1l as P-521.

secpl92r1 OBJECT I DENTIFIER :: = {
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i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)

prine(l) 1}
sect 163kl OBJECT | DENTIFIER :: = {

iso(l) identified-organization(3) certicon(132) curve(0) 1}
sect 163r2 OBJECT IDENTIFIER :: = {

iso(l) identified-organization(3) certicom132) curve(0) 15}
secp224r1 OBJECT IDENTIFIER :: = {

iso(l) identified-organization(3) certicon(132) curve(0) 33}
sect 233kl OBJECT IDENTIFIER :: = {

iso(l) identified-organization(3) certicom132) curve(0) 26 }
sect233r1 OBJECT I DENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 27 }
secp256r1 OBJECT IDENTIFIER :: = {

i so(1) nenber-body(2) us(840) ansi-X9-62(10045) curves(3)

prime(1) 7}
sect 283kl OBJECT | DENTIFIER :: = {

iso(l) identified-organization(3) certicon(132) curve(0) 16 }
sect 283r1 OBJECT | DENTIFIER ::= {

iso(l) identified-organization(3) certicom132) curve(0) 17 }
secp384r1 OBJECT I DENTIFIER ::= {

iso(l) identified-organization(3) certicon(132) curve(0) 34 }
sect 409k1 OBJECT IDENTIFIER :: = {

i so(l) identified-organization(3) certicon(132) curve(0) 36 }
sect409r1 OBJECT I DENTIFIER :: = {

iso(l) identified-organization(3) certicon(132) curve(0) 37 }

secp521r1 OBJECT | DENTIFIER ::= {
i so(l) identified-organization(3) certiconm(132) curve(0) 35}

sect 571kl OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) curve(0) 38 }

sect571r1 OBJECT | DENTIFIER ::= {
iso(l) identified-organization(3) certicom132) curve(0) 39 }

-- RSAwith MD2
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sa-rsaWthMD2 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER nmd2W t hRSAENncr ypti on
PARAMS TYPE NULL ARE required
HASHES { nda-nd2 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY nd2W t hRSAEncryption }

}

nmd2W t hRSAEncr ypti on OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 2}

-- RSAwith M>-5

sa-rsaWthMD5 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER md5W t hRSAENncr ypti on
PARAMS TYPE NULL ARE required
HASHES { nda- md5 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY nd5W t hRSAEncryption }

}

nd5W t hRSAEncr ypti on OBJECT | DENTIFIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 4}

-- RSAwith SHA-1

sa-rsaWthSHA1 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER shalW t hRSAEncrypti on
PARAMS TYPE NULL ARE required
HASHES { nda-shal }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS {| DENTI FI ED BY shalW t hRSAEncryption }

}

shalW t hRSAEncrypti on OBJECT | DENTIFIER :: = {
i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 5}

-- DSA with SHA-1

sa- dsaWt hSHA1 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER dsa-wi t h-shal
VALUE DSA- Si g- Val ue
PARAMS TYPE NULL ARE absent
HASHES { nda-shal }
PUBLI C- KEYS { pk-dsa }
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SM ME- CAPS { | DENTI FI ED BY dsa-wi th-shal }
}

dsa-wi th-shal OBJECT | DENTIFIER :: =
i so(1) nenber-body(2) us(840) x9-57(10040) x9algorithm(4) 3}

-- DSA with SHA-224

sa- dsaWt hSHA224 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER dsa-wi t h-sha224

VALUE DSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda- sha224 }

PUBLI C- KEYS { pk-dsa }

SM ME- CAPS { | DENTI FI ED BY dsa-wi t h-sha224 }
}

dsa-wi t h-sha224 OBJECT IDENTIFIER ::=
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
csor(3) algorithms(4) id-dsa-with-sha2(3) 1}

-- DSA with SHA-256

sa- dsaWt hSHA256 SI GNATURE- ALGORI THM : : = {

| DENTI FI ER dsa-wi t h-sha256

VALUE DSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda- sha256 }

PUBLI C- KEYS { pk-dsa }

SM ME- CAPS { | DENTI FI ED BY dsa-wi t h-sha256 }
}

dsa-w t h-sha256 OBJECT | DENTIFIER ::=
joint-iso-ccitt(2) country(16) us(840) organization(1l) gov(101)
csor(3) algorithms(4) id-dsa-with-sha2(3) 2}

-- ECDSA with SHA-1

sa- ecdsaW t hSHA1 SI GNATURE- ALGORI THM :: = {

| DENTI FI ER ecdsa-wi t h- SHA1

VALUE ECDSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda-shal }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA1l }
}

ecdsa-wi th- SHA1 OBJECT | DENTIFIER :: = {

Hof f man & Schaad I nf or mat i onal [ Page 31]



RFC 5912 New ASN. 1 for PKIX June 2010

i so(1) nenber-body(2) us(840) ansi-X9-62(10045)
signatures(4) 1}

-- ECDSA with SHA-224

sa- ecdsaW t hSHA224 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER ecdsa-wi t h- SHA224

VALUE ECDSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda-sha224 }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA224 }
}

ecdsa-wi t h- SHA224 OBJECT | DENTI FI ER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-with-SHA2(3) 1}

-- ECDSA wi th SHA-256

sa- ecdsaW t hSHA256 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER ecdsa- wi t h- SHA256

VALUE ECDSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda- sha256 }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA256 }
}

ecdsa-wi t h- SHA256 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi th-SHA2(3) 2}

-- ECDSA with SHA-384

sa- ecdsaW t hSHA384 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER ecdsa-wi t h- SHA384
VALUE ECDSA- Si g- Val ue
PARAMS TYPE NULL ARE absent
HASHES { nda-sha384 }
PUBLI C- KEYS { pk-ec }
SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA384 }

}

ecdsa-wi t h- SHA384 OBJECT | DENTI FI ER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi th- SHA2(3) 3}

-- ECDSA with SHA-512
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sa- ecdsaWt hSHA512 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER ecdsa-wi t h- SHA512

VALUE ECDSA- Si g- Val ue

PARAMS TYPE NULL ARE absent

HASHES { nda-sha512 }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS { | DENTI FI ED BY ecdsa-wi t h- SHA512 }
}

ecdsa-wi th- SHA512 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) ansi-X9-62(10045) signatures(4)
ecdsa-wi th-SHA2(3) 4 }

-- Signature Val ues

-- DSA

DSA- Si g- Val ue :: = SEQUENCE {
r | NTEGER
s | NTEGER

}
-- ECDSA

ECDSA- Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
s | NTEGER

-- Message Digest Algorithnms (nda-)

HashAl gs DI GEST- ALGORI THM : : = {
nda- nd2 |
nda- nd5 |
nda- shal,
-- Extensible

}
-- MD-2
mda- md2 DI GEST- ALGORI THM : : = {

| DENTI FI ER i d- nd2
PARAMS TYPE NULL ARE preferredAbsent

}
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id-nd2 OBJECT IDENTIFIER ::={
i so(1) nenber-body(2) us(840) rsadsi(113549)
di gestAlgorithn(2) 2}

-- MD-5

nda- nd5 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- nd5
PARAMS TYPE NULL ARE preferredAbsent

}

id-nd5 OBJECT IDENTIFIER ::={
i so(1) nenber-body(2) us(840) rsadsi(113549)
digestAlgorithm(2) 5}

-- SHA-1

nda- shal DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- shal
PARAMS TYPE NULL ARE preferredAbsent

}

i d-shal OBJECT IDENTIFIER ::={
iso(l) identified-organization(3) oiw14) secsig(3)
algorithm(2) 26 }

June 2010

END
7. ASN. 1 Module for RFC 3852 (Attribute Certificate vl)
AttributeCertificateVersionl-2009
{iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nmod-v1AttrCert-02(49)}
DEFI NI TIONS EXPLICI T TAGS :: =
BEGA N
| MPORTS
SI GNATURE- ALGORI THM  ALGORI THM Al gorithm dentifier{}
FROM Al gori t hm nf or mat i on- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod-al gorithm nformation-02(58)}
AttributeSet{}, Extensions{}, EXTENSION, ATTRI BUTE
FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pki xCommon-02(57) }
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CertificateSerial Nunber, Uniqueldentifier, SIGNED}

FROM PKI X1Expl i cit-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nmod-pkixl-explicit-02(51) }

Gener al Nanes

FROM PKI X11 npl i ci t-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nmod-pkixl-inplicit-02(59) }

AttCertValidityPeriod, |IssuerSerial

FROM PKI XAt tri buteCertificate-2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-attribute-cert-02(47) } ;

-- Definition extracted from X 509-1997 [ X 509-97], but
-- different type nanes are used to avoid collisions.

AttributeCertificateVl ::= SIGNED{AttributeCertificatel nfoVli}

AttributeCertificatelnfoVl ::= SEQUENCE {
version AttCert Versi onvVl DEFAULT v1,
subj ect CHO CE {
baseCertificatel D [0] I|ssuerSerial,
-- associated with a Public Key Certificate
subj ect Nane [1] Ceneral Nanes },
-- associated with a nane
i ssuer Gener al Nanes,
signature Al gorithmdentifier{SI GNATURE-ALGCORI THM {...}},
seri al Nunber CertificateSerial Nunber,
attCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF AttributeSet {{AttrList}},
i ssuer Uni quel D Uni quel denti fier OPTI ONAL,
ext ensi ons Ext ensi ons{{Attri buteCertExtensionsV1i}} OPTI ONAL }

AttCertVersionVl ::= INTEGER { v1(0) }
AttrList ATTRIBUTE ::= {...}
AttributeCertExtensionsVl EXTENSION ::= {...}
END
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8.

ASN. 1 Modul e for RFC 4055

PKI X1- PSS- OAEP- Al gori t hirs- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-rsa-pkal gs-02(54)}
DEFI NI TIONS EXPLICI T TAGS :: =
BEGA N
| MPORTS

Al gorithmdentifier{}, ALGORI THM DI GEST-ALGORI THM KEY- TRANSPORT,
S| GNATURE- ALGORI THM  PUBLI C- KEY, SM ME- CAPS
FROM Al gorit hm nf ormati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58)}

i d-shal, nda-shal, pk-rsa, RSAPublicKey

FROM PKI XAl gs- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1- al gorithns2008-02(56)};

-- hj ect Set exports

-- Define top-level synbols with all of the objects defined for
-- export to other nodul es. These objects would be included as part
-- of an nject Set to restrict the set of |egal values.

Publ i cKeys PUBLI C-KEY ::= { pk-rsaSSA-PSS | pk-rsaES-OAEP, ... }

Si gnat ur eAl gs SI GNATURE- ALGORI THM : : = { sa-rsaSSA-PSS, ...}

KeyTransport Al gs KEY- TRANSPORT ::= { kta-rsaES-QAEP, ... }

HashAl gs DI GEST- ALGORI THM : : = { nda-sha224 | nda-sha256 | nda-sha384
| nda-shab512, ... }

SM nmeCaps SM Me- CAPS :: = {

sa-r saSSA- PSS. &smi neCaps |
kt a- r saES- OAEP. &smi neCaps,

-- Al gorithm Objects

-- Public key object for PSS signatures
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pk-rsaSSA- PSS PUBLI C-KEY :: = {
| DENTI FI ER i d- RSASSA- PSS
KEY RSAPubl i cKey
PARAMS TYPE RSASSA- PSS- parans ARE opti onal
-- Private key format not in this nodule --
CERT- KEY- USAGE { nonRepudi ati on, digital Signature,
keyCert Sign, cRLSign }

}
-- Signature algorithmdefinition for PSS signatures
sa-rsaSSA- PSS Sl GNATURE- ALGORI THM : : = {

| DENTI FI ER i d- RSASSA- PSS

PARAMS TYPE RSASSA- PSS- parans ARE required

HASHES { nda-shal | nda-sha224 | nda-sha256 | nda-sha384

| nda-shab512 }

PUBLI C- KEYS { pk-rsa | pk-rsaSSA-PSS }

SM ME- CAPS { | DENTI FI ED BY i d- RSASSA- PSS }
}
-- Signature algorithmdefinitions for PKCS v1.5 signatures
sa- sha224W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {

| DENTI FI ER sha224W t hRSAEncr ypti on

PARAMS TYPE NULL ARE required

HASHES { nda- sha224 }

PUBLI C- KEYS { pk-rsa }

SM ME- CAPS { | DENTI FI ED BY sha224W t hRSAEncryption }
}
sha224W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 14}
sa- sha256W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {

| DENTI FI ER sha256W t hRSAEncr ypti on

PARAMS TYPE NULL ARE required

HASHES { nda- sha256 }

PUBLI C- KEYS { pk-rsa }

SM ME- CAPS { | DENTI FI ED BY sha256W t hRSAEncryption }
}
sha256W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 11 }
sa- sha384W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {

| DENTI FI ER sha384W t hRSAEncr ypti on
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PARAMS TYPE NULL ARE required

HASHES { nda-sha384 }

PUBLI C- KEYS { pk-rsa }

SM ME- CAPS { | DENTI FI ED BY sha384W t hRSAEncryption }

}
sha384W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 12 }

sa- shab512W t hRSAEncrypti on SI GNATURE- ALGORI THM : : = {
| DENTI FI ER sha512W t hRSAEncr ypti on
PARAMS TYPE NULL ARE required
HASHES { nda-sha512 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY sha512W t hRSAEncrypti on }

}
sha512W t hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 13}

-- Public key definition for OQAEP encryption

pk-rsaES- OAEP PUBLI C-KEY :: = {
| DENTI FI ER i d- RSAES- OAEP
KEY RSAPubl i cKey
PARAMS TYPE RSAES- QAEP- parans ARE opti onal
-- Private key format not in this nodule --
CERT- KEY- USAGE { keyEnci pherment, dataEnci phernment}

}
-- Key transport key lock definition for QAEP encryption
kt a- r saES- QAEP KEY- TRANSPORT :: = {
| DENTI FI ER i d- RSAES- OAEP
PARAMS TYPE RSAES- QAEP- paranms ARE required
PUBLI C- KEYS { pk-rsa | pk-rsaES- QAEP }
SM ME- CAPS { TYPE RSAES- OAEP- par ans | DENTI FI ED BY i d- RSAES- OAEP}

-- Basi ¢ object identifiers

pkcs-1 OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) 1}

-- When rsaEncryption is used in an Algorithmdentifier, the
-- paraneters MJST be present and MJST be NULL.
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rsaEncryption OBJECT IDENTIFIER ::= { pkecs-1 11}

-- When id-RSAES- QAEP is used in an Algorithmdentifier,

and the paraneters field is present, it MJIST be
RSAES- OQAEP- par ans.

i d- RSAES- OAEP  OBJECT IDENTIFIER ::= { pkcs-1 7 }

-- Wen id-ngfl is used in an Algorithm dentifier, the parameters

MUST be present and MJST be a HashAl gorithm

id-mgf1 OBJECT IDENTIFIER ::= { pkcs-1 8}

-- When id-pSpecified is used in an Algorithmdentifier, the

paraneters MJST be an OCTET STRI NG

i d-pSpecified OBJECT IDENTIFIER ::= { pkecs-1 9}

-- When i d-RSASSA-PSS is used in an Algorithmdentifier, and the

paraneters field is present, it MJST be RSASSA- PSS- par ans.

i d- RSASSA- PSS OBJECT IDENTIFIER ::= { pkcs-1 10}

-- Wien the following O Ds are used in an Algorithm dentifier, the

paraneters SHOULD be absent, but if the paraneters are present,

-- they MJUST be NULL.

id-shal is inported fromRFC 3279. Additionally, the v1.5
signature algorithns (i.e., rsaWthSHA256) are now sol ely placed
in that nodul e.

i d-sha224 OBJECT IDENTIFIER ::=

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistAlgorithns(4) hashal gs(2) 4 }

nda- sha224 DI GEST- ALGORI THM : : = {

}

| DENTI FI ER i d- sha224
PARAMS TYPE NULL ARE preferredAbsent

i d-sha256 OBJECT |IDENTIFIER ::=

{ joint-iso-itu-t(2) country(16) us(840) organi zation(1l) gov(101)
csor(3) nistAl gorithms(4) hashalgs(2) 1}

nda- sha256 DI GEST- ALGORI THM : : = {

| DENTI FI ER i d- sha256
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PARAMS TYPE NULL ARE preferredAbsent

}

i d-sha384 OBJECT IDENTIFIER ::=
{ joint-iso-itu-t(2) country(16) us(840) organi zation(1l) gov(101)
csor(3) nistAlgorithnms(4) hashalgs(2) 2}

nda- sha384 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- sha384
PARAMS TYPE NULL ARE preferredAbsent

}

i d-sha512 OBJECT IDENTIFIER ::=
{ joint-iso-itu-t(2) country(16) us(840) organi zation(1l) gov(101)
csor(3) nistAlgorithns(4) hashal gs(2) 3}

nda- sha512 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- sha512
PARAMS TYPE NULL ARE preferredAbsent

}

-- Const ant s

Encodi ngParaneters ::= OCTET STRI NG SI ZE(O. . MAX))

null CctetString Encodi ngParanmeters ::= ''H

nul | Parameters NULL ::= NULL

-- Algorithmldentifiers

HashAl gorithm ::= Al gorithmdentifier{Dl GEST- ALGORI THM

{HashAl gorithns}}

HashAl gorithns DI GEST-ALGORI THM :: = {
{ I'DENTI FI ER i d-shal PARAMS TYPE NULL ARE preferredPresent } |
{ I DENTI FI ER i d-sha224 PARAMS TYPE NULL ARE preferredPresent } |
{ I DENTI FI ER i d-sha256 PARAMS TYPE NULL ARE preferredPresent } |
{ I DENTI FI ER i d-sha384 PARAMS TYPE NULL ARE preferredPresent } |
{ I DENTI FI ER i d-sha512 PARAVS TYPE NULL ARE preferredPresent }

}

shall dentifier HashAl gorithm::= {
al gorithmi d-shal,
parameters NULL : NULL
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-- W have a default algorithm- create the value here

MaskGenAl gorithm ::= Al gorithm dentifier{ ALGORI THM
{ PKCS1MGFAI gorit hns}}

ngf 1SHA1 MaskGenAl gorithm::= {

al gorithmid-ngf1,
par aneters HashAl gorithm: shalldentifier

-- Define the set of nask generation functions
-- If the identifier is id-ngfl, any of the listed hash
-- al gorithnms may be used.

PKCS1IMGFAI gorithnms ALGORI THM :: = {
{ I DENTI FI ER i d-ngf1l PARAMS TYPE HashAl gorithm ARE required },

}
-- Define the set of known source algorithnms for PSS
PSourceAl gorithm::= Algorithm dentifier{ALGORI THM
{ PSS- Sour ceAl gorithns}}

PSS- Sour ceAl gorithms ALGORI THM :: = {

{ I DENTI FI ER i d- pSpeci fi ed PARAMS TYPE Encodi ngPar anet er s

ARE required },

oo .
pSpeci fi edEnpty PSourceAl gorithm::= {

al gorithmi d- pSpecifi ed,

par anet ers Encodi ngParaneters : null CctetString
}

-- Mai n structures

-- Algorithm dentifier paraneters for id-RSASSA-PSS.
-- Note that the tags in this Sequence are explicit.
-- Note: The hash algorithmin hashAl gorithmand in
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-- maskGenAl gorithm shoul d be the sane.

RSASSA- PSS- parans  ::= SEQUENCE {
hashAl gorithm [ 0] HashAl gorithm DEFAULT shalldentifier,
maskGenAl gorithm [1] MaskGenAl gorithm DEFAULT ngf 1SHA1,
sal tLength [2] | NTEGER DEFAULT 20
trailerField [ 3] INTEGER DEFAULT 1

}

-- Algorithm dentifier paraneters for id-RSAES- QAEP.
-- Note that the tags in this Sequence are explicit.
-- Note: The hash algorithmin hashFunc and in

-- maskGenFunc shoul d be the sane.

RSAES- OAEP- paranms ::= SEQUENCE {
hashFunc [ 0] HashAl gorithm DEFAULT shalldentifier,
maskGenFunc [1] MaskGenAl gorithm DEFAULT ngf 1SHA1,
pSour ceFunc [ 2] PSourceAl gorithm DEFAULT
pSpeci fi edEnpty
}
END

9. ASN. 1 Module for RFC 4210

PKI XCMP- 2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nmod-cnmp2000-02(50) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS

AttributeSet{}, Extensions{}, EXTENSION, ATTRI BUTE

FROM PKI X- CommonTypes- 2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pki xCommon-02(57)}

Algorithmdentifier{}, SIGNATURE-ALGORI THM ALGORI THM
DI GEST- ALGORI THM MAC- ALGORI THM
FROM Al gorit hm nformati on-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nfornmation-02(58)}

Certificate, Certificatelist

FROM PKI X1Expl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-pkixl-explicit-02(51)}
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Cener al Nane, Keyldentifier

FROM PKI X1I npl i cit-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0) id-nod-pkix1-inplicit-02(59)}

Cert Tenpl ate, PKI Publicationlnfo, EncryptedVvalue, Certld,
Cert ReqMessages

FROM PKI XCRMVF- 2009
{ iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nmod-crnf2005-02(55) }

-- see also the behavioral clarifications to CRW codified in

-- Appendix C of this specification

Certificati onRequest

FROM PKCS- 10
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-pkcsl0-2009(69)}

-- (specified in RFC 2986 with 1993 ASN. 1 syntax and I MPLICI T

-- tags). Alternatively, inplenenters nmay directly include

-- the [PKCS10] syntax in this nodul e

-- the rest of the nodule contains locally defined O Ds and
-- constructs

CWPCertificate ::= CHO CE { x509v3PKCert Certificate, ... }

-- This syntax, while bits-on-the-wire conpatible with the

-- standard X. 509 definition of "Certificate", allows the

-- possibility of future certificate types (such as X 509

-- attribute certificates, WAP WILS certificates, or other kinds
-- of certificates) within this certificate managenent protocol,
-- should a need ever arise to support such generality. Those
-- inplenmentations that do not foresee a need to ever support

-- other certificate types MAY, if they wi sh, coment out the
-- above structure and "uncomment" the follow ng one prior to

-- conpiling this ASN. 1 nodule. (Note that interoperability

-- with inplenentations that don’t do this will be unaffected by
-- this change.)

-- CWMPCertificate ::= Certificate
PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [1] SEQUENCE Sl ZE (1..NMAX) OF CWPCertificate
OPTI ONAL }
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PKI Messages ::= SEQUENCE SI ZE (1.. MAX) OF PKI Message
PKI Header ::= SEQUENCE {

pvno | NTEGER { cnp1999(1), cnp2000(2) },

sender Cener al Nane,

-- identifies the sender

reci pi ent CGener al Nane,

-- identifies the intended recipient

nmessageTi e [0] CeneralizedTinme OPTI ONAL,

-- time of production of this nessage (used when sender

-- believes that the transport will be "suitable"; i.e.

-- that the tinme will still be neaningful upon receipt)

protectionAlg [1] Algorithmdentifier{ ALGORITHM {...}}
OPTI ONAL,

-- algorithmused for calculation of protection bits

senderKI D [2] Keyldentifier OPTI ONAL,

reci pKl D [3] Keyldentifier OPTI ONAL,

-- to identify specific keys used for protection

transactionlD [4] OCTET STRI NG OPTI ONAL,

-- identifies the transaction; i.e., this will be the sane in

-- correspondi ng request, response, certConf, and PKI Conf

-- nessages

sender Nonce [5] OCTET STRI NG OPTI ONAL,

reci pNonce [ 6] OCTET STRI NG OPTI ONAL,

-- nonces used to provide replay protection, senderNonce
-- is inserted by the creator of this nessage; recipNonce
-- is a nonce previously inserted in a rel ated nessage by
-- the intended recipient of this nmessage
freeText [ 7] PKI FreeText OPTI ONAL,
-- this may be used to indicate context-specific instructions
-- (this field is intended for hunman consunpti on)
general I nfo [8] SEQUENCE SI ZE (1..MAX) OF
I nf oTypeAndVal ue OPTI ONAL
-- this may be used to convey context-specific information
-- (this field not primarily intended for human consunpti on)

}

PKI FreeText ::= SEQUENCE S| ZE (1..MAX) OF UTF8Stri ng
-- text encoded as UTF-8 String [RFC3629] (note: each
-- UTF8String MAY include an [ RFC3066] | anguage tag
-- to indicate the | anguage of the contained text;
-- see [RFC2482] for details)

PKI Body ::= CHO CE { -- message-specific body el ements
ir [0] CertRegMessages, --Initialization Request
ip [1] CertRepMessage, --Initialization Response
cr [2] CertRegMessages, --Certification Request
cp [3] CertRepMessage, --Certification Response
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pl0cr [4] CertificationRequest, --inmported from [ PKCS10]
popdecc [5] POPODecKeyChall Content, --pop Challenge
popdecr [6] POPODecKeyRespContent, --pop Response
kur [7] CertRegMessages, --Key Updat e Request
kup [8] CertRepMessage, --Key Updat e Response
Krr [9] CertRegMessages, --Key Recovery Request
krp [ 10] KeyRecRepContent, --Key Recovery Response
rr [11] RevReqContent, --Revocati on Request
rp [12] RevRepContent, --Revocati on Response
ccr [13] CertRegMessages, --Cross-Cert. Request
ccp [14] CertRepMessage, --Cross-Cert. Response
ckuann [15] CAKeyUpdAnnCont ent, --CA Key Update Ann.
cann [16] Cert AnnContent, --Certificate Ann.
rann [17] RevAnnContent, --Revocation Ann.
crlann [18] CRLAnnContent, --CRL Announcenent
pki conf [ 19] PKI ConfirnContent, --Confirmation
nest ed [ 20] Nest edMessageCont ent, --Nested Message
genm [21] GenMsgContent, --General Message
genp [22] GenRepContent, --General Response
error [23] ErrorMsgContent, --Error Message
cert Conf [24] CertConfirnmContent, --Certificate confirm
pol Il Req [25] Poll ReqContent, --Poll'ing request
pol I Rep [26] Poll RepCont ent --Pol ling response

}

PKI Protection ::= BIT STRI NG

ProtectedPart ::= SEQUENCE {
header PKI Header
body PKI Body }

i d- Passwor dBasedMac OBJECT | DENTIFIER ::= { iso(1l) nenber-body(2)
usa(840) nt(113533) nsn(7) algorithns(66) 13 }

PBMPar anet er :: = SEQUENCE ({
sal t OCTET STRI NG,
-- note: inplenmentations MAY wish to limt acceptable sizes

-- of this string to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks

owf Al gorithmdentifier{Dl GEST-ALGORITHM {...}},
-- Algld for a One-Way Function (SHA-1 reconmended)

i terationCount | NTEGER,

-- nunber of tinmes the ONF is applied

-- note: inplementations MAY wish to Iimt acceptable sizes

-- of this integer to values appropriate for their environnent
-- in order to reduce the risk of denial-of-service attacks
mac Algorithm dentifier{ MAC-ALGORI THM {...}}
-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC [ PKCS11],

-- or HVAC [ RFC2104, RFC2202])
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}

i d- DHBasedMac OBJECT | DENTIFIER ::= { iso(1) menber-body(2)
usa(840) nt(113533) nsn(7) algorithnms(66) 30 }

DHBMPar anet er :: = SEQUENCE {
owf Algorithmdentifier{DI GEST-ALGORITHM {...}},
-- Algld for a One-Way Function (SHA-1 recomrended)
nac Al gorithmdentifier{MAC-ALGORITHM {...}}
-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC [ PKCS11],
-- or HVAC [ RFC2104, RFC2202])

}

PKI Status ::= | NTEGER {
accepted (0),
-- you got exactly what you asked for
gr ant edW t hivbds (1),
-- you got sonething like what you asked for; the
-- requester is responsible for ascertaining the differences
rejection (2),
-- you don't get it, nore information el sewhere in the nessage
wai ting (3),
-- the request body part has not yet been processed; expect to
-- hear nore later (note: proper handling of this status
-- response MAY use the polling reqg/rep PKI Messages specified
-- in Section 5.3.22; alternatively, polling in the underlying
-- transport layer MAY have sone utility in this regard)
revocat i onVar ni ng (4),
-- this nmessage contains a warning that a revocation is
-- 1 nm nent
revocationNotification (5),
-- notification that a revocation has occurred
keyUpdat eVar ni ng (6)
-- update already done for the oldCertld specified in
-- Cert RegMsg

}

PKIFai lurelnfo ::= BIT STRI NG {

-- since we can fail in nore than one way!

-- More codes nmay be added in the future if/when required.
badAl g (0),
-- unrecogni zed or unsupported Al gorithmldentifier
badMessageCheck (1),
-- integrity check failed (e.g., signature did not verify)
badRequest (2),
-- transaction not pernmtted or supported
badTi me (3),

-- messageTi me was not sufficiently close to the systemtine,
-- as defined by local policy
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badCertld (4),

-- no certificate could be found natching the provided criteria
badDat aFor nmat (5),

-- the data submtted has the wong fornat

wr ongAut hority (6),

-- the authority indicated in the request is different fromthe
-- one creating the response token

i ncorrectData (7),

-- the requester’s data is incorrect (for notary services)

m ssi ngTi meSt anp (8),

-- when the tinestanp is missing but should be there

-- (by policy)

badPOP (9),

-- the proof-of-possession fail ed

cert Revoked (10),

-- the certificate has al ready been revoked
cert Confirmed (11),

-- the certificate has already been confirned
wronglntegrity (12),

-- invalid integrity, password based instead of signature or
-- vice versa

badReci pi ent Nonce (13),

-- invalid recipient nonce, either m ssing or wong val ue
ti neNot Avai | abl e (14),

-- the TSA's tinme source is not avail able

unaccept edPol i cy (15),

-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),

-- the requested extension is not supported by the TSA
addl nf oNot Avai | abl e (17),

-- the additional information requested could not be

-- understood or is not available

badSender Nonce (18),
-- invalid sender nonce, either mssing or wong size
badCert Tenpl at e (19),

-- invalid cert. tenplate or mssing mandatory i nformation
si gner Not Tr ust ed (20),

-- signer of the nessage unknown or not trusted
transactionl dl nUse (21),

-- the transaction identifier is already in use
unsupportedVersion (22),

-- the version of the nessage is not supported

not Aut hori zed (23),

-- the sender was not authorized to make the preceding

-- request or performthe preceding action

syst emnavai | (24),
-- the reque