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2.

I ntroduction
Commands and Responses

A ManageSi eve connection consists of the establishnent of a client/
server network connection, an initial greeting fromthe server, and
client/server interactions. These client/server interactions consi st
of a client command, server data, and a server conpletion result
response.

Al'l interactions transmtted by client and server are in the form of
lines, that is, strings that end with a CRLF. The protocol receiver
of a ManageSi eve client or server is either reading a |ine or reading
a sequence of octets with a known count followed by a line.

Synt ax

ManageSieve is a line-oriented protocol much like [I MAP] or [ACAP],
whi ch runs over TCP. There are three data types: atons, nunbers and
strings. Strings may be quoted or literal. See [ACAP] for detailed
descriptions of these types.

Each comand consists of an atom (the command nane) followed by zero
or nore strings and nunbers terninated by CRLF.

Al'l client queries are replied to with either an OK, NO or BYE
response. Each response may be followed by a response code (see
Section 1.3) and by a string consisting of human-readable text in the
| ocal |anguage (as returned by the LANGUAGE capability; see

Section 1.7), encoded in UTF-8 [UTF-8]. The contents of the string
SHOULD be shown to the user ,and inplenentations MUST NOT attenpt to
parse the nessage for neaning.

The BYE response SHOULD be used if the server w shes to close the
connection. A server may wish to do this because the client was idle
for too long or there were too nmany failed authentication attenpts.
This response can be issued at any tine and should be i medi ately
foll owed by a server hang-up of the connection. |f a server has an
inactivity timeout resulting in client autologout, it MJST be no |ess
than 30 minutes after successful authentication. The inactivity

ti meout MAY be | ess before authentication

1.3. Response Codes

An OK, NO, or BYE response fromthe server MAY contain a response
code to describe the event in a nore detail ed machi ne-parsabl e
fashion. A response code consists of data inside parentheses in the
formof an atom possibly followed by a space and argunents.
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Response codes are defined when there is a specific action that a
client can take based upon the additional information. |In order to
support future extension, the response code is represented as a

sl ash-separated (Solidus, %2F) hierarchy with each |evel of

hi erarchy representing increasing detail about the error. Response
codes MJUST NOT start with the Solidus character. dients MJST

tol erate additional hierarchical response code detail that they don't
understand. For exanple, if the client supports the "QUOTA" response
code, but doesn’t understand the "QUOTA/ MAXSCRI PTS" response code, it
shoul d treat "QUOTA/ MAXSCRI PTS" as " QUOTA"

Cient inplenentations MIST tolerate (ignore) response codes that
they do not recognize.

The currently defined response codes are the foll ow ng:
AUTH- TOO- WVEAK

This response code is returned in the NO or BYE response from an
AUTHENTI CATE command. It indicates that site security policy forbids
the use of the requested mechani smfor the specified authentication
identity.

ENCRYPT- NEEDED

This response code is returned in the NO or BYE response from an
AUTHENTI CATE command. It indicates that site security policy
requires the use of a strong encryption mechani smfor the specified
aut hentication identity and nmechani sm

QUOTA

If this response code is returned in the NO BYE response, it neans
that the command woul d have pl aced the user above the site-defined
quota constraints. |If this response code is returned in the K
response, it can nean that the user’s storage is near its quota, or
it can nean that the account exceeded its quota but that the
condition is being allowed by the server (the server supports
so-cal l ed soft quotas). The QUOTA response code has two nore
detail ed variants: "QUOTA/ MAXSCRI PTS" (the maxi mum nunmber of per-user
scripts) and "QUOTA/ MAXSI ZE" (the maxi mum script size).

REFERRAL
This response code nay be returned with a BYE result from any
command, and includes a mandatory paraneter that indicates what

server to access to manage this user’s Sieve scripts. The server
will be specified by a Sieve URL (see Section 3). The scriptnanme
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portion of the URL MJUST NOT be specified. The client should
authenticate to the specified server and use it for all further
commands in the current session

SASL

This response code can occur in the OK response to a successfu
AUTHENTI CATE command and i ncludes the optional final server response
data fromthe server as specified by [SASL].

TRANSI TI ON- NEEDED

Thi s response code occurs in a NO response of an AUTHENTI CATE
command. It indicates that the user name is valid, but the entry in
the aut henticati on database needs to be updated in order to permt
aut hentication with the specified mechanism This is typically done
by establishing a secure channel using TLS, verifying server identity
as specified in Section 2.2.1, and finally authenticating once using
the [PLAIN] authentication nechanism The sel ected nmechani sm SHOULD
then work for authentications in subsequent sessions.

This condition can happen if a user has an entry in a system
aut henti cati on dat abase such as Uni x /etc/passwd, but does not have
credentials suitable for use by the specified nmechani sm

TRYLATER

A command failed due to a tenporary server failure. The client MAY
continue using local information and try the command later. This
response code only nakes sense when returned in a NO BYE response.
ACTI VE

A command fail ed because it is not allowed on the active script, for
exanpl e, DELETESCRI PT on the active script. This response code only
makes sense when returned in a NO BYE response.

NONEXI STENT

A command fail ed because the referenced script nanme doesn't exist.
Thi s response code only nakes sense when returned in a NO BYE
response.

ALREADYEXI STS
A command fail ed because the referenced script nanme al ready exists.

Thi s response code only nakes sense when returned in a NO BYE
response.
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TAG

This response code nane is followed by a string specified in the
command. See Section 2.13 for a possible use case.

WARNI NGS

Thi s response code MAY be returned by the server in the OK response
(but it might be returned with the NO BYE response as well) and
signals the client that even though the script is syntactically
valid, it mght contain errors not intended by the script witer.
This response code is typically returned in response to PUTSCRI PT
and/ or CHECKSCRI PT commands. A client seeing such response code
SHOULD present the returned warning text to the user

1.4. Active Script

A user nmay have nmultiple Sieve scripts on the server, yet only one
script may be used for filtering of incom ng nmessages. This is the
active script. Users nay have zero or one active script and MJUST use
t he SETACTI VE command descri bed bel ow for changing the active script
or disabling Sieve processing. For exanple, users may have an
everyday script they normally use and a special script they use when
they go on vacation. Users can change which script is being used

wi t hout having to downl oad and upl oad a script stored somewhere el se.

1.5. CQuotas

Servers SHOULD i npose quotas to prevent nalicious users from
overflowi ng available storage. |f a command woul d pl ace a user over
a quota setting, servers that inpose such quotas MJST reply with a NO
response containing the QUOTA response code. dient inplenmentations
MUST be able to handl e commands failing because of quota

restrictions.

1.6. Script Nanes
A Sieve script name is a sequence of Unicode characters encoded in
UTF-8 [UTF-8]. A script name MJST conply with Net-Unicode Definition
(Section 2 of [NET-UNI CODE]), with the additional restriction of
prohi biting the foll ow ng Unicode characters
0 0000-001F; [ CONTROL CHARACTERS]
o O007F;, DELETE

0o 0080-009F; [ CONTROL CHARACTERS]
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0 2028; LINE SEPARATCR
0 2029; PARACRAPH SEPARATOR

Si eve script names MIUST be at | east one octet (and hence Uni code
character) long. Zero octets script nanme has a special neaning (see
Section 2.8). Servers MJST allow nanmes of up to 128 Uni code
characters in length (which can take up to 512 bytes when encoded in
UTF-8, not counting the terminating NUL), and MAY all ow | onger nanes
A server that receives a script name longer than its internal limt
MUST reject the corresponding operation, in particular it MJST NOT
truncate the script nane.

1.7. Capabilities

Server capabilities are sent automatically by the server upon a
client connection, or after successful STARTTLS and AUTHENTI CATE

(whi ch establishes a Sinple Authentication and Security Layer (SASL))
commands. Capabilities may change i mmedi ately after a successfully
conpl eted STARTTLS command, and/or immediately after a successfully
conpl et ed AUTHENTI CATE conmand, and/or after a successfully conpl eted
UNAUTHENTI CATE command (see Section 2.14.1). Capabilities MJST
remain static at all other tines.

Cients MAY request the capabilities at a later tinme by issuing the
CAPABI LI TY command described later. The capabilities consist of a
series of lines each with one or two strings. The first string is
the nane of the capability, which is case-insensitive. The second
optional string is the value associated with that capability. Oder
of capabilities is arbitrary, but each capability nane can appear at
nost once.

The followi ng capabilities are defined in this docunent:

| MPLEMENTATI ON - Name of inplenmentation and version. This capability
MUST al ways be returned by the server

SASL - List of SASL nechani sns supported by the server, each
separated by a space. This list can be enpty if and only if STARTTLS
is also advertised. This neans that the client nmust negotiate TLS
encryption with STARTTLS first, at which point the SASL capability
will list a non-enpty list of SASL nechani sns.

SIEVE - List of space-separated Sieve extensions (as listed in Sieve

"require" action [SIEVE]) supported by the Sieve engine. This
capability MJST al ways be returned by the server.
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STARTTLS - |If TLS [TLS] is supported by this inplenentation. Before
advertising this capability a server MJST verify to the best of its
ability that TLS can be successfully negotiated by a client with
common ci pher suites. Specifically, a server should verify that a
server certificate has been installed and that the TLS subsystem has
successfully initialized. This capability SHOULD NOT be adverti sed
once STARTTLS or AUTHENTI CATE comand conpl etes successfully. dient
and server inplenmentations MJST i npl ement the STARTTLS ext ensi on.

MAXREDI RECTS - Specifies the Iimt on the nunber of Sieve "redirect”
actions a script can performduring a single evaluation. Note that
this is different fromthe total nunber of "redirect" actions a
script can contain. The value is a non-negative nunber represented
as a ManageSi eve string.

NOTI FY - A space-separated list of URI schema parts for supported
notification nmethods. This capability MIST be specified if the Sieve
i mpl enent ati on supports the "enotify" extension [NOTIFY].

LANGUAGE - The | anguage (<Language-Tag> from [ RFC5646]) currently

used for hunman-readable error nmessages. |If this capability is not
returned, the "i-default" [RFC2277] |anguage is assuned. Note that
the current | anguage MAY be per-user configurable (i.e., it MAY

change after authentication).

OMER - The canonical nanme of the |logged-in user (SASL "authorization
identity") encoded in UTF-8. This capability MJIST NOT be returned in
unaut henti cated state and SHOULD be returned once the AUTHENTI CATE
command succeeds.

VERSI ON - This capability MJST be returned by servers conpliant wth
this docunent or its successor. For servers conpliant with this
docunent, the capability value is the string "1.0". Lack of this
capability means that the server predates this specification and thus
doesn’t support the foll owi ng commands: RENAMESCRI PT, CHECKSCRI PT
and NOOP

Section 2.14 defines sone additional ManageSi eve extensions and their
respective capabilities.

A server inplenentation MIUST return SIEVE, | MPLEMENTATI ON, and
VERSI ON capabilities.

A client inplenentation MIST ignore any |listed capabilities that it
does not understand.
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Exanpl e:

S: "1 MPl emENTATI ON' " Exanpl el ManageSi eved v0O1"
S: "SASI" "Dl GEST- MD5 GSSAPI "

S: "SleVE" "fileinto vacation”

S: "StaRTTLS"

S "NOTI FY" "xnpp nailto"

S: " MAXREdI RECTS" "5"

S: "VERSION' "1.0"

S XK

After successful authentication, this mght look like this:
Exanpl e:

S "1 MPl enENTATI ON' " Exanpl el ManageSi eved v001"
S: "SASI" "Dl GEST- MD5 GSSAPI "

S: "SleVE' "fileinto vacation"

S "NOTI FY" "xnpp nailto"

S: "OMER' "al exey@xanpl e. cont'

S: " MAXREdl RECTS" "5"

S: "VERSION' "1.0"

S XK

1.8. Transport

The ManageSi eve protocol assunes a reliable data stream such as that
provided by TCP. Wen TCP is used, a ManageSi eve server typically
listens on port 4190.

Bef ore opening the TCP connection, the ManageSi eve client first MJST
resol ve the Dormai n Name System (DNS) hostname associated with the
receiving entity and determine the appropriate TCP port for

communi cation with the receiving entity. The process is as follows:

1. Attenpt to resolve the hostnane using a [ DNS-SRV] Service of
"sieve" and a Proto of "tcp" for the target donmain (e.qg.
"exanple.net"), resulting in resource records such as
"_sieve._tcp.exanple.net.". The result of the SRV | ookup, if
successful, will be one or nore conbinations of a port and
host nane; the ManageSi eve client MJIST resolve the returned
host nanes to | Pv4/1Pv6 addresses according to returned SRV record

weight. | P addresses fromthe first successfully resolved
hostnanme (with the correspondi ng port nunber returned by SRV
| ookup) are used to connect to the server. |If connection using

one of the | P addresses fails, the next resolved |P address is
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used to connect. |f connection to all resolved | P addresses
fails, then the resolution/connect is repeated for the next
host name returned by SRV | ookup

2. If the SRV | ookup fails, the fallback SHOULD be a normal [Pv4 or
| Pv6 address record resolution to determine the | P address, where
the port used is the default ManageSi eve port of 4190.

1.9. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

In examples, "C:" and "S:" indicate lines sent by the client and
server respectively. Line breaks that do not start a new "C." or
"S:" exist for editorial reasons.

Exanpl es of authentication in this docunent are using DI GEST- MD5
[ DI GEST- MD5] and GSSAPI [ GSSAPI] SASL mechani sns.

2. Commands

This section and its subsections describe valid ManageSi eve comuands.
Upon initial connection to the server, the client’s session is in
non-aut henti cated state. Prior to successful authentication, only

t he AUTHENTI CATE, CAPABILITY, STARTTLS, LOGOUT, and NOOP (see Section
2.13) commuands are valid. MnageSi eve extensi ons MAY define ot her
commands that are valid in non-authenticated state. Servers MJST
reject all other commands with a NO response. Cients nmay pipeline
commands (send nore than one conmand at a tinme wi thout waiting for
conpletion of the first command). However, a group of commuands sent
t oget her MUST NOT have an AUTHENTI CATE (*), a STARTTLS, or a
HAVESPACE command anywhere but the last conmand in the |ist.

(*) - The only exception to this rule is when the AUTHENTI CATE
command contains an initial response for a SASL nechanismthat all ows
clients to send data first, the mechanismis known to conplete in one
round trip, and the nechani sm doesn’t negotiate a SASL security

| ayer. Two exanpl es of such SASL mechani sms are PLAIN [ PLAIN and
EXTERNAL [ SASL] .
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2.1. AUTHENTI CATE Conmand

Arguments: String - nechani sm
String - initial data (optional)

The AUTHENTI CATE conmand i ndi cates a SASL [ SASL] authenti cation
mechanismto the server. |f the server supports the requested

aut henti cation nmechanism it performs an authentication protoco
exchange to identify and authenticate the user. Optionally, it also
negotiates a security layer for subsequent protocol interactions. |If
the requested authenticati on nechanismis not supported, the server
rejects the AUTHENTI CATE command by sendi ng the NO response.

The aut hentication protocol exchange consists of a series of server
chal | enges and client responses that are specific to the sel ected

aut henti cati on mechanism A server challenge consists of a string
(quoted or literal) followed by a CRLF. The contents of the string
is a base-64 encodi ng [ BASE64] of the SASL data. A client response
consists of a string (quoted or literal) with the base-64 encodi ng of
the SASL data followed by a CRLF. If the client wishes to cancel the
aut henti cation exchange, it issues a string containing a single "*".
If the server receives such a response, it MJST reject the

AUTHENTI CATE command by sending a NO reply.

Note that an enpty chal |l enge/ response is sent as an enpty string. |If
the mechanismdictates that the final response is sent by the server
this data MAY be placed within the data portion of the SASL response
code to save a round trip.

The optional initial-response argunent to the AUTHENTI CATE conmand is
used to save a round trip when using authentication nmechani sns that
are defined to send no data in the initial challenge. Wen the
initial-response argument is used with such a nmechanism the initia
enpty challenge is not sent to the client and the server uses the
data in the initial-response argunent as if it were sent in response
to the enpty challenge. |If the initial-response argunent to the
AUTHENTI CATE command is used with a mechanismthat sends data in the
initial challenge, the server MIST reject the AUTHENTI CATE command by
sendi ng the NO response.

The service nane specified by this protocol’s profile of SASL is
"sieve".

Reaut hentication is not supported by ManageSi eve protocol’s profile
of SASL. That is, after a successfully conpleted AUTHENTI CATE
command, no nore AUTHENTI CATE commands nmay be issued in the same
session. After a successful AUTHENTI CATE command conpl etes, a server
MUST reject any further AUTHENTI CATE commands with a NO reply.
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However, note that a server may inplenment the UNAUTHENTI CATE
ext ensi on described in Section 2.14. 1.

If a security layer is negotiated through the SASL authenti cation
exchange, it takes effect immediately following the CRLF that

concl udes the successful authentication exchange for the client, and
the CRLF of the OK response for the server.

Wien a security layer takes effect, the ManageSi eve protocol is reset
to the initial state (the state in ManageSi eve after a client has
connected to the server). The server MJST di scard any know edge
obtained fromthe client that was not obtained fromthe SASL (or TLS)
negotiation itself. Likewi se, the client MJST di scard any know edge
obtained fromthe server, such as the list of ManageSi eve extensions,
that was not obtained fromthe SASL (and/or TLS) negotiation itself.
(Note that a client MAY conpare the adverti sed SASL nechani snms before
and after authentication in order to detect an active down-
negoti ati on attack. See bel ow.)

Once a SASL security layer is established, the server MIST re-issue
the capability results, followed by an OK response. This is
necessary to protect against man-in-the-mddle attacks that alter the
capabilities list prior to SASL negotiation. The capability results
MUST include all SASL nechani sns the server was capabl e of
negotiating with that client. This is done in order to allow the
client to detect an active down-negotiation attack. |If a user-
oriented client detects such a down-negotiation attack, it SHOULD
either notify the user (it MAY give the user the opportunity to
continue with the ManageSi eve session in this case) or close the
transport connection and indicate that a down-negotiation attack

m ght be in progress. |If an automated client detects a down-
negotiation attack, it SHOULD return or log an error indicating that
a possible attack might be in progress and/ or SHOULD cl ose the
transport connection

When both [TLS] and SASL security layers are in effect, the TLS
encodi ng MUST be applied (when sending data) after the SASL encodi ng.

Server inpl enentati ons SHOULD support SASL proxy authentication so
that an administrator can administer a user’s scripts. Proxy

aut hentication is when a user authenticates as hersel f/hinself but
requests the server to act (authorize) as another user

The aut horization identity generated by this [ SASL] exchange is a
"sinple usernane"” (in the sense defined in [ SASLprep]), and both
client and server MJST use the [SASLprep] profile of the [StringPrep]
algorithmto prepare these nanmes for transm ssion or conparison. |If
preparation of the authorization identity fails or results in an
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enpty string (unless it was transnitted as the enpty string), the
server MJST fail the authentication.

I f an AUTHENTI CATE conmand fails with a NO response, the client NMAY
try anot her authentication nechani sm by issuing anot her AUTHENTI CATE
command. In other words, the client may request authentication types
i n decreasing order of preference.

Note that a failed (NO response to the AUTHENTI CATE conmand may
contain one of the follow ng response codes: AUTH TOO WEAK, ENCRYPT-
NEEDED, or TRANSI TI ON- NEEDED. See Section 1.3 for detailed
description of the relevant conditions.

To ensure interoperability, both client and server inplenmentations of
t he ManageSi eve protocol MJST inpl enent the SCRAM SHA-1 [ SCRAM SASL
mechani sm as well as [PLAIN] over [TLS].

Note: use of PLAIN over TLS reflects current use of PLAIN over TLS in
other enmil -rel ated protocols; however, a longer-termgoal is to
mgrate email-rel ated protocols fromusing PLAIN over TLS to SCRAM
SHA- 1 nechani sm

Exanpl es (Note that long lines are folded for readability and are not
part of protocol exchange):

S: "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v0Ol1"

S: "SASL" "Dl CEST- MD5 GSSAPI "

S: "SIEVE" "fileinto vacation"

S: " STARTTLS"

S: "VERSION' "1.0"

S XK

C. Authenticate "Dl GEST- MD5"

S "cnmvhb@91 mvsd29vZC5pbnbvc29ndCsl eGRt cGx| Lm\vbSI sbnBuY2W9l k
9BNk 1HOXRFUUdt Mrhol i xxb3A9I nF1dGgi LGFsZ29yaXRobT1t ZDUt c2Vz
cyxj aGFyc2VOPXV0Zi 04"

C. "Y2hhcnN dD11dGYt OCx1c2VybnFt ZTOi Y2hyaXM LHII YWkt PSJI bHdvb2
QuaWbub3NvZnQuzXhhbXBsZS5j b20i LGGvbnNl PSIPQTZNRzl ORVFHbTJ 0
aCl sbmvb MDAWMVDAWVDES Y25vbimNl PSIPQTZNSFhoNl ZxVHI Sayl sZd nzZX
NOLXVyaTOi c2I | dmivZW3b29kLm ubm®zb2Z0Lmv4YWLwbGUuY29t | i xy
ZXNWb25zZT1kMzg4ZGFk OTBKNGIi ZDc2MEEXNTI zM FrV] EOM2FiNy xx b3
A9YXV0aA=="

S: OK (SASL "cnNwYXV0aDll YTQaZ] YwvE MLYZz QyN21 1NTI 3Yj g0ZGIhYmi\kZ
nZmzA==")
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A slightly different variant of the same authentication exchange is:

S: "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v0Ol1"

S: "SASL" "Dl GEST- MD5 GSSAPI "

S: "SIEVE" "fileinto vacati on"

S: "VERSION' "1.0"

S: "STARTTLS"

S K

C. Authenticate "Dl GEST- MD5"

S: {136}

S: cnivhb@9I1 nivsd29vZCspbnbvc29ndChl eGFt cGxIl LmNvbSI sbmBuY2U9l k
9BNk 1HOXRFUUdt Mrhol i xxb3A9l nF1dGgi LGFsZ29yaXRobT1t ZDUt c2Vz
cyXj aGryc2VOPXV0Zi 04

C. {300+}

C. Y2hhcnN dD11dGYt OCx1c2Vybnft ZTOi Y2hyaXM LHII YWkt PSJI bHdvb2
QuaWbub3NvZnQuzZXhhbXBsZS5j b20i LGGvbnmNl PSIPQTZNRz|I ORVFHbTJ 0
aCl sbmvb MDAWMVDAWVDES Y25vbimNl PSJPQTZNSFhoNl ZxVHISayl sZd nzZX
NOLXWyaTOi c2l | dmivZWk3b29kLm ubn®zb2Z0LnVAYWLWoGUUY29t | i xy
ZXNWb25z2ZT1k Mz g4ZG-k OTBKNGIi ZDc2MGEXNTI zM Fni] EOMRFniNyxxb3
A9YXV0aA==

S {56}

S: cnNwYXV0aD1l YTQWZj YwiVEMLYZz QyN2I INTI 3Yj g0ZGIhYmNkZnZnZ A==

c "

S XK
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Anot her exanpl e denonstrating use of SASL PLAI N nechani sm under TLS
follows. This exanple also denpobnstrate use of SASL "initia
response" (the second paraneter to the Authenticate conmand):

"| MPLEMENTATI ON' " Exanpl el ManageSi eved v001"
"VERSI ON' "1.0"

"SASL" "

"SIEVE" "fileinto vacation"

" STARTTLS"

(04

STARTTLS

. K

TLS negoti ation, further conmands are under TLS | ayer>

AN ZESRCROROROROR)

S: "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v0Ol1"
S: "VERSION' "1.0"

S "SASL" "PLAIN'

S: "SIEVE" "fileinto vacation”

S X

C. Authenticate "PLAIN' "QIl rweAPyo6QLTIXU"

S: NO

C. Authenticate "PLAIN' "QIl rweAPyo6QLTI9xZ"

S NO

C. Authenticate "PLAIN' "QJI rweAPyo6QLTI9xy"

S: BYE "Too nany failed authentication attenpts”
<Server cl oses connection>
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The foll owi ng exanpl e denpnstrates use of SASL "initial response”

It also denonstrates that an enpty response can be sent as a litera
and that negotiating a SASL security layer results in the server
re-issuing server capabilities:

AUTHENTI CATE " GSSAPI " {1488+}

YITE[...1480 octets here ...]dA==

{208}

Yl GZBgkghki x| BAgl CAG+Bi TCBhqADAgEFOQMCAQ+ ej BA0AMCARKI ¢
[...114 octets here ...]

/ yzpAy9p+YOLanLskOTvMcOMhj gAa4dYEr 3eJ6

{0+}

{44}

BQQF/ WANMAAWAAAAAYRGFA06WIVI HE i 8i 1UXODgEAEAA=
{44+}

BQQE/ WANMAAWAAAAAI sT1i vOUKZApwWA7 1i Xt 6CWEAAAE=
K

Furt her commands/responses are under SASL security |ayer>
"| MPLEMENTATI ON' " Exanpl el ManageSi eved v001"
"VERSI ON' "1.0"

"SASL" "PLAIN DI GEST- MD5 GSSAPI "

"SIEVE" "fileinto vacation”

"LANGUAGE" "ru"

" MAXREDI RECTS" " 3"

ok

wuoo

OVWNOO

WOULLLLAWO

2.1.1. Use of SASL PLAI N Mechani sm over TLS

This section is nornative for ManageSi eve client inplenentations that
support SASL [PLAIN] over [TLS].

If a ManageSieve client is willing to use SASL PLAIN over TLS to

aut henticate to the ManageSi eve server, the client MJST verify the
server identity (see Section 2.2.1). If the server identity can't be
verified (e.g., the server has not provided any certificate, or if
the certificate verification fails), the client MUST NOT attenpt to
aut henticate using the SASL PLAI N nechani sm

2.2. STARTTLS Command
Support for STARTTLS conmmand in servers is optional. |Its
availability is advertised with "STARTTLS" capability as described in
Section 1.7.
The STARTTLS command requests conmencenment of a TLS [TLSY]

negoti ati on. The negotiation begins immediately after the CRLF in
the OK response. After a client issues a STARTTLS conmand, it MJST
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NOT issue further comands until a server response is seen and the
TLS negotiation is conplete.

The STARTTLS command is only valid in non-authenticated state. The
server remains in non-authenticated state, even if client credentials
are supplied during the TLS negotiation. The SASL [ SASL] EXTERNAL
mechani sm MAY be used to authenticate once TLS client credentials are
successful |y exchanged, but servers supporting the STARTTLS conmand
are not required to support the EXTERNAL nmechani sm

After the TLS layer is established, the server MIST re-issue the
capability results, followed by an OK response. This is necessary to
protect against man-in-the-nmiddle attacks that alter the capabilities
list prior to STARTTLS. This capability result MJST NOT include the
STARTTLS capability.

The client MJST discard cached capability information and replace it
with the new information. The server MAY advertise different
capabilities after STARTTLS.

Exanpl e:
C. StartTls
S: oK

<TLS negotiation, further conmands are under TLS | ayer>
: "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v0O1"

"SASL" "PLAIN DI GEST- MD5 GSSAPI "

"SIEVE" "fileinto vacation"

"VERSI ON' "1.0"

"LANGUAGE" "fr"

ok

(CRORORORON)

2.2.1. Server ldentity Check

During the TLS negotiation, the ManageSi eve client MJST check its
under st andi ng of the server hostnanme/| P address agai nst the server’s
identity as presented in the server Certificate nmessage, in order to

prevent man-in-the-nmiddle attacks. 1In this section, the client’'s
under standi ng of the server’s identity is called the "reference
identity".

Checking is perforned according to the follow ng rules:
o If the reference identity is a hostnane:
1. If a subjectAltNanme extension of the SRVNane [ X509- SRV],

dNSNane [ X509] (in that order of preference) type is present
in the server’'s certificate, then it SHOULD be used as the

Mel ni kov & Martin St andards Track [ Page 17]



RFC 5804 ManageSi eve July 2010

source of the server’'s identity. Matching is performed as
described in Section 2.2.1.1, with the exception that no
wi | dcard matching is allowed for SRVNane type. |f the
certificate contains multiple nanes (e.g., nore than one
dNSNane field), then a match with any one of the fields is
consi dered accept abl e.

2. The client MAY use other types of subjectAl tNane for
perform ng conpari son.

3. The server’s identity MAY al so be verified by conparing the
reference identity to the Conmon Nanme (CN) [ RFC4519] value in
the | eaf Relative Distinguished Nane (RDN) of the subject Name
field of the server’'s certificate. This conparisonis
performed using the rules for conparison of DNS names in
Section 2.2.1.1, below. Although the use of the Conmon Nane
value is existing practice, it is deprecated, and
Certification Authorities are encouraged to provide
subj ect Al t Nane val ues instead. Note that the TLS
i mpl ementation may represent DNs in certificates according to
X. 500 or other conventions. For exanple, sonme X. 500
i npl ement ations order the RDNs in a DN using a left-to-right
(nmost significant to | east significant) convention instead of
LDAP's right-to-left convention

0 Wen the reference identity is an | P address, the i PAddress
subj ect Al t Nane SHOULD be used by the client for conparison. The
conmparison is perfornmed as described in Section 2.2.1.2.

If the server identity check fails, user-oriented clients SHOULD
either notify the user (clients MAY give the user the opportunity to
continue with the ManageSi eve session in this case) or close the
transport connection and indicate that the server’'s identity is
suspect. Automated clients SHOULD return or log an error indicating
that the server’s identity is suspect and/or SHOULD cl ose the
transport connection. Autonated clients MAY provide a configuration
setting that disables this check, but MJST provide a setting that
enables it.

Beyond the server identity check described in this section, clients
shoul d be prepared to do further checking to ensure that the server
is authorized to provide the service it is requested to provide. The
client may need to nmake use of local policy information in naking
this deternination.
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2.2.1.1. Conparison of DNS Nanes

If the reference identity is an internationalized donain nane,
conform ng inpl ementati ons MIST convert it to the ASCII Conpati bl e
Encodi ng (ACE) format as specified in Section 4 of RFC 3490 [ RFC3490]
bef ore conparison w th subjectAltNanme val ues of type dNSNane.
Specifically, conformng inplenentati ons MJST performthe conversion
operation specified in Section 4 of [RFC3490] as foll ows:

0o in step 1, the domain nane SHALL be considered a "stored string”
0 in step 3, set the flag called "UseSTD3ASCI | Rul es”

O in step 4, process each label with the "ToASCI |" operation; and
o in step 5 change all |abel separators to WO002E (full stop).

After performng the "to-ASCII" conversion, the DNS | abel s and nanes
MUST be conpared for equality according to the rules specified in
Section 3 of [RFC3490]; i.e., once all |abel separators are replaced
with W002E (dot) they are conpared in the case-insensitive nanner.

The ' ** (ASCI|I 42) wildcard character is allowed in subjectAltName
val ues of type dNSNane, and then only as the |eft-nost (I east
significant) DNS |abel in that value. This w ldcard matches any
left-nost DNS |label in the server nane. That is, the subject

*. exanpl e.com mat ches the server names a.exanple.com and

b. exanpl e. com but does not nmatch exanpl e.com or a.b.exanple.com

2.2.1.2. Conparison of |IP Addresses

When the reference identity is an | P address, the identity MJST be
converted to the "network byte order"” octet string representation

[ RFC791] [ RFC2460]. For 1P Version 4, as specified in RFC 791, the
octet string will contain exactly four octets. For IP Version 6, as
specified in RFC 2460, the octet string will contain exactly sixteen
octets. This octet string is then conpared agai nst subject Al t Nane
val ues of type i PAddress. A match occurs if the reference identity
octet string and val ue octet strings are identical

2.2.1.3. Conparison of O her subjectNanme Types

Aient inplenentati ons MAY support matchi ng agai nst subj ect Al t Nane
val ues of other types as described in other docunents.
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2.3. LOGAUT Command

The client sends the LOGOUT conmand when it is finished with a
connection and wishes to termnate it. The server MIST reply with an
K response. The server MJST ignore commands issued by the client
after the LOGOUT comrand.

The client SHOULD wait for the OK response before closing the
connection. This avoids the TCP connection going into the TIMEWAIT
state on the server. |In order to avoid going into the TIME WAIT TCP
state, the server MAY wait for a short while for the client to cl ose
the TCP connection first. Wether or not the server waits for the
client to close the connection, it MJST then cl ose the connection
itsel f.

Exanpl e:

C. Logout
S &k
<connection is term nated>

2.4, CAPABILITY Comrand

The CAPABI LI TY conmand requests the server capabilities as described
earlier in this docunent. It has no paraneters

Exanpl e:

C. CAPABI LI TY

S: "1 MPLEMENTATI ON' " Exanpl el ManageSi eved v001"
S: "VERSION' "1.0"

S: "SASL" "PLAI N SCRAM SHA-1 GSSAPI "

S: "SIEVE" "fileinto vacati on"

S: "STARTTLS"

S XK

2.5. HAVESPACE Comand

Arguments: String - nane
Nunmber - script size

The HAVESPACE command is used to query the server for avail able
space. Cdients specify the nane they wish to save the script as and
its size in octets. Both paraneters can be used by the server to see
if the script with the specified nane and size is within a user’s
quota(s). For exanple, the server MAY use the script nane to check
if a script would be replaced or a new one would be created. Servers
respond with a NOif storing a script with that nane and size would
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fail or OK otherwise. dients SHOULD i ssue this command before
attenpting to place a script on the server.

Note that the OK response fromthe HAVESPACE conmand does not
constitute a guarantee of success as server disk space conditions
coul d change between the client issuing the HAVESPACE and the client
i ssuing the PUTSCRI PT conmands. A QUOTA response code (see

Section 1.3) remains a possible (albeit unlikely) response to a
subsequent PUTSCRI PT with the same nane and size

Exanpl e:

C. HAVESPACE "nyscript" 999999
S: NO (QUOTA/ MAXSI ZE) "Quota exceeded"

C. HAVESPACE "foobar" 435
S XK

2.6. PUTSCRI PT Command

Arguments: String - Script name
String - Script content

The PUTSCRI PT command is used by the client to subnit a Sieve script
to the server.

If the script already exists, upon success the old script will be
overwitten. The old script MJUST NOT be overwitten if PUTSCRI PT
fails in any way. A script of zero length SHOULD be disal | owed.

This command places the script on the server. It does not affect
whet her the script is processed on inconing mail, unless it replaces
the script that is already active. The SETACTIVE comuand is used to
mark a script as active.

When submitting large scripts, clients SHOULD use t he HAVESPACE
command beforehand to query if the server is willing to accept a
script of that size.

The server MJST check the submitted script for validity, which

i ncl udes checking that the script conplies with the Sieve gramar
[SIEVE] and that all Sieve extensions nentioned in the script’s
"require" statement(s) are supported by the Sieve interpreter. (Note
that if the Sieve interpreter supports the Sieve "ihave" extension
[1-HAVE], any unrecogni zed/ unsupported extension nmentioned in the

"i have" test MJUST NOT cause the validation failure.) Oher checks
such as validating the supplied command argunments for each command
MAY be perforned. Essentially, the perfornmed validati on SHOULD be
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the sane as performed when conpiling the script for execution

| mpl enentations that use a binary representation to store conpiled
scripts can extend the validation to a full conpilation, in order to
avoi d validating upl oaded scripts multiple tines.

If the script fails the validation, the server MIST reply with a NO
response. Any script that fails the validity test MJUST NOT be stored
on the server. The nessage given with a NO response MJST be human
readabl e and SHOULD contain a specific error nessage giving the line
nunber of the first error. Inplenentors should strive to produce

hel pful error nmessages sinmilar to those given by programm ng | anguage
conpilers. Cient inplenentations should note that this nmay be a
multiline literal string with nore than one error nessage separated
by CRLFs. The human-readabl e nessage is in the |anguage returned in
the | atest LANGUAGE capability (or in "i-default"; see Section 1.7),
encoded in UTF-8 [ UTF-8].

An OK response MAY contain the WARNI NGS response code. 1In such a
case the human-readabl e nessage that follows the OK response SHOULD
contain a specific warning nessage (or nessages) giving the line
nunmber (s) in the script that mght contain errors not intended by the
script witer. The human-readabl e nessage is in the | anguage
returned in the | atest LANGUAGE capability (or in "i-default"; see
Section 1.7), encoded in UTF-8 [UTF-8]. A client seeing such a
response code SHOULD present the nessage to the user
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Exanpl es:

Putscript "foo" {31+}
#comrent
I nval i dSi eveConmmand

NO "line 2: Syntax error"

Put scri pt "nysievescript" {110+}
require ["fileinto"];

i f envelope :contains "to
fileinto "1 NBOX sent"
}

X

"tmartin+sent" {

Put script "nyforwards" {190+}
redirect "lll@xanple.net";

if size :under 10k {
redirect "nobile@ell.exanple.cont;
}

if envelope :contains "to" "tmartin+lists" {
redirect "lists@roups. exanpl e. cont';

VOOOOOOOOO0 LWOOOOO0O LWOOO0

}
K (WARNINGS) "line 8: server redirect action
limt is 2, this redirect might be ignored"

2.7. LI STSCRI PTS Command

This command lists the scripts the user has on the server. Upon
success, a list of CRLF-separated script nanes (each represented as a
quoted or literal string) is returned followed by an OK response. |If
there exists an active script, the atom ACTI VE i s appended to the
correspondi ng script name. The atom ACTI VE MJUST NOT appear on nore
than one response line.
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Exanpl e:

Li stscripts

"sumer _script”
"vacation_script”
{13}

cl ever"script

"mai n_script" ACTIVE
XK

listscripts

"sumer _script"
"main_script" active
X

WU VLOVLVwo

2.8. SETACTI VE Conmand
Arguments: String - script name

This command sets a script active. |f the script name is the enpty
string (i.e., ""), then any active script is disabled. Disabling an
active script when there is no script active is not an error and MJST
result in an OK reply.

If the script does not exist on the server, then the server MJST
reply with a NO response. Such a reply SHOULD contain the
NONEXI STENT response code

Exanpl es:

C. Setactive "vacationscript"”

S &

C. Setactive ""

SHENG ¢

C. Setactive "baz"

S: No (NONEXI STENT) "There is no script by that nane"
C. Setactive "baz"

S: No (NONEXI STENT) {31}

S: There is no script by that nane
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2.9. CGETSCRI PT Conmmand
Arguments: String - script name
This command gets the contents of the specified script. |If the
script does not exist, the server MIST reply with a NO response.
Such a reply SHOULD contain the NONEXI STENT response code.

Upon success, a string with the contents of the script is returned
foll owed by an OK response.

Exanpl e:

C. Getscript "nyscript"”

S: {54}

S: #this is ny wonderful script
S reject "I reject all™;

S

S XK

2.10. DELETESCRI PT Conmand
Arguments: String - script name

This command is used to delete a user’s Sieve script. Servers MJST
reply with a NO response if the script does not exist. Such
responses SHOULD incl ude the NONEXI STENT response code.

The server MUST NOT allow the client to delete an active script, so
the server MUST reply with a NO response if attenpted. Such a
response SHOULD contain the ACTIVE response code. |If a client w shes
to delete an active script, it should use the SETACTI VE conmand to

di sable the script first.

Exanpl e:

C. Deletescript "foo
S &

C. Deletescript "baz"
S: No (ACTIVE) "You may not delete an active script”
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2.11. RENAMESCRI PT Conmand

Argunments: String - Od Script name
String - New Script nane

This command is used to renane a user’s Sieve script. Servers MJST
reply with a NO response if the old script does not exist (in which
case the NONEXI STENT response code SHOULD be included), or a script
with the new nanme al ready exists (in which case the ALREADYEXI STS
response code SHOULD be included). Renaming the active script is
al | owed; the renaned script remains active.

Exanpl e:

C. Renanescript "foo" "bar"
SHENG ¢

C. Renanescript "baz" "bar"
S: No "bar already exists"

If the server doesn’t support the RENAMESCRI PT comand, the client
can emulate it by performing the foll owi ng steps:

1. List available scripts with LISTSCRIPTS. |If the script with the
new script nanme exists, then the client should ask the user
whet her to abort the operation, to replace the script (by issuing
t he DELETESCRI PT <newnane> after that), or to choose a different
nane.

2. Download the old script with GETSCRI PT <ol dnane>.
3. Upload the old script with the new nane: PUTSCRI PT <newnane>.

4. If the old script was active (as reported by LISTSCRIPTS in step
1), then make the new script active: SETACTI VE <newnane>.

5. Delete the old script: DELETESCRI PT <ol dnane>.
Note that these steps don't describe how to handl e various other
error conditions (for exanple, NO response containing QUOTA response

code in step 3). Error handling is left as an exercise for the
reader.
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2.12. CHECKSCRI PT Comrand
Arguments: String - Script content

The CHECKSCRI PT command is used by the client to verify Sieve script
validity without storing the script on the server

The server MUST check the submitted script for syntactic validity,
whi ch includes checking that all Sieve extensions nentioned in Sieve
script "require" statenent(s) are supported by the Sieve interpreter.
(Note that if the Sieve interpreter supports the Sieve "ihave"
extension [|-HAVE], any unrecogni zed/ unsupported extension nentioned
in the "ihave" test MJST NOT cause the syntactic validation failure.)
If the script fails this test, the server MIST reply with a NO
response. The nessage given with a NO response MJST be human
readabl e and SHOULD contain a specific error nmessage giving the line
nunber of the first error. Inplenentors should strive to produce

hel pful error nmessages similar to those given by progranm ng | anguage
conpilers. dCient inplenentations should note that this nmay be a
multiline literal string with nore than one error nessage separated
by CRLFs. The human-readabl e nessage is in the | anguage returned in
the | atest LANGUAGE capability (or in "i-default"; see Section 1.7),
encoded in UTF-8 [ UTF-8].

Exanpl es:
CheckScript {31+}

#comrent
I nval i dSi eveCommand

ZNoNoNoNe

NO "line 2: Syntax error"

A ManageSi eve server supporting this comand MUST NOT check if the
script will put the current user over its quota limt.

An OK response MAY contain the WARNI NGS response code. 1In such a
case, the hunman-readabl e nessage that follows the OK response SHOULD
contain a specific warning nessage (or nessages) giving the line
nunmber (s) in the script that mght contain errors not intended by the
script witer. The human-readabl e nessage is in the | anguage
returned in the | atest LANGUAGE capability (or in "i-default"; see
Section 1.7), encoded in UTF-8 [UTF-8]. A client seeing such a
response code SHOULD present the nessage to the user
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2.

2.

2.

13.  NOOP Conmand
Argunments: String - tag to echo back (optional)

The NOOP conmand does not hi ng, beyond returning a response to the
client. It nmay be used by clients for protocol re-synchronization or
to reset any inactivity auto-logout timer on the server

The response to the NOOP conmand is al ways OK, followed by the TAG
response code together with the supplied string. |If no string was
supplied in the NOOP command, the TAG response code MJUST NOT be

i ncl uded.

OK "NOOP conpl et ed”

C
S
C. NOOP " STARTTLS- SYNC- 42"
S OK (TAG {16}

S: STARTTLS- SYNG-42) " Done"

14. Recommended Ext ensi ons

The UNAUTHENTI CATE extensi on (advertised as the "UNAUTHENTI CATE"
capability with no paraneters) defines a new UNAUTHENTI CATE conmmand,
which allows a client to return the server to non-authenticated
state. Support for this extension is RECOMVENDED.

14.1. UNAUTHENTI CATE Conmand

The UNAUTHENTI CATE conmand returns the server to the
non-aut henticated state. |t doesn't affect any previously
established TLS [TLS] or SASL (Section 2.1) security |ayer.

The UNAUTHENTI CATE command is only valid in authenticated state. |If
issued in a wong state, the server MUST reject it with a NO
response.

The UNAUTHENTI CATE command has no paraneters.
When issued in the authenticated state, the UNAUTHENTI CATE conmmand

MUST NOT fail (i.e., it must never return anything other than OK or
BYE) .
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3.

Si eve URL Schene
URI schene nane: sieve
St at us: per manent

URI schene syntax: Described using ABNF [ ABNF]. Sone ABNF
productions not defined below are from[URl-GEN .

sieveurl = sieveurl-server / sieveurl-list-scripts /
si eveurl -scri pt

sieveurl-server = "sieve://" authority
sieveurl-list-scripts = "sieve://" authority ["/"]
sieveurl-script = "sieve://" authority "/"

[owner "/"] scriptnane
authority = <defined in [ URl - GEN] >

owner = *ochar

July 2010

% encoded version of [SASL] authorization

identity (script owner) or "userid

Enpty owner is used to reference

Note that ASCI| characters such as

&, "=", "/" and "?" nust be % encoded

;; gl obal scripts.

as per rule specified in [UR -GEN] .

scri pt name = 1*ochar

% encoded version of UTF-8 representation

of the script nane.

&, "=", "/" and "?" nust be % encoded

;; Note that ASCI| characters such as

as per rule specified in [UR -CGEN .

ochar = unreserved / pct-encoded / sub-delins-
n : n / n @
;; Same as [URI-GEN] ’'pchar’
7, but without ";", "& and "="

unreserved = <defined in [ URl - GEN] >

pct - encoded = <defined in [URl - GEN >
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sub-delims-sh = "t" [/ "g" [ "> [ "(" [ ")" [/
"ngn / "y / n , n
;; Sane as [URI-GEN] sub-delins,
;; but without ";", "&" and "="

URI schene senmantics:

A Sieve URL identifies a Sieve server or a Sieve script on a Sieve
server. The latter formis associated with the application/sieve
M ME type defined in [SIEVE]. There is no MM type associ at ed
with the former formof Sieve URI.

The server formis used in the REFERRAL response code (see Section
1.3) in order to designate another server where the client should
performits operations.

The script formallows to retrieve (CGETSCRI PT), update

(PUTSCRI PT), del ete (DELETESCRI PT), or activate (SETACTIVE) the
naned script; however, the nost typical action would be to
retrieve the script. |If the script nane is enpty (onitted), the
URI requests that the client lists available scripts using the
LI STSCRI PTS command.

Encodi ng consi derati ons:

The script nane and/or the owner, if present, is in UTF-8. Non--
US- ASClI | UTF-8 octets MJST be percent-encoded as described in
[URI-GEN]. US-ASCII characters such as " " (space), ";", "&"
=", "/" and "?" MJST be % encoded as described in [UR - GEN].
Note that "&" and "?" are in this list in order to allow for

future extensions.

Note that the enpty owner (e.g., sieve://exanple.com/script) is
different fromthe m ssing owner (e.g.

sieve://exanple.com script) and is reserved for referencing gl oba
scripts.

The user nane (in the "authority" part), if present, is in UTF-8.
Non- US- ASCI | UTF-8 octets MJST be percent-encoded as described in
[ URI - GEN] .

Applications/protocols that use this URl schene nane:

ManageSi eve [ RFC5804] clients and servers. Cdients that can store

user preferences in protocols such as [LDAP] or [ACAP].

Interoperability considerations: None.
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Security considerations:

The <scriptnanme> part of a ManageSi eve URL night potentially disclose
sone confidential information about the author of the script or,
dependi ng on a ManageSi eve i npl enentation, about configuration of the
mail system The latter might be used to prepare for a nore conpl ex
attack on the mail system

Clients resolving ManageSi eve URLs that w sh to achieve data
confidentiality and/or integrity SHOULD use the STARTTLS conmand (i f
supported by the server) before starting authentication, or use a
SASL mechani sm such as GSSAPI, that provides a confidentiality
security