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Status of this Meno
This neno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abst r act

Thi s handbook is a guide to devel opi ng conputer security policies and
procedures for sites that have systens on the Internet. The purpose

of this handbook is to provide practical guidance to adm nistrators
trying to secure their infornmation and services. The subjects
covered include policy content and fornation, a broad range of
techni cal system and network security topics, and security incident
response.
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1.1 Purpose of This Wrk

Thi s handbook is a guide to setting conmputer security policies and
procedures for sites that have systens on the Internet (however, the
i nformati on provided should al so be useful to sites not yet connected
to the Internet). This guide lists issues and factors that a site
nmust consi der when setting their own policies. |t nmakes a nunber of
recomendat i ons and provi des di scussions of rel evant areas.

This guide is only a franework for setting security policies and
procedures. In order to have an effective set of policies and
procedures, a site will have to nake nmany deci si ons, gain agreenent,
and then comuni cate and i npl enent these poli cies.

1.2 Audi ence

The audi ence for this docunent are system and network adm nistrators,
and deci sion nakers (typically "m ddl e nanagenent") at sites. For
brevity, we will use the term"adm nistrator" throughout this
docunent to refer to system and network adm ni strators

This docunent is not directed at programmers or those trying to
create secure progranms or systems. The focus of this docunent is on
the policies and procedures that need to be in place to support the
technical security features that a site nay be inplenmenting

The primary audi ence for this work are sites that are nenbers of the
Internet community. However, this docunent should be useful to any
site that allows communication with other sites. As a general guide
to security policies, this docunent nay al so be useful to sites with
i sol ated systens.

1.3 Definitions

For the purposes of this guide, a "site" is any organi zati on that
owns conputers or network-rel ated resources. These resources nmay

i ncl ude host conputers that users use, routers, termnal servers, PCs
or other devices that have access to the Internet. A site may be an
end user of Internet services or a service provider such as a nid-

| evel network. However, nost of the focus of this guide is on those
end users of Internet services. W assune that the site has the
ability to set policies and procedures for itself with the
concurrence and support fromthose who actually own the resources. It
will be assunmed that sites that are parts of |arger organizations
wi Il know when they need to consult, collaborate, or take
recommendations from the larger entity.
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The "Internet" is a collection of thousands of networks |inked by a
common set of technical protocols which nmake it possible for users of
any one of the networks to comunicate with, or use the services

| ocated on, any of the other networks (FYl 4, RFC 1594).

The term"adnministrator” is used to cover all those people who are
responsi ble for the day-to-day operation of system and network
resources. This may be a nunber of individuals or an organization

The term"security adm nistrator" is used to cover all those people
who are responsible for the security of information and information
technology. At sone sites this function may be conbined with

adm ni strator (above); at others, this will be a separate position

The term "deci sion naker" refers to those people at a site who set or
approve policy. These are often (but not always) the people who own
t he resources.

1.4 Related Wrk

The Site Security Handbook Wbrking Group is working on a User’s Quide
to Internet Security. It will provide practical guidance to end users
to help them protect their information and the resources they use.

1.5 Basic Approach

This guide is witten to provide basic guidance in devel oping a
security plan for your site. One generally accepted approach to
follow is suggested by Fites, et. al. [Fites 1989] and includes the
fol |l owi ng steps:

(1) Ildentify what you are trying to protect.

(2) Deternine what you are trying to protect it from

(3) Deternmine how likely the threats are.

(4) Inplenment neasures which will protect your assets in a cost-
ef fective nmanner.

(5) Review the process continuously and nake inprovenents each tine
a weakness is found.

Most of this docunment is focused on item 4 above, but the other steps
cannot be avoided if an effective plan is to be established at your
site. One old truismin security is that the cost of protecting
yoursel f against a threat should be |l ess than the cost of recovering
if the threat were to strike you. Cost in this context should be
remenbered to include | osses expressed in real currency, reputation
trustworthi ness, and other |ess obvious neasures. W thout reasonable
know edge of what you are protecting and what the likely threats are,
following this rule could be difficult.
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1.6 Ri sk Assessnent
1.6.1 General Discussion

One of the nost inportant reasons for creating a conputer security
policy is to ensure that efforts spent on security yield cost

ef fective benefits. Al though this nmay seemobvious, it is possible
to be nislead about where the effort is needed. As an exanple, there
is a great deal of publicity about intruders on conputers systens;

yet npbst surveys of conputer security show that, for nost

organi zations, the actual loss from™"insiders" is nuch greater

Ri sk anal ysi s invol ves determ ni ng what you need to protect, what you
need to protect it from and howto protect it. It is the process of
exanm ning all of your risks, then ranking those risks by |evel of
severity. This process involves making cost-effective decisions on
what you want to protect. As nentioned above, you shoul d probably
not spend nore to protect sonething than it is actually worth

A full treatnment of risk analysis is outside the scope of this
docunent. [Fites 1989] and [Pfl eeger 1989] provide introductions to
this topic. However, there are two elenents of a risk analysis that
will be briefly covered in the next two sections:

(1) Identifying the assets
(2) ldentifying the threats

For each asset, the basic goals of security are availability,
confidentiality, and integrity. Each threat should be exam ned wth
an eye to how the threat could affect these areas.

1.6.2 Identifying the Assets

One step in arisk analysis is to identify all the things that need
to be protected. Some things are obvious, |ike valuable proprietary
information, intellectual property, and all the various pieces of
hardwar e; but, sone are overlooked, such as the people who actually
use the systens. The essential point is to list all things that could
be affected by a security problem

One list of categories is suggested by Pfleeger [Pfleeger 1989]; this
list is adapted fromthat source

(1) Hardware: CPUs, boards, keyboards, term nals,

wor kst ati ons, personal conputers, printers, disk
drives, conmmunication lines, term nal servers, routers
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(2) Software: source prograns, object prograns,
utilities, diagnostic prograns, operating systens,
conmuni cati on prograns.

(3) Data: during execution, stored on-line, archived off-line,
backups, audit |ogs, databases, in transit over
communi cati on nedi a.

(4) People: users, administrators, hardware mnaintainers.

(5) Docunentation: on prograns, hardware, systens, |oca
adm ni strative procedures

(6) Supplies: paper, forns, ribbons, nmagnetic nedia.
1.6.3 Identifying the Threats

Once the assets requiring protection are identified, it is necessary
to identify threats to those assets. The threats can then be

exam ned to determ ne what potential for loss exists. It helps to
consider fromwhat threats you are trying to protect your assets.
The following are classic threats that should be consi dered.
Dependi ng on your site, there will be nore specific threats that
shoul d be identified and addressed.

(1) Unauthorized access to resources and/or information
(2) Unintented and/or unauthorized Disclosure of information
(3) Denial of service

2. Security Policies

Thr oughout this docunent there will be many references to policies.
Oten these references will include recomendations for specific
policies. Rather than repeat guidance in howto create and

communi cate such a policy, the reader should apply the advice
presented in this chapter when devel opi ng any policy reconmended
later in this book.

2.1 What is a Security Policy and Wy Have One?

The security-rel ated deci sions you nake, or fail to nmake, as

adm nistrator largely determ nes how secure or insecure your network
is, how much functionality your network offers, and how easy your
network is to use. However, you cannot make good deci si ons about
security without first deternining what your security goals are.
Until you determ ne what your security goals are, you cannot make

ef fective use of any collection of security tools because you sinply
wi |l not know what to check for and what restrictions to i npose
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For exanple, your goals will probably be very different fromthe
goal s of a product vendor. Vendors are trying to nake configuration
and operation of their products as sinple as possible, which inplies
that the default configurations will often be as open (i.e.

i nsecure) as possible. Wile this does make it easier to install new
products, it also | eaves access to those systens, and other systens

t hrough them open to any user who wanders by.

Your goals will be largely deternined by the follow ng key tradeoffs:

(1) services offered versus security provided -
Each service offered to users carries its own security risks.
For some services the risk outweighs the benefit of the service
and the administrator nay choose to elininate the service rather
than try to secure it.

(2) ease of use versus security -
The easiest systemto use would all ow access to any user and
require no passwords; that is, there would be no security.
Requiring passwords nakes the systema little | ess convenient,
but nore secure. Requiring device-generated one-tinme passwords
makes the system even nore difficult to use, but nuch nore
secure

(3) cost of security versus risk of |oss -
There are many different costs to security: nonetary (i.e., the
cost of purchasing security hardware and software like firewalls
and one-tinme password generators), performance (i.e., encryption
and decryption take tine), and ease of use (as nentioned above).
There are also nmany |l evels of risk: loss of privacy (i.e., the
readi ng of information by unauthorized individuals), |oss of
data (i.e., the corruption or erasure of information), and the
| oss of service (e.g., the filling of data storage space, usage
of computational resources, and denial of network access). Each
type of cost nust be wei ghed agai nst each type of |oss.

Your goals should be conmunicated to all users, operations staff, and
managers through a set of security rules, called a "security policy."
We are using this term rather than the narrower "conputer security
policy" since the scope includes all types of information technol ogy
and the infornmation stored and nani pul ated by the technol ogy.

2.1.1 Definition of a Security Policy
A security policy is a formal statenment of the rules by which people

who are given access to an organi zation’s technol ogy and i nformation
assets nust abide
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2.1.2 Purposes of a Security Policy

The main purpose of a security policy is to informusers, staff and
managers of their obligatory requirenents for protecting technol ogy
and information assets. The policy should specify the mechani sns

t hrough which these requirenents can be net. Another purpose is to
provi de a baseline fromwhich to acquire, configure and audit
conmput er systens and networks for conpliance with the policy.
Therefore an attenpt to use a set of security tools in the absence of
at least an inplied security policy is meaningless.

An Appropriate Use Policy (AUP) nay al so be part of a security
policy. It should spell out what users shall and shall not do on the
various conponents of the system including the type of traffic

al l owed on the networks. The AUP should be as explicit as possible
to avoid anbiguity or msunderstanding. For exanple, an AUP ni ght
list any prohibited USENET newsgroups. (Note: Appropriate Use Policy
is referred to as Acceptable Use Policy by sone sites.)

2.1.3 Who Shoul d be Involved Wen Form ng Policy?

In order for a security policy to be appropriate and effective, it
needs to have the acceptance and support of all levels of enployees
within the organization. It is especially inportant that corporate
managenent fully support the security policy process otherw se there
is little chance that they will have the intended inpact. The
following is a list of individuals who should be involved in the
creation and review of security policy docunents:

(1) site security admnistrator

(2) information technology technical staff (e.g., staff from
conputing center)

(3) admnistrators of large user groups within the organization
(e.g., business divisions, conmputer science departnment within a
uni versity, etc.)

(4) security incident response team

(5) representatives of the user groups affected by the security
policy

(6) responsible managenent

(7) legal counsel (if appropriate)

The |ist above is representative of nmany organi zations, but is not
necessarily conprehensive. The idea is to bring in representation
from key stakehol ders, managenent who have budget and policy
authority, technical staff who know what can and cannot be supported,
and | egal counsel who know the |egal ramifications of various policy
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choices. |In some organizations, it nmay be appropriate to include EDP
audit personnel. Involving this group is inmportant if resulting
policy statenents are to reach the broadest possible acceptance. It
is also relevant to nention that the role of |legal counsel will also
vary fromcountry to country.

2.2 What Makes a Good Security Policy?
The characteristics of a good security policy are:

(1) It must be inplementable through system adm nistration
procedures, publishing of acceptable use guidelines, or other
appropri ate nethods.

(2) It must be enforcible with security tools, where appropriate,
and with sanctions, where actual prevention is not technically
feasi bl e.

(3) It must clearly define the areas of responsibility for the
users, admninistrators, and nanagenent.

The conponents of a good security policy include:

(1) Conputer Technol ogy Purchasi ng Gui del i nes which specify
required, or preferred, security features. These should
suppl enent exi sting purchasing policies and gui deli nes.

(2) A Privacy Policy which defines reasonabl e expectations of
privacy regardi ng such issues as nonitoring of electronic mail
| oggi ng of keystrokes, and access to users’ files.

(3) An Access Policy which defines access rights and privileges to
protect assets fromloss or disclosure by specifying acceptable
use guidelines for users, operations staff, and managenent. It
shoul d provi de guidelines for external connections, data
conmuni cati ons, connecting devices to a network, and addi ng new
software to systens. It should also specify any required
notification nmessages (e.g., connect nmessages shoul d provide
war ni ngs about authorized usage and line nmonitoring, and not
sinmply say "Wl cone").

(4) An Accountability Policy which defines the responsibilities of
users, operations staff, and managenment. It should specify an
audit capability, and provide incident handling guidelines
(i.e., what to do and who to contact if a possible intrusion is
det ect ed) .
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(5) An Authentication Policy which establishes trust through an
ef fective password policy, and by setting guidelines for renote
| ocation authentication and the use of authentication devices
(e.g., one-tinme passwords and the devices that generate then.

(6) An Availability statenment which sets users’ expectations for the

availability of resources. It should address redundancy and
recovery issues, as well as specify operating hours and
mai nt enance down-tine periods. It should also include contact

information for reporting systemand network fail ures.

(7) An Information Technol ogy System & Network Mai nt enance Policy
whi ch describes how both internal and external nmaintenance
people are allowed to handl e and access technol ogy. One
i mportant topic to be addressed here is whether renote
mai ntenance is allowed and how such access is controll ed.

Anot her area for consideration here is outsourcing and howit is
managed.

(8) A Violations Reporting Policy that indicates which types of
violations (e.g., privacy and security, internal and external)
nmust be reported and to whomthe reports are made. A non-

t hreat eni ng at nosphere and the possibility of anonynous
reporting will result in a greater probability that a violation
will be reported if it is detected.

(9) Supporting Information which provides users, staff, and
managenent with contact information for each type of policy
vi ol ation; guidelines on how to handl e outside queries about a
security incident, or information which may be considered
confidential or proprietary; and cross-references to security
procedures and related information, such as conpany policies and
governnental |aws and regul ati ons.

There may be regul atory requirenents that affect some aspects of your
security policy (e.g., line nonitoring). The creators of the
security policy should consider seeking | egal assistance in the
creation of the policy. At a mninum the policy should be revi ewed
by | egal counsel

Once your security policy has been established it should be clearly
conmuni cated to users, staff, and nanagenent. Having all personne
sign a statenent indicating that they have read, understood, and
agreed to abide by the policy is an inportant part of the process.
Finally, your policy should be reviewed on a regular basis to see if
it is successfully supporting your security needs.
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2.3 Keeping the Policy Flexible

3.

In order for a security policy to be viable for the long term it
requires a lot of flexibility based upon an architectural security
concept. A security policy should be (largely) independent from
specific hardware and software situations (as specific systens tend
to be replaced or noved overnight). The nechanisns for updating the
policy should be clearly spelled out. This includes the process, the
peopl e i nvol ved, and the peopl e who nust sign-off on the changes.

It is also inportant to recognize that there are exceptions to every
rule. \Wenever possible, the policy should spell out what exceptions
to the general policy exist. For exanple, under what conditions is a
system adm nistrator allowed to go through a user’'s files. Al so,
there may be some cases when nultiple users will have access to the
same userid. For exanple, on systens with a "root" user, multiple
system adm ni strators may know the password and use the root account.

Anot her consideration is called the "Garbage Truck Syndrone." This
refers to what would happen to a site if a key person was suddenly
unavail able for his/her job function (e.g., was suddenly ill or left

t he conpany unexpectedly). Wile the greatest security resides in
the m ni num di ssem nation of information, the risk of losing critica
i nformation increases when that information is not shared. It is

i mportant to deternine what the proper balance is for your site.

Architecture

3.1 njectives

3.1.1 Conpletely Defined Security Pl ans

Al sites should define a conprehensive security plan. This plan
shoul d be at a higher level than the specific policies discussed in
chapter 2, and it should be crafted as a framework of broad

gui delines into which specific policies will fit.

It is inmportant to have this franmework in place so that individua
policies can be consistent with the overall site security
architecture. For exanple, having a strong policy with regard to
I nternet access and having weak restrictions on nodem usage is

i nconsistent with an overall philosophy of strong security
restrictions on external access.

A security plan should define: the Iist of network services that will
be provi ded; which areas of the organization will provide the
services; who will have access to those services; how access will be
provi ded; who will adm nister those services; etc.
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The plan should al so address how i ncident will be handl ed. Chapter 5
provides an in-depth discussion of this topic, but it is inportant
for each site to define classes of incidents and correspondi ng
responses. For exanple, sites with firewalls should set a threshold
on the nunber of attenpts nade to foil the firewall before triggering
a response? Escallation levels should be defined for both attacks
and responses. Sites without firewalls will have to determine if a
single attenpt to connect to a host constitutes an incident? \What
about a systematic scan of systens?

For sites connected to the Internet, the ranpant media nmagnification
of Internet related security incidents can overshadow a (potentially)
nore serious internal security problem Likew se, conpanies who have
never been connected to the Internet nmay have strong, well defined,
internal policies but fail to adequately address an externa
connection policy.

3.1.2 Separation of Services

There are many services which a site may wish to provide for its
users, some of which may be external. There are a variety of
security reasons to attenpt to isolate services onto dedicated host
computers. There are al so performance reasons in nost cases, but a
detail ed di scussion is beyond to scope of this docunent.

The services which a site may provide will, in nost cases, have
different |l evels of access needs and nodels of trust. Services which
are essential to the security or snooth operation of a site would be
better off being placed on a dedicated machine with very limted
access (see Section 3.1.3 "deny all" nodel), rather than on a nachine
that provides a service (or services) which has traditionally been

| ess secure, or requires greater accessability by users who nmay
accidental |y suborn security.

It is also inportant to distinguish between hosts which operate
within different nodels of trust (e.g., all the hosts inside of a
firewall and any host on an exposed networKk).

Sone of the services which should be exanmi ned for potentia

separation are outlined in section 3.2.3. It is inportant to remenber
that security is only as strong as the weakest link in the chain.
Several of the nobst publicized penetrations in recent years have been
through the exploitation of vulnerabilities in electronic nail

systens. The intruders were not trying to steal electronic nmail, but
they used the vulnerability in that service to gain access to other
syst ens.

Fraser, Ed. I nf or mat i onal [ Page 12]



RFC 2196 Site Security Handbook Sept enber 1997

| f possible, each service should be running on a different machine
whose only duty is to provide a specific service. This helps to
isolate intruders and linit potential harm

3.1.3 Deny all/ Alow al

There are two dianmetrically opposed underlying phil osophi es which can
be adopted when defining a security plan. Both alternatives are
legitimate nodel s to adopt, and the choice between themw Il depend
on the site and its needs for security.

The first option is to turn off all services and then selectively
enabl e services on a case by case basis as they are needed. This can
be done at the host or network |evel as appropriate. This nodel,
which will here after be referred to as the "deny all" nodel, is
generally nmore secure than the other nodel described in the next
paragraph. Mre work is required to successfully inplement a "deny
all" configuration as well as a better understandi ng of services.

Al'l owi ng only known services provides for a better analysis of a
particul ar service/protocol and the design of a security nmechani sm
suited to the security level of the site.

The ot her nopdel, which will here after be referred to as the "all ow

all" nodel, is nmuch easier to inplenent, but is generally |ess secure
than the "deny all" nodel. Sinply turn on all services, usually the
default at the host level, and allow all protocols to travel across
networ k boundaries, usually the default at the router level. As

security hol es becone apparent, they are restricted or patched at
ei ther the host or network |evel

Each of these nodels can be applied to different portions of the
site, depending on functionality requirenents, adninistrative
control, site policy, etc. For exanple, the policy may be to use the

"allow all" nodel when setting up workstations for general use, but
adopt a "deny all" nodel when setting up information servers, like an
emai |l hub. Likewise, an "allow all" policy may be adopted for
traffic between LAN' s internal to the site, but a "deny all" policy

can be adopted between the site and the Internet.

Be careful when nixing phil osophies as in the exanpl es above. Many
sites adopt the theory of a hard "crunchy" shell and a soft "squishy"
mddle. They are willing to pay the cost of security for their
external traffic and require strong security neasures, but are
unwi I ling or unable to provide simlar protections internally. This
works fine as long as the outer defenses are never breached and the
internal users can be trusted. Once the outer shell (firewall) is
breached, subverting the internal network is trivial
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3.1.4 ldentify Real Needs for Services

There is a large variety of services which may be provided, both
internally and on the Internet at |large. Managing security is, in
many ways, nanagi ng access to services internal to the site and
managi ng how i nternal users access infornmation at renote sites.

Services tend to rush |ike waves over the Internet. Over the years
many sites have established anonynous FTP servers, gopher servers,
wai s servers, WMWVservers, etc. as they becane popul ar, but not
particul arly needed, at all sites. Evaluate all new services that
are established with a skeptical attitude to determine if they are
actual ly needed or just the current fad sweeping the Internet.

Bear in nmind that security conplexity can grow exponentially with the
nunber of services provided. Filtering routers need to be nodified
to support the new protocols. Some protocols are inherently
difficult to filter safely (e.g., RPC and UDP services), thus
providing nore openings to the internal network. Services provided
on the same machine can interact in catastrophic ways. For exanple,
al | owi ng anonynous FTP on the sanme machi ne as the WAV server nay
allow an intruder to place a file in the anonynous FTP area and cause
the HTTP server to execute it.

3.2 Network and Service Configuration
3.2.1 Protecting the Infrastructure

Many network adm nistrators go to great lengths to protect the hosts
on their networks. Few adm nistrators nake any effort to protect the
networ ks thenselves. There is sone rationale to this. For exanple,
it is far easier to protect a host than a network. Also, intruders
are likely to be after data on the hosts; damaging the network woul d
not serve their purposes. That said, there are still reasons to
protect the networks. For exanple, an intruder mght divert network
traffic through an outside host in order to exami ne the data (i.e.

to search for passwords). Also, infrastructure includes nore than
the networks and the routers which interconnect them |Infrastructure
al so i ncludes network nanagenent (e.g., SNWP), services (e.g., DNS
NFS, NTP, WMWY, and security (i.e., user authentication and access
restrictions).

The infrastructure al so needs protection agai nst human error. Wen

an admini strator nisconfigures a host, that host may offer degraded
service. This only affects users who require that host and, unless
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that host is a primary server, the nunber of affected users will
therefore be linmted. However, if a router is nisconfigured, al
users who require the network will be affected. GCbviously, this is a
far | arger nunmber of users than those dependi ng on any one host.

3.2.2 Protecting the Network

There are several problens to which networks are vul nerable. The
classic problemis a "denial of service" attack. In this case, the
network is brought to a state in which it can no |onger carry
legitimate users’ data. There are two conmon ways this can be done:
by attacking the routers and by flooding the network w th extraneous
traffic. Please note that the term"router” in this section is used
as an exanple of a larger class of active network interconnection
conponents that also includes conponents like firewalls, proxy-
servers, etc.

An attack on the router is designed to cause it to stop forwarding
packets, or to forward theminproperly. The forner case nay be due
to a msconfiguration, the injection of a spurious routing update, or
a "flood attack" (i.e., the router is bonbarded with unroutable
packets, causing its performance to degrade). A flood attack on a
network is simlar to a flood attack on a router, except that the
flood packets are usually broadcast. An ideal flood attack woul d be
the injection of a single packet which exploits sone known flaw in

t he network nodes and causes themto retransnit the packet, or
generate error packets, each of which is picked up and repeated by
anot her host. A well chosen attack packet can even generate an
exponential explosion of transm ssions.

Anot her classic problemis "spoofing." 1In this case, spurious
routi ng updates are sent to one or nore routers causing themto
nm sroute packets. This differs froma denial of service attack only

in the purpose behind the spurious route. In denial of service, the
object is to make the router unusable; a state which will be quickly
detected by network users. |In spoofing, the spurious route wll

cause packets to be routed to a host fromwhich an intruder nay
monitor the data in the packets. These packets are then re-routed to
their correct destinations. However, the intruder may or nay not
have altered the contents of the packets.

The solution to nost of these problens is to protect the routing
updat e packets sent by the routing protocols in use (e.g., RIP-2,
OSPF). There are three levels of protection: clear-text password
cryptographi ¢ checksum and encryption. Passwords offer only mninma
protection against intruders who do not have direct access to the
physi cal networks. Passwords also offer sonme protection against

m sconfigured routers (i.e, routers which, out of the box, attenpt to
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route packets). The advantage of passwords is that they have a very
| ow overhead, in both bandw dth and CPU consunption. Checksuns
protect against the injection of spurious packets, even if the

i ntruder has direct access to the physical network. Conbined with a
sequence number, or other unique identifier, a checksumcan al so
protect again "replay" attacks, wherein an old (but valid at the
tinme) routing update is retransmitted by either an intruder or a

m sbehaving router. The nost security is provided by conplete
encryption of sequenced, or uniquely identified, routing updates.
This prevents an intruder fromdetermnmi ning the topol ogy of the
networ k. The disadvantage to encryption is the overhead involved in
processi ng the updat es.

RIP-2 (RFC 1723) and OSPF (RFC 1583) both support clear-text
passwords in their base design specifications. |n addition, there
are extensions to each base protocol to support MD5 encryption

Unfortunately, there is no adequate protection against a fl ooding
attack, or a misbehaving host or router which is flooding the
network. Fortunately, this type of attack is obvious when it occurs
and can usually be term nated relatively sinply.

3.2.3 Protecting the Services

There are many types of services and each has its own security

requi renents. These requirenents will vary based on the intended use
of the service. For exanple, a service which should only be usable
within a site (e.g., NFS) may require different protection mechanisns
than a service provided for external use. It may be sufficient to
protect the internal server fromexternal access. However, a WW
server, which provides a hone page intended for view ng by users
anywhere on the Internet, requires built-in protection. That is, the
service/ protocol / server must provide whatever security nmay be
required to prevent unauthorized access and nodification of the Wb
dat abase

Internal services (i.e., services neant to be used only by users
within a site) and external services (i.e., services deliberately
made available to users outside a site) will, in general, have
protection requirenents which differ as previously described. It is
therefore wise to isolate the internal services to one set of server
host conputers and the external services to another set of server
host conputers. That is, internal and external servers should not be
co-located on the same host conputer. In fact, many sites go so far
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as to have one set of subnets (or even different networks) which are
accessi ble fromthe outside and another set which nmay be accessed
only within the site. O course, there is usually a firewall which
connects these partitions. Geat care nust be taken to ensure that
such a firewall is operating properly.

There is increasing interest in using intranets to connect different
parts of a organization (e.g., divisions of a conpany). Wile this
docunent generally differentiates between external and interna
(public and private), sites using intranets should be aware that they
will need to consider three separations and take appropriate actions
when designing and offering services. A service offered to an

i ntranet would be neither public, nor as conpletely private as a
service to a single organizational subunit. Therefore, the service
woul d need its own supporting system separated from both externa

and internal services and networKks.

One form of external service deserves sone special consideration, and
that is anonynous, or guest, access. This nmay be either anonynous
FTP or guest (unauthenticated) login. It is extremely inportant to
ensure that anonynous FTP servers and guest login userids are
carefully isolated fromany hosts and file systens from which outside
users should be kept. Another area to which special attention nust
be paid concerns anonynous, witable access. A site may be legally
responsi ble for the content of publicly available information, so
careful nonitoring of the information deposited by anonynous users is
advi sed.

Now we shall consider sonme of the nbst popul ar services: nane
service, password/ key service, authentication/proxy service
electronic mail, WMWY file transfer, and NFS. Since these are the
nmost frequently used services, they are the nobst obvi ous points of
attack. Also, a successful attack on one of these services can
produce disaster all out of proportion to the innocence of the basic
service.

3.2.3.1 Nanme Servers (DNS and NI S(+))

The Internet uses the Donmain Nane System (DNS) to perform address
resolution for host and network names. The Network Information
Service (NIS) and NI S+ are not used on the global Internet, but are
subject to the sane risks as a DNS server. Nane-to-address
resolution is critical to the secure operation of any network. An
attacker who can successfully control or inpersonate a DNS server can
re-route traffic to subvert security protections. For exanple,
routine traffic can be diverted to a conprom sed systemto be

nmoni tored; or, users can be tricked into providing authentication
secrets. An organization should create well known, protected sites
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to act as secondary nane servers and protect their DNS masters from
deni al of service attacks using filtering routers.

Traditionally, DNS has had no security capabilities. In particular,
the information returned froma query could not be checked for

nodi fication or verified that it had cone fromthe nanme server in
question. Wik has been done to incorporate digital signatures into
t he protocol which, when deployed, will allow the integrity of the
information to be cryptographically verified (see RFC 2065).

3.2.3.2 Password/ Key Servers (N S(+) and KDC)

Password and key servers generally protect their vital infornmation
(i.e., the passwords and keys) with encryption algorithnms. However,
even a one-way encrypted password can be determined by a dictionary
attack (wherein common words are encrypted to see if they match the
stored encryption). It is therefore necessary to ensure that these
servers are not accessable by hosts which do not plan to use themfor
the service, and even those hosts should only be able to access the
service (i.e., general services, such as Telnet and FTP, should not
be all owed by anyone other than admi nistrators).

3.2.3.3 Authentication/Proxy Servers (SOCKS, FWK)

A proxy server provides a nunber of security enhancenents. It allows
sites to concentrate services through a specific host to all ow

moni toring, hiding of internal structure, etc. This funnelling of
services creates an attractive target for a potential intruder. The
type of protection required for a proxy server depends greatly on the
proxy protocol in use and the services being proxied. The genera
rule of linmting access only to those hosts which need the services,
and limting access by those hosts to only those services, is a good
starting point.

3.2.3.4 Electronic Mi

El ectronic mail (email) systens have | ong been a source for intruder
break-ins because enmil protocols are anong the ol dest and nost

wi dely depl oyed services. Also, by it’s very nature, an email server
requires access to the outside world; nost email servers accept input
fromany source. An emmil server generally consists of two parts: a
recei ving/ sendi ng agent and a processing agent. Since email is
delivered to all users, and is usually private, the processing agent
typically requires system (root) privileges to deliver the mail

Most emmil inplenentations performboth portions of the service,

whi ch nmeans the receiving agent al so has systemprivileges. This
opens several security holes which this docunment will not describe.
There are sone inplenentations avail able which allow a separation of
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the two agents. Such inplenentations are generally considered nore
secure, but still require careful installation to avoid creating a
security problem

3.2.3.5 Wrld Wde Wb (WW

The Web is growing in popularity exponentially because of its ease of
use and the powerful ability to concentrate information services.
Most WAV servers accept sone type of direction and action fromthe
persons accessing their services. The nbst conmon exanple is taking
a request froma renote user and passing the provided information to
a programrunning on the server to process the request. Sone of
these prograns are not witten with security in nind and can create

security holes. |If a Wb server is available to the Internet
community, it is especially inportant that confidential infornmation
not be co-located on the sane host as that server. |In fact, it is

recommended that the server have a dedi cated host which is not
"trusted" by other internal hosts.

Many sites may want to co-locate FTP service with their WAW service
But this should only occur for anon-ftp servers that only provide
information (ftp-get). Anon-ftp puts, in conmbination with WAW mi ght
be dangerous (e.g., they could result in nodifications to the
informati on your site is publishing to the web) and in thensel ves
make the security considerations for each service different.

3.2.3.6 File Transfer (FTP, TFTP)

FTP and TFTP both allow users to receive and send electronic files in
a point-to-point nmanner. However, FTP requires authentication while
TFTP requires none. For this reason, TFTP shoul d be avoi ded as nuch
as possi bl e.

| mproperly configured FTP servers can allow intruders to copy,

repl ace and delete files at will, anywhere on a host, so it is very
important to configure this service correctly. Access to encrypted
passwords and proprietary data, and the introduction of Trojan horses
are just a few of the potential security holes that can occur when
the service is configured incorrectly. FTP servers should reside on
their own host. Sone sites choose to co-locate FTP with a Wb
server, since the two protocols share conmon security considerations
However, the the practice isn't recomended, especially when the FTP
service allows the deposit of files (see section on WAV above). As
nmentioned in the opening paragraphs of section 3.2.3, services
offered internally to your site should not be co-located with
services offered externally. Each should have its own host.
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TFTP does not support the sane range of functions as FTP, and has no
security whatsoever. This service should only be considered for
internal use, and then it should be configured in a restricted way so
that the server only has access to a set of predetermined files
(instead of every world-readable file on the system). Probably the
nost comon usage of TFTP is for downl oadi ng router configuration
files to a router. TFTP should reside on its own host, and shoul d
not be installed on hosts supporting external FTP or Wb access.

3.2.3.7 NFS

The Network File Service allows hosts to share common disks. NFS is
frequently used by diskless hosts who depend on a di sk server for al
of their storage needs. Unfortunately, NFS has no built-in security.
It is therefore necessary that the NFS server be accessable only by
those hosts which are using it for service. This is achieved by
speci fying which hosts the file systemis being exported to and in
what manner (e.g., read-only, read-wite, etc.). Filesystens should
not be exported to any hosts outside the |ocal network since this
will require that the NFS service be accessible externally. I|deally,
external access to NFS service should be stopped by a firewall.

3.2.4 Protecting the Protection

It is amazing how often a site will overl ook the nost obvious
weakness in its security by leaving the security server itself open
to attack. Based on considerations previously discussed, it should
be clear that: the security server should not be accessible from

of f-site; should offer m ninum access, except for the authentication
function, to users on-site; and should not be co-located with any
other servers. Further, all access to the node, including access to
the service itself, should be I ogged to provide a "paper trail" in
the event of a security breach

3.3 Firewalls

One of the nost widely deployed and publicized security neasures in
use on the Internet is a "firewall." Firewalls have been given the
reputation of a general panacea for nmany, if not all, of the Internet
security issues. They are not. Firewalls are just another tool in
the quest for systemsecurity. They provide a certain |evel of
protection and are, in general, a way of inplenenting security policy
at the network level. The level of security that a firewall provides
can vary as nuch as the level of security on a particular machine.
There are the traditional trade-offs between security, ease of use,
cost, conplexity, etc.
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A firewall is any one of several nechanisns used to control and watch
access to and froma network for the purpose of protecting it. A
firewall acts as a gateway through which all traffic to and fromthe
protected network and/or systems passes. Firewalls help to place
limtations on the anpbunt and type of communication that takes place
bet ween the protected network and the another network (e.g., the
Internet, or another piece of the site' s network).

Afirewall is generally a way to build a wall between one part of a
network, a conpany’s internal network, for exanple, and another part,
the global Internet, for exanple. The unique feature about this wal
is that there needs to be ways for sone traffic with particul ar
characteristics to pass through carefully nonitored doors
("gateways"). The difficult part is establishing the criteria by

whi ch the packets are allowed or denied access through the doors.
Books witten on firewalls use different term nology to describe the
various forns of firewalls. This can be confusing to system

adm nistrators who are not famliar with firewalls. The thing to note
here is that there is no fixed term nology for the description of
firewalls.

Firewal | s are not always, or even typically, a single machine.
Rather, firewalls are often a conbination of routers, network
segrments, and host conputers. Therefore, for the purposes of this
di scussion, the term"firewall" can consist of nore than one physica
device. Firewalls are typically built using two different
conponents, filtering routers and proxy servers.

Filtering routers are the easiest conponent to conceptualize in a
firewall. A router noves data back and forth between two (or nore)
different networks. A "normal" router takes a packet from network A
and "routes" it to its destination on network B. A filtering router
does the sanme thing but decides not only how to route the packet, but
whet her it should route the packet. This is done by installing a
series of filters by which the router decides what to do with any

gi ven packet of data.

A di scussion concerning capabilities of a particular brand of router
running a particular software version is outside the scope of this
docunent. However, when evaluating a router to be used for filtering
packets, the following criteria can be inportant when inplenenting a
filtering policy: source and destination |IP address, source and
destination TCP port nunbers, state of the TCP "ack" bit, UDP source
and destination port nunbers, and direction of packet flow (i.e.. A-
>B or B->A). Oher information necessary to construct a secure
filtering schene are whether the router reorders filter instructions
(designed to optimze filters, this can sonetines change the neaning
and cause uni ntended access), and whether it is possible to apply

Fraser, Ed. I nf or mat i onal [ Page 21]



RFC 2196 Site Security Handbook Sept enber 1997

filters for inbound and out bound packets on each interface (if the
router filters only outbound packets then the router is "outside" of
its filters and may be nore vulnerable to attack). 1In addition to
the router being vulnerable, this distinction between applying
filters on inbound or outbound packets is especially relevant for
routers with nore than 2 interfaces. Qher inportant issues are the
ability to create filters based on | P header options and the fragnent
state of a packet. Building a good filter can be very difficult and
requires a good understandi ng of the type of services (protocols)
that will be filtered

For better security, the filters usually restrict access between the
two connected nets to just one host, the bastion host. It is only
possi ble to access the other network via this bastion host. As only
this host, rather than a few hundred hosts, can get attacked, it is
easier to maintain a certain level of security because only this host
has to be protected very carefully. To make resources available to
legitimate users across this firewall, services have to be forwarded
by the bastion host. Sone servers have forwarding built in (like
DNS-servers or SMIP-servers), for other services (e.g., Telnet, FTP,
etc.), proxy servers can be used to allow access to the resources
across the firewall in a secure way.

A proxy server is way to concentrate application services through a
single machine. There is typically a single machine (the bastion
host) that acts as a proxy server for a variety of protocols (Tel net,
SMIP, FTP, HTTP, etc.) but there can be individual host conmputers for
each service. Instead of connecting directly to an external server,
the client connects to the proxy server which in turn initiates a
connection to the requested external server. Depending on the type
of proxy server used, it is possible to configure internal clients to
performthis redirection automatically, w thout know edge to the
user, others might require that the user connect directly to the
proxy server and then initiate the connection through a specified
format.

There are significant security benefits which can be derived from
using proxy servers. It is possible to add access control lists to
protocols, requiring users or systems to provide sone | evel of

aut hentication before access is granted. Snarter proxy servers,
sonmetinmes called Application Layer Gateways (ALGs), can be witten
whi ch understand specific protocols and can be configured to bl ock
only subsections of the protocol. For exanple, an ALG for FTP can
tell the difference between the "put" conmand and the "get" conmand,
an organi zation may wish to allow users to "get" files fromthe
Internet, but not be able to "put” internal files on a renote server.
By contrast, a filtering router could either block all FTP access, or
none, but not a subset.
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Proxy servers can al so be configured to encrypt data streans based on
a variety of parameters. An organization mght use this feature to
al | ow encrypted connections between two | ocati ons whose sol e access
points are on the Internet.

Firewalls are typically thought of as a way to keep intruders out,
but they are also often used as a way to let legitimte users into a
site. There are nany exanples where a valid user mght need to
regularly access the "honme" site while on travel to trade shows and
conferences, etc. Access to the Internet is often avail able but may
be through an untrusted machine or network. A correctly configured
proxy server can allow the correct users into the site while stil
denyi ng access to ot her users.

The current best effort in firewall techniques is found using a
conbi nation of a pair of screening routers with one or nore proxy
servers on a network between the two routers. This setup allows the
external router to block off any attenpts to use the underlying IP

| ayer to break security (IP spoofing, source routing, packet
fragments), while allowi ng the proxy server to handle potenti al
security holes in the higher layer protocols. The internal router’s

purpose is to block all traffic except to the proxy server. |If this
setup is rigidly inmplenented, a high level of security can be
achi eved.

Most firewalls provide | ogging which can be tuned to nmake security
adm ni stration of the network nore convenient. Logging nay be
centralized and the system may be configured to send out alerts for
abnormal conditions. It is inportant to regularly nonitor these |ogs
for any signs of intrusions or break-in attenpts. Since sone
intruders will attenpt to cover their tracks by editing logs, it is
desirable to protect these logs. A variety of nethods is avail abl e,
including: wite once, read nany (WORM drives; papers |logs; and
centralized logging via the "syslog" utility. Another technique is
to use a "fake" serial printer, but have the serial port connected to
an isolated nachi ne or PC which keeps the |ogs.

Firewalls are available in a wide range of quality and strengths.
Commerci al packages start at approxi mately $10, 000US and go up to
over $250,000US. "Hone grown" firewalls can be built for smaller
anmounts of capital. It should be remenbered that the correct setup
of a firewall (conmercial or honmegrown) requires a significant anobunt
of skill and know edge of TCP/IP. Both types require regular

mai nt enance, installation of software patches and updates, and
regul ar nonitoring. Wen budgeting for a firewall, these additiona
costs should be considered in addition to the cost of the physica

el ements of the firewall
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As an aside, building a "honme grown" firewall requires a significant
amount of skill and know edge of TCP/IP. It should not be trivially
attenpted because a perceived sense of security is worse in the long
run than knowi ng that there is no security. As with all security
measures, it is inportant to decide on the threat, the value of the
assets to be protected, and the costs to inplenent security.

A final note about firewalls. They can be a great aid when

i mpl enenting security for a site and they protect against a large
variety of attacks. But it is inportant to keep in mind that they
are only one part of the solution. They cannot protect your site
against all types of attack.

4. Security Services and Procedures

This chapter guides the reader through a nunber of topics that should
be addressed when securing a site. Each section touches on a
security service or capability that may be required to protect the

i nformati on and systens at a site. The topics are presented at a
fairly high-level to introduce the reader to the concepts.

Thr oughout the chapter, you will find significant nention of
cryptography. It is outside the scope of this docunent to delve into
details concerning cryptography, but the interested reader can obtain
nore informati on from books and articles listed in the reference
section of this docunent.

4.1 Authentication

For nmany years, the prescribed nethod for authenticating users has
been t hrough the use of standard, reusable passwords. Oiginally,

t hese passwords were used by users at ternminals to authenticate
thenselves to a central conputer. At the tinme, there were no
networks (internally or externally), so the risk of disclosure of the
cl ear text password was mnimal. Today, systens are connected

toget her through | ocal networks, and these | ocal networks are further
connected together and to the Internet. Users are logging in from
all over the globe; their reusable passwords are often transnitted
across those same networks in clear text, ripe for anyone in-between
to capture. And indeed, the CERT* Coordination Center and ot her
response teans are seeing a trenmendous nunber of incidents involving
packet sniffers which are capturing the clear text passwords.

Wth the advent of newer technol ogies |ike one-tine passwords (e.g.

S/ Key), PGP, and token-based authentication devices, people are using
password-1like strings as secret tokens and pins. |If these secret
tokens and pins are not properly selected and protected, the

aut hentication will be easily subverted.
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4.1.1 One-Tinme passwords

As nentioned above, given today' s networked environments, it is
recommended that sites concerned about the security and integrity of
their systens and networks consider noving away from standard,
reusabl e passwords. There have been nmany incidents involving Trojan
network programs (e.g., telnet and rlogin) and network packet
sniffing programs. These prograns capture clear text

host nanme/ account nane/ password triplets. Intruders can use the
captured information for subsequent access to those hosts and
accounts. This is possible because 1) the password is used over and
over (hence the term"reusable"), and 2) the password passes across
the network in clear text.

Several authentication techni ques have been devel oped that address
this problem Anong these techniques are chal |l enge-response
technol ogi es that provide passwords that are only used once (conmonly
call ed one-tine passwords). There are a nunber of products avail able
that sites should consider using. The decision to use a product is
the responsibility of each organization, and each organi zati on shoul d
performits own eval uation and sel ection

4.1.2 Kerberos

Kerberos is a distributed network security system which provides for
aut henti cation across unsecured networks. |f requested by the
application, integrity and encryption can also be provided. Kerberos
was originally devel oped at the Massachusetts Institute of Technol ogy
(MT) inthe md 1980s. There are two mmjor rel eases of Kerberos,
version 4 and 5, which are for practical purposes, inconpatible.

Kerberos relies on a symetric key database using a key distribution
center (KDC) which is known as the Kerberos server. A user or
service (known as "principals") are granted electronic "tickets"
after properly conmmunicating with the KDC. These tickets are used
for authentication between principals. Al tickets include a tine
stamp which limts the tine period for which the ticket is valid.
Therefore, Kerberos clients and server nust have a secure tine
source, and be able to keep tine accurately.

The practical side of Kerberos is its integration with the
application level. Typical applications |Iike FTP, telnet, POP, and
NFS have been integrated with the Kerberos system There are a

vari ety of inplementations which have varying levels of integration
Pl ease see the Kerberos FAQ avail able at http://ww. ov. conl i sc/kr b-
fag.htm for the latest information.
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4.1.3 Choosing and Protecting Secret Tokens and PINs

Wien sel ecting secret tokens, take care to choose them carefully.

Li ke the selection of passwords, they should be robust against brute
force efforts to guess them That is, they should not be single
words in any | anguage, any conmon, industry, or cultural acronyns,
etc. ldeally, they will be Ionger rather than shorter and consist of
pass phrases that conbi ne upper and | ower case character, digits, and
ot her characters

Once chosen, the protection of these secret tokens is very inportant.
Sone are used as pins to hardware devices (like token cards) and

t hese should not be witten down or placed in the sane |ocation as
the device with which they are associated. Qhers, such as a secret
Pretty Good Privacy (PGP) key, should be protected from unauthorized
access.

One final word on this subject. Wen using cryptography products,
like PGP, take care to determ ne the proper key length and ensure
that your users are trained to do likewi se. As technol ogy advances,
the minimum safe key length continues to grow. Make sure your site
keeps up with the [ atest knowl edge on the technol ogy so that you can
ensure that any cryptography in use is providing the protection you
believe it is.

4.1.4 Password Assurance

While the need to elimnate the use of standard, reusabl e passwords
cannot be overstated, it is recognized that sone organi zati ons may
still be using them \Wile it’s recommended that these organizations
transition to the use of better technology, in the nean tine, we have
the following advice to help with the selection and mai nt enance of
traditional passwords. But renenber, none of these nmeasures provides
protection agai nst disclosure due to sniffer prograns.

(1) The inportance of robust passwords - In many (if not nobst) cases
of system penetration, the intruder needs to gain access to an
account on the system One way that goal is typically
acconpl i shed is through guessing the password of a legitimte
user. This is often acconplished by running an aut onat ed
password cracking program which utilizes a very large
di ctionary, against the system s password file. The only way to
guard agai nst passwords being disclosed in this manner is
through the careful selection of passwords which cannot be
easily guessed (i.e., conbinations of nunbers, letters, and
punctuati on characters). Passwords should also be as |long as
the system supports and users can tolerate.
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(2) Changing default passwords - Many operating systens and
application prograns are installed with default accounts and
passwords. These nust be changed i medi ately to sonething that
cannot be guessed or cracked.

(3) Restricting access to the password file - In particular, a site
wants to protect the encrypted password portion of the file so
t hat woul d-be intruders don’t have them avail able for cracking.
One effective technique is to use shadow passwords where the
password field of the standard file contains a dunmy or false
password. The file containing the legitimte passwords are
protected el sewhere on the system

(4) Password aging - When and how to expire passwords is still a
subj ect of controversy anong the security comunity. It is
general ly accepted that a password shoul d not be mmintai ned once
an account is no longer in use, but it is hotly debated whet her
a user should be forced to change a good password that’'s in
active use. The argunents for changi ng passwords relate to the
prevention of the continued use of penetrated accounts.

However, the opposition clainms that frequent password changes
lead to users witing down their passwords in visible areas
(such as pasting themto a terminal), or to users selecting very
sinmpl e passwords that are easy to guess. |t should also be
stated that an intruder will probably use a captured or guessed
password sooner rather than later, in which case password agi ng
provides little if any protection

VWhile there is no definitive answer to this dilemm, a password
policy should directly address the issue and provi de gui delines
for how often a user should change the password. Certainly, an
annual change in their password is usually not difficult for
nost users, and you should consider requiring it. It is
recommended that passwords be changed at | east whenever a
privileged account is conprom sed, there is a critical change in
personnel (especially if it is an adnministrator!), or when an
account has been conprom sed. In addition, if a privileged
account password is conpronised, all passwords on the system
shoul d be changed.

(5) Password/account blocking - Sonme sites find it useful to disable
accounts after a predefined nunber of failed attenpts to
authenticate. |If your site decides to enploy this nechanism it
i s recomended that the nmechani smnot "advertise" itself. After
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di sabling, even if the correct password is presented, the
message di spl ayed should renmain that of a failed |login attenpt.
I mpl ementing this mechanismwill require that legitinmate users
contact their systemadm nistrator to request that their account
be reacti vat ed.

(6) A word about the finger daenon - By default, the finger daenon
di spl ays consi derabl e system and user infornmation. For exanple,
it can display a list of all users currently using a system or
all the contents of a specific user’s .plan file. This
i nformati on can be used by woul d-be intruders to identify
user nanes and guess their passwords. 