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1. Introduction

The el ementary and secondary school community of teachers, media
specialists, adm nistrators, and students is a grow ng popul ati on on
the Internet. |In general, this group of users approaches the
Internet with | ess experience in data network technol ogy and fewer
techni cal and user support resources than other Internet user groups.
Many of their questions are related to the special needs of the
community, while others are shared by any new user. This docunent
attenpts first to define the nost frequently asked questions rel ated
to the use of the Internet in pre-university education and then to
provide not only answers but also pointers to further information
For new user questions of a nore general nature, the reader should
get FYI 4, "FYl on Questions and Answers: Answers to Commonly Asked
"New I nternet User’ Questions"” [1]. For information on how to get
this docunent, see Appendix B

It is inmportant to renenber that the Internet is a volatile and
changing virtual environment. | have tried to include only the nost
stabl e of network services when listing resources and groups for you
to contact, which is a good solution to the problem of changi ng

of ferings on the Internet, but by no nmeans a fool -proof one. This
constant change al so neans that there is a lot out there that you

wi |l discover as you begin to explore on your own.

Future updates of this docunent will be produced as Internet Schoo
Net wor ki ng wor ki ng group nenbers are nade aware of new questions and
of insufficient or inaccurate information in the docunent. The RFC
nunber of this docunent will change with each update, but the FY
nunber (22) will renmain the sane.

2.  Acknowl edgnents

The aut hor wi shes to thank for their help and contributions to this
docunent the nmenmbers of the Consortiumfor School Networking,

Ki dsphere, and Ednet electronic mailing lists, Ronald Elliott,

Sci ence and Technol ogy Center; Kl aus Fueller, Institute for Teacher
Training of the Gernan federal state of Hesia (H LF), and educator
Ell en Hof fman, Merit Network, Inc.; WIIliam Manning, Rice University;
and Ant hony Rutkowski, CNRI. Special thanks go to Raynond Harder,

M croconmput er Consul tant, and M chael Newell, NASA Advanced Network
Applications, who not only nade contributions but also kept a steady
stream of feedback flowing. Extra special thanks go to the
remarkabl e Ms. April Marine of the NASA Network Applications and
Information Center for her contributions to the docunent, her expert
advi ce, and her unparall el ed support.
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3. Questions About the Internet in an Educational Setting
3.1 What is the Internet?

The Internet is a collection of nore than 10, 000 interconnected
conput er networks around the world that nake it possible to share
i nformati on al nost instantly. The networks are owned by countl ess
commercial, research, governmental, and educational organizations
and individuals. The Internet allows the nore than 1.5 nmillion
conmputers and 10 nmillions users of the systemto coll aborate
easily and quickly through nessagi ng, discussion groups, and
conferencing. Users are able to discover and access peopl e and
information, distribute information, and experinent with new
technol ogi es and services. The Internet has becone a nmajor gl oba
infrastructure for education, research, professional |earning,
public service, and business and is currently growing at the rate
of about ten percent per nonth.

The Internet Society serves as the international organization for
I nt ernet cooperation and coordination. See Section 9, "Resources
and Contacts".

For a nore conplete basic introduction to the Internet, see FYI
20, "What is the Internet?" [2]. Instructions on retrieving FYI
docunents can be found in Appendi x B

3.2 What are the benefits of using the Internet in the classroon?

The Internet expands classroomresources dramatically by maki ng
many resources fromall over the world available to students,
teachers, and nedi a specialists, including original source
materials. It brings information, data, images, and even conputer
software into the classroom from places otherw se inpossible to
reach, and it does this alnpbst instantly. Access to these
resources can yield individual and group projects, collaboration
curriculummterials, and idea sharing not found in schools

wi t hout I nternet access.

I nternet access al so makes contact with people all over the world
possi ble, bringing into the classroomexperts in every content
area, new and old friends, and coll eagues in education. Wth
access to the Internet, your site can becone a val uabl e source of
information as well. Consider the expertise in your school which
coul d be shared with others around the world.

The isolation inherent in the teaching profession is well-known

anong educators. By having access to colleagues in other parts of
the world, as well as to those who work outside of classroons,
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educators able to reach the Internet are not as isolated.

A hands-on classroomtool, the use of networks can be a notivator
for students in and of itself, and their use encourages the kind
of independence and autonony that nmany educators agree is

i mportant for students to achieve in their |earning process.
Because class, race, ability, and disability are renoved as
factors in comunication while using the Internet, it is a natura
tool for addressing the needs of all students; exactly how this
is done will vary fromdistrict to district as school s enpower

i ndi vi dual teachers and students.

School reform which is much on the minds of many educators today,
can be supported by the use of the Internet as one of nany
educational tools. See the answer to Question 4.1 for nore

speci fics.

3.3 How can educators incorporate this resource into their busy
schedul es?

Most educators learn about the Internet during the time they use
to | earn about any new teaching tool or resource. Realistically,
of course, this nmeans they "steal" time at |unch, on week-ends,
and before and after school to explore resources and pursue
relationships via the Internet. Those who do so feel that it is
well worth the rich rewards. |It’'s inportant that conputers used
to access the Internet are readily avail able and not so far away
physically as to make using the resource inpossible for educators
and ot hers.

Many features of the Internet, such as the availability of online
library catalogs and information articles, will actually end up
savi ng considerable tine once an instructor learns to use them
and there are new tools being developed all the tinme to nake
Internet resources nore easily accessible.

As the value of the Internet as an educational resource becones

nore evident, school systems will need to | ook toward building the
time to use it into educators’ schedul es.
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3.4 |1'malready using the National Geographic Kids Network (or PBS
Learning Link or FrEdMail or __ ). Does this have anything

to do with the Internet? 1Is the Internet different from what
" m al ready usi ng?

Since the Internet is a network of nmany different networks, you
may be using one of the networks which is connected to the
Internet. Sone commercial programs for schools use networks and
provi de val ue- added service, such as curricul um software
techni cal support, project organization and coordi nation, etc.
Some provi de val ue-added service, but don’t allow for all basic
Internet services. Networks |ike FrEdMail (Free Educationa

El ectronic Mail), FidoNet, and K12Net are bulletin board and
conferencing systens |linked via the Internet which provide

i nexpensi ve access to sone Internet services. |If you can use

i nteractive conputer access (Telnet) and electronic file transfer
(FTP), as well as electronic mail, you are probably "on" the
Internet. |If you have questions about the specific service you're
currently using, ask its support personnel if you have |nternet
access, or call the InterNNC. See Section 9, "Resources and
Contacts" for how to reach the InterNIC, FrEdMuil, FidoNet, and
K12Net .

4. Questions About School Support for an Internet Connection

4.1 \Where does ny school get the noney for connecting to the
I nternet?

Al t hough school budgets are inpossibly tight in nbst cases, the
cost of an Internet connection can be squeezed fromthe budget
when its val ue becones apparent. Costs for a | ow end connection
can be quite reasonable. (See the next question.)

The chal | enge facing those advocating an I nternet connection
sonmetinmes has less to do with the actual cost than it has with the
difficulty of convincing adm nistrators to spend noney on an
unfaniliar resource.

In order to nove the Internet connection closer to the top of your
school’s priority list, consider at |least two possibilities.

First, your school may be in the process of reform as are many
schools. Because use of the Internet shifts focus away froma
teacher-as-expert nodel and toward one of shared responsibility
for learning, it can be a vital part of school reform Mich of
school reformattenpts to nove away fromteacher isolation and
toward teacher collaboration, away fromlearning in a school -only
context and toward learning in a life context, away from an
enphasi s on knowi ng and toward an enphasis on | earning, away from
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a focus on content and toward a focus on concepts [3]. The
Internet can play an integral part in helping to achieve these
shifts.

Second, to denonstrate the value of a connection, actual Internet
access is nore useful than words. Wile this nay sound like a
chi cken-and-egg situation (I have to have Internet access to get
I nternet access), sonme organi zations will provide guest accounts
on an Internet-connected conputer for people in schools who are
trying to convince others of the value of an Internet connection

Contact local colleges, universities, technol ogy conpanies,
service providers, comunity networks, and governnment agencies for
bot h guest accounts and funding ideas. For alternatives to your
own school’s budget or for supplenents to it, ook for funding in
federal, state, and district budgets as well as from private
grants. Work with equi pment vendors to provide the hardware
needed at low or no cost to your school, and consider formng a
School / Communi ty Technol ogy Committee, or a joint Schoo

Di strict/School/Community Technol ogy Committee.

The Educational Resources Information Center (ERI C) has

i nformati on on grants and funding. Ask for the AskERI C I nf oGQui de
called "Grants and Fundi ng Sources". Two network services, one
mai ntai ned by the United States Departnent of Education’s Ofice
of Educational Research and | nprovenent (CERI) and one naintained
by the US National Science Foundation, also have infornation about
grants and funding. Gants can be a way for you to acquire the
initial nmoney to denonstrate the value of telecomunications in
the classroom and since these nonies are often awarded on a
short-term basis, should probably be | ooked at as tenporary neans
of funding your activities. For information on these

organi zations and their services, see Section 9, "Resources and
Contacts". (Note: The funding services nentioned are primarily US
based.)

4.2 How nuch does it cost to connect to the Internet, and what
ki nd of equi prment (hardware, software, etc.) does my school need
in order to support an Internet connection?

The cost of an Internet connection varies trenendously with the

| ocation of your site and the kind of connection that is
appropriate to your needs. 1In order to determ ne the cost to your
school, you will need to answer a nunber of questions. For help in
| earni ng what the questions are and getting answers to them begin
asking at local colleges, universities, technol ogy conpanies,

gover nnent agenci es, community networks (often called "freenets"),
| ocal electronic bulletin board systens (BBS), network access
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provi ders, or technol ogy consultants.

To give you an idea of possible equipnent needs, here are three
sanpl e scenari os, based on possible solutions found in the United
States. Keep in nind that these are very general exanples and
that there are nmany solutions at each level. See also the answer
to Question 5.5.

Lowend: You coul d subscribe to sone kind of Internet dial-up
service. This may be provided by a vendor at a cost, by a loca
university gratis, or as a part of a public access service like
a conmunity network. You will need a conputer which allows
term nal enulation, term nal enulation software, and a nodem
which is conpatible with your dial-up service. The approxinate
cost, not including the PC or the cost of the phone call, is US
$100 to US $800 plus a nonthly fee of approximtely US $30.

M d-range: You coul d subscribe to a dial-up service that

provi des Serial Line Internet Protocol (SLIP) or Point to Point
Protocol (PPP), allow ng your conputer to effectively becone a
host on the Internet. You will need a conputer with SLIP or PPP
software, tel ecomunications applications software (to all ow you
to use telnet and FTP - File Transfer Protocol), and a nodem
which is conpatible with your dial-up service. The approxinate
cost, not including the PC or the cost of the phone call, is US
$100 to US $800 plus a nonthly fee of approximtely US $60.

H gh-end: Your school or departnent could subscribe to a service
that provides a full Internet connection to the school or
departnent’s local area network. This allows all the conputers
on the local area network access to the Internet. You will need
a router and a connection to a network access provider’'s router.
Typically the connection is a |leased line with a CSU DSU
(Channel Service Unit/Data Service Unit). A leased line is a
per manent hi gh speed tel ephone connecti on between two points;
this allows you to have a high quality permanent |nternet
connection at all times. A local area network, which nmay
consist only of the router and a PC, Macintosh, or other
comput er system is also needed, and your computer(s) will need
some special software: a TCP/IP (Transni ssion Control
Protocol /I nternet Protocol) stack, as well as TCP/IP based
conmmuni cati ons software such as Tel net and FTP. The approxi nate
cost, not including the conputers, is US $2,000 to US $3, 000
plus a nonthly fee of at least US $200.
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4.3 \What is required in terns of personnel to support an Internet
connection? (WII it require extra staff, training, nore tine
of teachers and librarians?)

Any plan for inplenmenting technology in schools nust consider
staff devel opnent. Training is often the nost negl ected aspect of
a technology plan, and a lack of training can lead to failure of
the plan. In the case of the Internet, all users will need sone
ki nd of training, whether they are teachers, librarians, students,
adm nistrators, or people fulfilling other roles in the school

The train-the-trainer nodel, in which a group of people are
trained in a subject or tool and each individual in turn trains
other groups, is a good nodel for Internet training. A small
group of notivated teachers can be provided with training and can
then educate their colleagues. One advantage is that the initia
group is able to target the specific needs of the other teachers
in the school

Dependi ng on the hardware involved, there nay be a need for
techni cal support. Finding this kind of support, which schools

will certainly need because it is not usually in place, may be
tricky. Sone districts are beginning to provide it at the
district level. Some schools are able to use volunteers from

busi ness, industry, or governnent agencies. Mich of this type of
support can be done over the network itself, which nakes it
possi bl e for soneone |located off-site to maintain the equi pnent

with only occasional trips to the school. Additionally, vendors
often provide sone support, perhaps a hel p desk for basic
questi ons.

4.4 How do | convince the people who do the purchasing in our schoo
systemto spend noney on this?

Most peopl e becone convinced with exposure. One excited

i ndividual in the school who is able to show proof of concept by
starting a pilot programcan be the catalyst for a school or an
entire district. |If you can get an Internet account (as suggested
above) and use it for instruction in your classroom you can nake
presentations at faculty, school/comunity, and school board

nmeeti ngs.

The National Center for Education Statistics in the Ofice of
Educati onal Research and | nprovenent at the United States
Department of Education has released a 17-ninute video targeted at
school administrators entitled "Experience the Power: Network
Technol ogy for Education”. It uses interview clips of students,
teachers, and policy makers in the United States to educate about
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what the Internet is and to encourage support for the use of

tel econmuni cations in primary and secondary schools. The NASA
NREN (US National Aeronautics and Space Adninistration Nationa
Research and Education Network) K-12 Initiative has produced an
11-m nute video describing the benefits to schools in using the
Internet. The video is entitled, "d obal Quest: The Internet in
the Classroont, and it tells the story through interview clips
with students and teachers who have experienced the power of
conmput er networking. For further information on the two videos,
see "National Center for Education Statistics", and "NASA Centra
Operation of Resources for Educators" under "Organi zations” in
Section 9, "Resources and Contacts"

4.5 \here do | go for technical support and training?

Much techni cal support and training can be found by using the
Internet itself. You can send questions to people in the know and
join discussion lists and news groups that discuss and answer
guesti ons about support and training. One such list is Tipsheet,
the Conputer Help and Ti p Exchange, the purpose of which is to
provi de a supportive setting where people can ask questions or

di scuss products. Qher lists are the education-related lists
mentioned in Question 7.2. Al of these are listed in Section 9,
"Resources and Contacts"

Net wor k News, or Usenet News, is a world-w de bulletin board
system wi th di scussi on groups on various topics, including
comput er sci ence, general science, social and cultural thenes,
recreational interests, etc. By sending questions to an
appropriate news group you can receive answers from peopl e
experienced with your particular problem Specific news groups to
| ook for are those beginning with "conp", for "conputer", and
foll owed by the type of operating system hardware, or software
you have a question about. For exanple, conp.os.uniXx or

conp. os. nsdos. apps. To understand the culture and etiquette of
Usenet News, read the group news.announce. newusers.

Your | ocal community nmay al so have resources that you can tap
These are again coll eges and universities, businesses, conputer
cl ubs and user groups, technol ogy consultants, and government
agenci es.

Your network access provider may offer training and support for
techni cal issues, and other groups also offer formal classes and
sem nars. For those schools who have desi gnated technical people,
they are good candi dates for classes and sem nars.

There are sonme docunents for further readi ng and exploration that
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you may want to peruse. See Section 8, "Suggested Readi ng"

There are books on al nost every specific subject in the conputing
worl d that may answer your questions. For new books, check your

| ocal library, bookstore, or booksellers’ catalogs.

5. Questions About |nplenentation and Technical Options
5.1 How do | |earn about options for getting ny school connected?

In the United States, there are a nunber of state-w de educationa
networks, nost of themw th access to the Internet. To find out
if there is a state education network in your area which gives
accounts to educators and/or students, contact the Consortium for
School Networking. The InterNIC has a |ist of regional and

nati onal network providers. Both the Consortiumfor Schoo

Net working and the InterNIC are listed in Section 9, "Resources
and Cont acts".

The gl obal regional NI Cs such as the RIPE NCC in Europe can al so
provide a list of service providers. The APNIC in the Pacific Rm
will have a sinmilar list in the near future.

You can sonetines | ocate a person enthusiastic about the idea of
usi ng networks in schools and willing to help you who works as an
i ndependent consultant, in a local college or university, in a
technol ogy conpany, for a network access provider, at a conmmunity
network, or in a governnent agency.

There are a nunber of books about the Internet and how to get
connected to it. A feware listed in Section 8, "Suggested
Readi ng", and nore are being published every nonth. Check
libraries, bookstores, and booksellers’ catal ogs.

5.2 How nmany of our conputers should we put on the Internet?

You will probably want to nake Internet *access* possible for as

many of your school’s conputers as possible. If you are using a
di al -up service, you may want a nunber of shared accounts
t hroughout the school. |If your school has a Local Area Network

(LAN) with several computers on it, one dedicated |nternet
connection should be able to serve the whol e school

If you are going to connect a |lot of conputers to the network, you
will need to make sure your line speed is adequate. Most dial-up
systens avail abl e today support speeds up to 14.4 Kbs (kilobits
per second), which is adequate for no nore than a coupl e of
networ k users, depending upon the network utilities (FTP, etc.)
they are using. |If you are planning to connect a |arge nunber of
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users, you shoul d probably consider a dedicated line of 56 Kbs or
hi gher.

5.3 Should we set up a tel econmunications |ab or put networked
conmputers in each cl assroonf?

A conmputer lab is an easier nmintenance set-up for the person in
charge of keeping the equi pnent running and all ows each i ndividua
(or pair) in an entire class to be using a conputer at the sane
time; a conputer located in the classroomis nore convenient for
both the teacher and the class. If you choose the |ab option, you
will probably want to get a conmitnent from specific teachers or
medi a specialists to use the lab in the course of their teaching.
You nmight al so consider the other |abs |ocated throughout your
school. For exanple, if you have a science or |anguage |lab, it
may be the best place for your school to begin to use the
Internet. And finally, renenber that the library is a natural

pl ace for people to access network resources!

Net wor ki ng all conputers canpus-w de can be expensive. You will
need to consider the options--dial-up access, a dedicated line, or
some ot her possibility--and weigh them agai nst your school’s needs
and priorities. You nmay want to investigate having one |ab, the
library, and a few classroons with nodem access, assumi ng phone
lines are available. As use of the Internet catches on, it wll
be nore effective to create a canpus-w de | ocal area network that
is routed to the Internet through a dedicated line than to keep
addi ng nodens in classroons. O you may want to consider the

ot her options discussed in question 5.5 bel ow

5.4 Can people get on the Internet from hone?

Thi s depends on your network access provider. It is certainly a
possibility and is probably desirable for the educators at your
school if they happen to have the necessary equi pment at hone.

You will need to discuss whether you want to nake this option
available to students even if it is possible technically. This is
best discussed with the community your school serves in a public
forum such as a school/community neeting. At issue is the shared
responsibility of educators and parents to nonitor student
Internet use. (See also Question 6.2.)

5.5 What are sone of the options for using Internet services wthout
paying for a full, dedicated-line Internet connection?

It is possible to create a | ocal, store-and-forward network using

various inplenentations of the Unix to Unix Copy (UUCP) software
suite, available as public domain (free) or shareware (snall fee
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which is often optional) software, which can run on many different
platforns including Am ga, |BM and Maci ntosh. The connections
are via dial-up phone lines using |ocal phone nunmbers. Usenet
News and email are "stored" on a conputer until the time appointed
for that conputer to contact the next one along the path to the
final destination, at which time it is "forwarded" along its way.
Mbst conputers are set up to process outgoing requests at |east
every 30 mnutes. Wth this type of systemyou will have access
to as many Usenet News groups as your site agrees to carry, as

well as emmil, which includes access to mailing lists and
listservs such as those listed in Section 9, "Resources and
Contacts". Many file servers also offer file transfer and ot her

services via enuil

There are a couple of inportant advantages to such a system

First, it is nuch nore affordable since such networks provide nore
efficient use of tel ephone |lines, making a connection only while
data is actually being transferred. Second, it allows for
filtering, which gives a school sone control over what kind of
information is available to its students.

The di sadvantage to this type of Internet access is that you may
be limted regarding the range of Internet applications you can
use.

FrEdMai |, Fi doNet, and K12Net are store-and-forward systens.

Fi doNet, for exanple, is a network of amateurs and hobbyi sts which
operates on personal conputers and is publicly accessible by
anyone with a m croconputer and a nodem Contact information for
all three organi zations can be found in Section 9, "Resources and
Cont acts".

6. Questions About Security and Ethics

6.1 Wo should have access in the school, the teachers or the
student s?

Clearly the answer is that all educators, including admnistrators
and nedia specialists or librarians, AND students should have
access to the Internet. There's no reason why support staff
shoul d not al so have access. In elementary schools, access for
students may be nore supervised than in the upper grades.
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6.2 |1've heard that there are files on the Internet that parents
would not like their children to get. How can students be
kept from accessing this objectionable material ?

If your school has a direct Internet connection, and often even if
it doesn't, it is not possible to use a technical solution to
prevent students from accessing objectionable material. Everyone
on the network, including students, is able to download files from
public electronic repositories, sone of which contain materials
that just about anyone woul d consi der objectionable for school -age
children. The store-and-forward scenario described in Question
5.5 is one solution to filtering the information to which students
have access, but if students are allowed to use email then it is
possi bl e for soneone to send them obj ectionable nmateri al

For this reason, it is inportant that schools devel op cl ear
policies to guide students’ use of the Internet and establish

rul es, and consequences for breaking them that govern behavi or on
the Internet. Additionally, schools should consider integrating

i ssues around technol ogy and ethics into the curriculum/[4].

Anot her possibility is to control the tines and opportunities that
students have to access the Internet, and only all ow access under
supervision. This is a |less desirable option than teaching the
ethics of Internet access as a matter of course, but may be used
in conbination with other nmethods to ensure the integrity of the
school, its students, and its educators.

In any case, schools need to exercise reasonable oversight while
realizing that it is alnobst inpossible to absolutely guarantee
that students will not be able to access objectionable materi al

6.3 How do we keep our own and ot her people’s conputers safe from
student "hackers"?

In the | anguage of conputer folks, a "hacker" is someone who is
excel l ent at understandi ng and mani pul ati ng conputer systems. A
"cracker" is sonmeone who maliciously and/or illegally enters or
attenpts to enter soneone el se’s computer system

Conput er security i s unquestionably inportant, both in maintaining
the security of the school’s conputers and in ensuring the proper
behavi or of the school’s students (and others who use the
network). In this area, not only school policy, but also state
and national laws nmay apply. Two sources of information which you
can read to help you sort through security issues are:
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"Site Security Handbook" (FYl 8)

"Et hical Uses of Information Technol ogi es i n Educati on"
(Sivin & Bial o)

The full references for these docunents can be found in Section 8,
"Suggest ed Readi ng". The panphlet "Ethical Uses of Information
Technol ogi es in Education" is nore applicable to the I aws of the
United States than to those of other countries, but several of the
i deas are shared in various cul tures.

6.4 How do we keep viruses fromattacking all our conputers if we
get connected to the Internet?

If you use the Internet to exchange data (such as text or
pictures), virus infection is generally not a problem The rea
concern is when you downl oad software progranms and run them on
your own conputer. Any program you downl oad over the network and
run could have a virus. For that matter, any program whether on
tape or a disk, even comrercial software still in its origina
packagi ng, mnight possibly have a virus. For this reason, all
comput ers shoul d have virus protection software running on them

Virus checking software is available free over the Internet via
Anonyrmous FTP fromt he Conputer Energency Response Team ( CERT),
which is run by the US National Institute for Standards and
Technol ogy (NI ST). The Anonynous FTP host conputer is
ftp.cert.org. (For info