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Abstract
Thi s docunent describes the Internet X 509 Public Key Infrastructure
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defined for X 509v3 certificate creation and managenent. CMWP
provides on-line interactions between PKI conponents, including an

exchange between a Certification Authority (CA) and a client system
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1. Introduction

Thi s docunent describes the Internet X 509 Public Key Infrastructure
(PKI) Certificate Managenent Protocol (CWP). Protocol nessages are
defined for certificate creation and managenent. The term
"certificate" in this docunent refers to an X 509v3 Certificate as
defined in [ X509].

Thi s specification obsoletes RFC 2510. This specification differs
fromRFC 2510 in the follow ng areas:

The PKI managenent nessage profile section is split to two
appendi ces: the required profile and the optional profile. Some
of the fornerly mandatory functionality is noved to the optiona
profile.

The message confirmati on mechani sm has changed substantially.

A new pol I ing nechanismis introduced, deprecating the old polling
nmet hod at the CMP transport |evel

The CWP transport protocol issues are handled in a separate
docunent [CMPtrans], thus the Transports section is renpved.

A newinplicit confirmation nethod is introduced to reduce the
nunber of protocol nessages exchanged in a transaction

The new specification contains sonme |ess prom nent protoco
enhancenents and i nproved expl anatory text on several issues.

2. Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
" RECOMVENDED', "NAY", and "OPTIONAL" in this document (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

3.  PKI Managenent Overvi ew

The PKI nust be structured to be consistent with the types of

i ndi vi dual s who nmust adnminister it. Providing such adm nistrators
wi t h unbounded choi ces not only conplicates the software required,
but al so increases the chances that a subtle nistake by an

adm ni strator or software developer will result in broader
conpromise. Simlarly, restricting adnmi nistrators with cunmbersone
mechani snms wi Il cause them not to use the PKI
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Managenment protocols are REQUI RED to support on-line interactions
bet ween Public Key Infrastructure (PKI) conponents. For exanple, a
managemnment protocol night be used between a Certification Authority
(CA) and a client systemwi th which a key pair is associated, or
between two CAs that issue cross-certificates for each other

3.1. PKI Managenent Mbdel

Bef ore specifying particular nessage formats and procedures, we first
define the entities involved in PKI managenent and their interactions
(in terns of the PKI managenent functions required). W then group
these functions in order to acconmodate different identifiable types
of end entities.

3.1.1. Definitions of PKI Entities

The entities involved in PKI managenent include the end entity (i.e.
the entity to whomthe certificate is issued) and the certification
authority (i.e., the entity that issues the certificate). A
registration authority MAY al so be involved in PKI nanagenent.

3.1.1.1. Subjects and End Entities

The term "subject” is used here to refer to the entity to whomthe
certificate is issued, typically naned in the subject or

subject AltName field of a certificate. Wen we wish to distinguish
the tools and/or software used by the subject (e.g., a loca

certificate managenment nodule), we will use the term "subject

equi prent”. In general, the term"end entity" (EE), rather than
"subject", is preferred in order to avoid confusion with the field
nane. It is inportant to note that the end entities here wll

i nclude not only hurman users of applications, but also applications
themsel ves (e.g., for IP security). This factor influences the
protocol s that the PKI nanagenent operations use; for exanple,
application software is far nmore likely to know exactly which
certificate extensions are required than are hunman users. PKI
managenent entities are also end entities in the sense that they are
sonmetines naned in the subject or subjectAltNanme field of a
certificate or cross-certificate. \Were appropriate, the term "end-
entity" will be used to refer to end entities who are not PK
managenent entities.

Al'l end entities require secure |ocal access to sone information --
at a minimum their own nane and private key, the name of a CA that
is directly trusted by this entity, and that CA's public key (or a
fingerprint of the public key where a self-certified version is
avai |l abl e el sewhere). Inplenentations MAY use secure |ocal storage
for nmore than this mininmum (e.g., the end entity’'s own certificate or
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application-specific information). The formof storage will also
vary -- fromfiles to tanper-resistant cryptographic tokens. The
information stored in such local, trusted storage is referred to here
as the end entity’'s Personal Security Environnent (PSE)

Though PSE formats are beyond the scope of this docunent (they are
very dependent on equi pnent, et cetera), a generic interchange fornat
for PSEs is defined here: a certification response nessage MAY be
used.

3.1.1.2. Certification Authority

The certification authority (CA) may or nay not actually be a rea
"third party" fromthe end entity’'s point of view (Quite often, the
CA will actually belong to the same organi zation as the end entities
it supports.

Again, we use the term"CA" to refer to the entity naned in the
issuer field of a certificate. Wen it is necessary to distinguish
the software or hardware tools used by the CA, we use the term"CA
equi prment " .

The CA equipment will often include both an "off-1ine" conponent and
an "on-line" conponent, with the CA private key only available to the
"off-1ine" conponent. This is, however, a natter for inplenenters
(though it is also relevant as a policy issue).

We use the term"root CA" to indicate a CAthat is directly trusted
by an end entity; that is, securely acquiring the value of a root CA
public key requires sonme out-of-band step(s). This termis not neant
toinply that a root CAis necessarily at the top of any hierarchy,
simply that the CAin question is trusted directly.

A "subordinate CA" is one that is not a root CA for the end entity in
question. Oten, a subordinate CAwll not be a root CA for any
entity, but this is not nandatory.

3.1.1.3. Registration Authority

In addition to end-entities and CAs, many environnents call for the
exi stence of a Registration Authority (RA) separate fromthe
Certification Authority. The functions that the registration
authority may carry out will vary fromcase to case but MAY include
personal authentication, token distribution, revocation reporting,
name assi gnnent, key generation, archival of key pairs, et cetera.
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This docunent views the RA as an OPTI ONAL conponent: when it is not
present, the CAis assuned to be able to carry out the RA's functions
so that the PKI managenent protocols are the sanme fromthe end-
entity’s point of view

Agai n, we distinguish, where necessary, between the RA and the tools
used (the "RA equipnent").

Note that an RAis itself an end entity. W further assune that al
RAs are in fact certified end entities and that RAs have private keys
that are usable for signing. How a particular CA equipnent
identifies sonme end entities as RAs is an inplenmentation issue (i.e.
this docunent specifies no special RA certification operation). W
do not nmandate that the RAis certified by the CAwith which it is
interacting at the nonment (so one RA may work with nore than one CA
whil st only being certified once).

In sone circunstances, end entities will conmmunicate directly with a
CA even where an RA is present. For exanple, for initia
registration and/or certification, the subject may use its RA, but
communi cate directly with the CAin order to refresh its certificate.

3.1.2. PKI Mnagenment Requirenents

The protocols given here neet the followi ng requirenents on PKl
managenent

1. PKI managenent nmust conformto the 1SQO I EC 9594-8/1TU- T X. 509
st andar ds.

2. It nust be possible to regularly update any key pair w thout
af fecting any other key pair.

3. The use of confidentiality in PKI managenent protocols nmust be
kept to a minimumin order to ease acceptance in environments
where strong confidentiality nmight cause regul atory problens.

4. PKI management protocols nust allow the use of different
i ndustry-standard cryptographic algorithnms (specifically
i ncluding RSA, DSA, MD5, and SHA-1). This means that any given
CA, RA, or end entity may, in principle, use whichever
algorithns suit it for its own key pair(s).

5. PKI managenent protocols rmust not preclude the generation of key
pairs by the end-entity concerned, by an RA, or by a CA Key
generation may al so occur el sewhere, but for the purposes of PKl
managenent we can regard key generation as occurring wherever
the key is first present at an end entity, RA, or CA
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PKI managenent protocols nust support the publication of
certificates by the end-entity concerned, by an RA or by a CA
Different inplenmentations and different environments may choose
any of the above approaches.

PKI nmanagenent protocols nust support the production of
Certificate Revocation Lists (CRLs) by allowing certified end
entities to nake requests for the revocation of certificates.
This must be done in such a way that the denial-of-service
attacks, which are possible, are not made sinpler.

PKI nmanagenent protocols nmust be usable over a variety of
"transport" nechani sns, specifically including nmail, http,
TCP/ 1P and ftp.

Final authority for certification creation rests with the CA

No RA or end-entity equi pnment can assune that any certificate
issued by a CAwill contain what was requested; a CA may alter
certificate field values or nmay add, delete, or alter extensions
according to its operating policy. 1In other words, all PKl
entities (end-entities, RAs, and CAs) nust be capabl e of
handl i ng responses to requests for certificates in which the
actual certificate issued is different fromthat requested (for
exanpl e, a CA may shorten the validity period requested). Note
that policy may dictate that the CA nust not publish or
otherwi se distribute the certificate until the requesting entity
has revi ewed and accepted the new y-created certificate
(typically through use of the certConf nessage).

A graceful, schedul ed change-over from one non-conproni sed CA
key pair to the next (CA key update) nust be supported (note
that if the CA key is conpromised, re-initialization nust be
performed for all entities in the domain of that CA). An end
entity whose PSE contains the new CA public key (following a CA
key update) nust also be able to verify certificates verifiable
using the old public key. End entities who directly trust the
old CA key pair nmust also be able to verify certificates signed
using the new CA private key (required for situations where the
old CA public key is "hardwired" into the end entity’'s

crypt ographi c equi prment).

The functions of an RA nmay, in sone inplenentations or
environnents, be carried out by the CAitself. The protocols
nmust be designed so that end entities will use the sanme protoco
regardl ess of whether the conmunication is with an RA or CA
Naturally, the end entity nust use the correct RA of CA public
key to protect the comunication
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12. Wiere an end entity requests a certificate containing a given
public key value, the end entity nust be ready to denonstrate
possession of the corresponding private key value. This may be
acconpl i shed in various ways, depending on the type of
certification request. See Section 4.3 for details of the in-
band net hods defined for the PKIX-CVWP (i.e., Certificate
Managenment Protocol) nessages.

3.1.3. PKI Managenent Operations

The follow ng di agram shows the rel ati onship between the entities
defined above in terns of the PKI nanagenent operations. The letters
in the diagramindicate "protocols"” in the sense that a defined set

of PKI nmanagenent nessages can be sent along each of the lettered
l'ines.
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At a high level, the set of operations for which nmanagenent
nmessages are defined can be grouped as foll ows.

1. CA establishment: When establishing a new CA, certain steps are
required (e.g., production of initial CRLs, export of CA public

key).
2. End entity initialization: this includes inporting a root CA

public key and requesting information about the options supported
by a PKI managenent entity.
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Certification: various operations result in the creation of new
certificates:

1

initial registration/certification: This is the process
whereby an end entity first makes itself known to a CA or RA
prior to the CAissuing a certificate or certificates for
that end entity. The end result of this process (when it is
successful) is that a CA issues a certificate for an end
entity's public key, and returns that certificate to the end
entity and/or posts that certificate in a public repository.
This process may, and typically will, involve multiple
"steps", possibly including an initialization of the end
entity’'s equipnent. For exanple, the end entity’s equi pnent
must be securely initialized with the public key of a CA to
be used in validating certificate paths. Furthernore, an end
entity typically needs to be initialized with its own key

pair(s).

key pair update: Every key pair needs to be updated regularly
(i.e., replaced with a new key pair), and a new certificate
needs to be issued.

certificate update: As certificates expire, they may be
"refreshed" if nothing relevant in the environnent has
changed.

CA key pair update: As with end entities, CA key pairs need
to be updated regularly; however, different mechanisns are
required.

cross-certification request: One CA requests issuance of a
cross-certificate fromanother CA. For the purposes of this
standard, the following terns are defined. A "cross-
certificate" is a certificate in which the subject CA and the
i ssuer CA are distinct and Subject PublicKeylnfo contains a
verification key (i.e., the certificate has been issued for
the subject CA's signing key pair). Wwen it is necessary to
di stinguish nore finely, the following terns may be used: a
cross-certificate is called an "inter-domain cross-
certificate" if the subject and issuer CAs belong to
different admnistrative domains; it is called an "intra-
domain cross-certificate" otherw se

1. Note 1. The above definition of "cross-certificate"
aligns with the defined term"CA-certificate" in X 509.
Note that this termis not to be confused with the X 500
"cACertificate" attribute type, which is unrel ated.
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2. Note 2. In many environnents, the term "cross-
certificate", unless further qualified, will be
understood to be synonynous with "inter-domain cross-
certificate" as defined above.

3. Note 3. Issuance of cross-certificates may be, but is
not necessarily, nmutual; that is, two CAs may issue
cross-certificates for each other

6. «cross-certificate update: Simlar to a nornmal certificate
update, but involving a cross-certificate.

Certificate/ CRL discovery operations: sone PKI nmanagenent
operations result in the publication of certificates or CRLs:

1. certificate publication: Having gone to the trouble of
producing a certificate, sonme nmeans for publishing it is
needed. The "neans" defined in PKI X MAY invol ve the nessages
specified in Sections 5.3.13 to 5.3.16, or MAY involve other
met hods (LDAP, for exanple) as described in [ RFC2559],

[ RFC2585] (the "QOperational Protocols" documents of the PKIX
series of specifications).

2. CRL publication: As for certificate publication

Recovery operations: some PKI managenent operations are used when
an end entity has "lost" its PSE

1. Kkey pair recovery: As an option, user client key materials
(e.g., a user’'s private key used for decryption purposes) MNAY
be backed up by a CA, an RA, or a key backup system
associated with a CAor RA. If an entity needs to recover
t hese backed up key materials (e.g., as a result of a
forgotten password or a |lost key chain file), a protoco
exchange may be needed to support such recovery.

Revocation operations: some PKI operations result in the creation
of new CRL entries and/or new CRLs

1. revocation request: An authorized person advises a CA of an
abnormal situation requiring certificate revocation

PSE operations: whilst the definition of PSE operations (e.g.
noving a PSE, changing a PIN, etc.) are beyond the scope of this
specification, we do define a PKIMessage (CertRepMessage) that
can formthe basis of such operations.
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Note that on-line protocols are not the only way of inplenenting the
above operations. For all operations, there are off-line nethods of
achi eving the same result, and this specification does not mandate
use of on-line protocols. For exanple, when hardware tokens are
used, many of the operations MAY be achieved as part of the physica
t oken delivery.

Later sections define a set of standard nessages supporting the above
operations. Transport protocols for conveying these exchanges in
different environnents (file-based, on-line, E-mail, and WMWY are
beyond the scope of this document and are specified separately.

4. Assunptions and Restrictions
4.1. End Entity Initialization

The first step for an end entity in dealing with PKI managenent
entities is to request informati on about the PKI functions supported
and to securely acquire a copy of the relevant root CA public key(s).

4.2. Initial Registration/Certification

There are many schenes that can be used to achieve initial
registration and certification of end entities. No one nethod is
suitable for all situations due to the range of policies that a CA
may i nplement and the variation in the types of end entity which can
occur.

However, we can classify the initial registration/certification
schenes that are supported by this specification. Note that the word
"initial", above, is crucial: we are dealing with the situation where
the end entity in question has had no previous contact with the PKI
Where the end entity already possesses certified keys, then some
simplifications/alternatives are possible.

Havi ng classified the schenes that are supported by this
specification we can then specify sone as nandatory and sone as
optional. The goal is that the mandatory schenes cover a sufficient
nunber of the cases that will arise in real use, whilst the optiona
schenes are available for special cases that arise less frequently.
In this way, we achi eve a bal ance between flexibility and ease of

i mpl enent ati on.

W will now describe the classification of initia
registration/certification schenes.
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4.2.1. Criteria Used
4.2.1.1. Initiation of Registration/Certification

In terms of the PKI nessages that are produced, we can regard the
initiation of the initial registration/certification exchanges as
occurring wherever the first PKI nmessage relating to the end entity
is produced. Note that the real-world initiation of the
registration/certification procedure nmay occur el sewhere (e.g., a
personnel department may tel ephone an RA operator).

The possible locations are at the end entity, an RA, or a CA
4.2.1.2. End Entity Message Origin Authentication

The on-1ine nmessages produced by the end entity that requires a
certificate may be authenticated or not. The requirenment here is to
authenticate the origin of any nessages fromthe end entity to the
PKI (CA RA).

In this specification, such authentication is achieved by the PK
(CA/RA) issuing the end entity with a secret value (initia

aut henti cation key) and reference value (used to identify the secret
val ue) via sone out-of-band neans. The initial authentication key
can then be used to protect relevant PKI nessages.

Thus, we can classify the initial registration/certification schene
according to whether or not the on-line end entity -> PKI nessages
are authenticated or not.

Note 1. W& do not discuss the authentication of the PKI -> end entity
messages here, as this is always REQU RED. In any case, it can be
achi eved sinply once the root-CA public key has been installed at the
end entity’'s equipment or it can be based on the initia

aut henti cation key.

Note 2: An initial registration/certification procedure can be secure
where the nessages fromthe end entity are authenticated via sone
out - of - band neans (e.g., a subsequent visit).

4.2.1.3. Location of Key Ceneration
In this specification, "key generation" is regarded as occurring
wherever either the public or private conponent of a key pair first

occurs in a PKIMessage. Note that this does not preclude a
centralized key generation service; the actual key pair MAY have been
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generated el sewhere and transported to the end entity, RA, or CA
using a (proprietary or standardi zed) key generation request/response
protocol (outside the scope of this specification).

Thus, there are three possibilities for the |location of "key
generation": the end entity, an RA, or a CA

4.2.1.4. Confirmation of Successful Certification

Fol lowi ng the creation of an initial certificate for an end entity,
addi ti onal assurance can be gained by having the end entity
explicitly confirmsuccessful receipt of the nmessage containing (or
i ndicating the creation of) the certificate. Naturally, this
confirmation nessage nust be protected (based on the initia

aut henti cation key or other neans).

This gives two further possibilities: confirmed or not.

4.2.2. Mndatory Schenes
The criteria above allow for a large nunber of initia
registration/certification schenes. This specification mandates that
conform ng CA equi pnent, RA equi pnment, and EE equi pnent MJST support
the second schene listed below (Section 4.2.2.2). Any entity MAY
additionally support other schenes, if desired.

4.2.2.1. Centralized Schene

In terms of the classification above, this schene is, in sone ways,
t he sinpl est possible, where:

o initiation occurs at the certifying CA
0 no on-line nessage authentication is required;

0 "key generation" occurs at the certifying CA (see Section
4.2.1.3);

o no confirmation nmessage is required.

In terms of nessage flow, this scheme neans that the only nessage
required is sent fromthe CAto the end entity. The nessage nust
contain the entire PSE for the end entity. Sonme out-of-band neans
must be provided to allow the end entity to authenticate the nessage
received and to decrypt any encrypted val ues.
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4.2.2.2. Basic Authenticated Scheme
In terms of the classification above, this schene is where:
0o initiation occurs at the end entity;
0 nmessage authentication is REQU RED
o "key generation" occurs at the end entity (see Section 4.2.1.3);
o a confirmation nmessage i s REQUI RED.

In ternms of nessage flow, the basic authenticated schene is as
fol | ows:

End entity RA/ CA

out-of -band distribution of Initial Authentication
Key (I AK) and reference value (RA CA -> EE)
Key generation
Creation of certification request
Protect request with I AK
-->>-- certification request -->>--
verify request
process request
create response
--<<-- certification response --<<--
handl e response
create confirmation
-->>-- cert conf nessage -->>--
verify confirmation
create response
--<<-- conf ack (optional) - - <<--
handl e response

(Where verification of the cert confirmation nessage fails, the RA/CA
MUST revoke the newly issued certificate if it has been published or
ot herwi se nade avail able.)

4.3. Proof-of-Possession (POP) of Private Key

In order to prevent certain attacks and to allow a CA/RA to properly
check the validity of the binding between an end entity and a key
pair, the PKI managenent operations specified here nake it possible
for an end entity to prove that it has possession of (i.e., is able
to use) the private key corresponding to the public key for which a
certificate is requested. A given CARAis free to choose how to
enforce POP (e.g., out-of-band procedural means versus PKI X- CMP
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i n-band nmessages) in its certification exchanges (i.e., this nmay be a
policy issue). However, it is REQU RED that CAs/RAs MJST enforce POP
by some neans because there are currently many non-PKI X operati ona
protocols in use (various electronic mail protocols are one exanple)
that do not explicitly check the binding between the end entity and
the private key. Until operational protocols that do verify the

bi nding (for signature, encryption, and key agreenent key pairs)

exi st, and are ubiquitous, this binding can only be assuned to have
been verified by the CARA. Therefore, if the binding is not
verified by the CA/RA, certificates in the Internet Public-Key
Infrastructure end up bei ng sonmewhat |ess neani ngful

POP is acconplished in different ways dependi ng upon the type of key
for which a certificate is requested. |f a key can be used for
mul ti ple purposes (e.g., an RSA key) then any appropriate nmethod MAY

be used (e.g., a key that may be used for signing, as well as other
pur poses, SHOULD NOT be sent to the CARA in order to prove
possessi on).

This specification explicitly allows for cases where an end entity
supplies the relevant proof to an RA and the RA subsequently attests
to the CA that the required proof has been received (and validated!).
For exanple, an end entity wishing to have a signing key certified
could send the appropriate signature to the RA, which then sinply
notifies the relevant CA that the end entity has supplied the

requi red proof. O course, such a situation nmay be disall owed by
some policies (e.g., CAs may be the only entities pernmtted to verify
POP during certification).

4.3.1. Signature Keys

For signature keys, the end entity can sign a value to prove
possessi on of the private key.

4.3.2. Encryption Keys
For encryption keys, the end entity can provide the private key to
the CARA, or can be required to decrypt a value in order to prove
possession of the private key (see Section 5.2.8). Decrypting a
val ue can be achieved either directly or indirectly.

The direct nethod is for the RVWCA to issue a random chal l enge to
whi ch an i medi ate response by the EE is required.
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The indirect nmethod is to issue a certificate that is encrypted for
the end entity (and have the end entity denonstrate its ability to
decrypt this certificate in the confirmation nmessage). This allows a
CAto issue a certificate in a formthat can only be used by the

i ntended end entity.

This specification encourages use of the indirect nethod because it
requires no extra nessages to be sent (i.e., the proof can be
denmonstrated using the {request, response, confirmation} triple of
nmessages) .

4,.3.3. Key Agreenent Keys

For key agreenent keys, the end entity and the PKI managenent entity
(i.e., CAor RA) nust establish a shared secret key in order to prove
that the end entity has possession of the private key.

Note that this need not inpose any restrictions on the keys that can
be certified by a given CA. In particular, for Diffie-Hellnmn keys
the end entity may freely choose its al gorithm paraneters provided
that the CA can generate a short-term (or one-tinme) key pair with the
appropriate paraneters when necessary.

4.4, Root CA Key Update

This discussion only applies to CAs that are directly trusted by some
end entities. Self-signed CAs SHALL be considered as directly
trusted CAs. Recognizing whether a non-sel f-signed CA is supposed to
be directly trusted for some end entities is a matter of CA policy
and is thus beyond the scope of this docunent.

The basis of the procedure described here is that the CA protects its
new public key using its previous private key and vice versa. Thus,
when a CA updates its key pair it nust generate two extra
cACertificate attribute values if certificates are nade avail able
using an X. 500 directory (for a total of four: A dWthdd,

A dWt hNew, NewW thd d, and NewW t hNew) .

When a CA changes its key pair, those entities who have acquired the
old CA public key via "out-of-band" nmeans are nost affected. It is
these end entities who will need access to the new CA public key
protected with the old CA private key. However, they will only
require this for a limted period (until they have acquired the new
CA public key via the "out-of-band" nmechanism. This will typically
be easily achieved when these end entities’ certificates expire.
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4.4.

Ada

The data structure used to protect the new and old CA public keys is
a standard certificate (which nay al so contain extensions). There
are no new data structures required.

Note 1. This schene does not nmake use of any of the X 509 v3
extensions as it nmust be able to work even for version 1
certificates. The presence of the Keyldentifier extension would nake
for efficiency inprovements.

Note 2. Wiile the schene could be generalized to cover cases where
the CA updates its key pair nore than once during the validity period
of one of its end entities’ certificates, this generalization seens
of dubious value. Not having this generalization sinply neans that
the validity periods of certificates issued with the old CA key pair
cannot exceed the end of the A dWthNew validity period.

Note 3. This schene ensures that end entities will acquire the new
CA public key, at the latest by the expiry of the last certificate
they owned that was signed with the old CA private key (via the
"out - of -band" neans). Certificate and/or key update operations
occurring at other times do not necessarily require this (depending
on the end entity’'s equi pnent).

1. CA Qperator Actions
To change the key of the CA, the CA operator does the follow ng:
1. Cenerate a new key pair;

2. Create a certificate containing the old CA public key signed with
the new private key (the "old with new' certificate);

3. Create a certificate containing the new CA public key signed with
the old private key (the "new with old" certificate);

4, Create a certificate containing the new CA public key signed with
the new private key (the "new with new' certificate);

5. Publish these new certificates via the repository and/or other
nmeans (perhaps using a CAKeyUpdAnn nessage);

6. Export the new CA public key so that end entities nay acquire it
usi ng the "out-of-band" nechanism (if required).

The old CA private key is then no longer required. However, the old
CA public key will remain in use for sonme tinme. The old CA public
key is no longer required (other than for non-repudi ati on) when all
end entities of this CA have securely acquired the new CA public key.
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The "old with new' certificate nust have a validity period starting
at the generation time of the old key pair and ending at the expiry
date of the old public key.

The "new with ol d" certificate nust have a validity period starting
at the generation tinme of the new key pair and ending at the tine by
which all end entities of this CAwll securely possess the new CA
public key (at the latest, the expiry date of the old public key).

The "new with new' certificate nust have a validity period starting

at the generation time of the new key pair and ending at or before

the tine by which the CA will

4.4. 2.

Normal Iy when verifying a signature,

Verifying Certificates

next update its key pair.

the verifier verifies (anong

other things) the certificate containing the public key of the

si gner.

However,
range of new possibilities.

Repository contai ns NEW
and OLD public keys

once a CAis allowed to update its key there are a
These are shown in the table bel ow

Repository contains only OLD

public key (due to,

e.g.,

delay in publication)

PSE PSE Contai ns PSE Contains PSE Cont ai ns
Cont ai ns OLD public NEW publ i c OLD public
NEW publ i c key key key
key
Signer’s Case 1. Case 3: Case 5: Case 7
certifi- This is In this case Although the In this case
cate is t he the verifier CA operator the CA
protected standard must access has not operator has
usi ng NEW case where t he updat ed t he not updat ed
public t he repository in repository the the repository
key verifier order to get verifier can and so the
can the value of verify the verification
directly t he NEW certificate will FAIL
verify the public key directly -
certificate this is thus
wi t hout the sane as
usi ng the case 1.
repository
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Signer’s Case 2: Case 4. Case 6: Case 8
certifi- In this In this case The verifier Al t hough t he
cate is case the the verifier thinks this CA operator
protected verifier can directly is the has not
using OLD nust verify the situation of updat ed the
public access the certificate case 2 and repository the
key repository wi t hout will access verifier can

in order usi ng the t he verify the
to get the repository repository; certificate
val ue of however, the directly -
the OLD verification this is thus
public key will FAIL the sane as
case 4.
4.4.2.1. Verification in Cases 1, 4, 5, and 8

4.4.2. 2.

Adans,

In these cases, the verifier has a |ocal copy of the CA public key
that can be used to verify the certificate directly. This is the
sanme as the situation where no key change has occurred.

Note that case 8 may arise between the tine when the CA operator has
generated the new key pair and the time when the CA operator stores
the updated attributes in the repository. Case 5 can only arise if

the CA operator has issued both the signer’s and verifier’'s
certificates during this "gap" (the CA operator SHOULD avoid this as
it leads to the failure cases described bel ow)

Verification in Case 2

In case 2, the verifier nmust get access to the old public key of the
CA. The verifier does the follow ng:

1. Look up the caCertificate attribute in the repository and pick
the O dWthNew certificate (determ ned based on validity periods;
note that the subject and issuer fields nmust match);

2. Verify that this is correct using the new CA key (which the
verifier has locally);

3. If correct, check the signer’s certificate using the old CA key.

Case 2 wll
certificate,
certificate;

ari se when the CA operator has issued the signer’s
t hen changed the key, and then issued the verifier’'s
so it is quite a typical case
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4.4,.2.3. Verification in Case 3

In case 3, the verifier nust get access to the new public key of the
CA. The verifier does the foll ow ng:

1. Look up the CACertificate attribute in the repository and pick
the NewWthd d certificate (deterni ned based on validity periods;
note that the subject and issuer fields nust match);

2. Verify that this is correct using the old CA key (which the
verifier has stored |ocally);

3. If correct, check the signer’'s certificate using the new CA key.
Case 3 will arise when the CA operator has issued the verifier’'s
certificate, then changed the key, and then issued the signer’s
certificate; so it is also quite a typical case

4.4.2. 4. Failure of Verification in Case 6
In this case, the CA has issued the verifier's PSE, which contains
the new key, without updating the repository attributes. This neans
that the verifier has no nmeans to get a trustworthy version of the
CA's old key and so verification fails.
Note that the failure is the CA operator’s fault.

4.4.2.5. Failure of Verification in Case 7
In this case, the CA has issued the signer’'s certificate protected
with the new key without updating the repository attributes. This
nmeans that the verifier has no neans to get a trustworthy version of
the CA's new key and so verification fails.
Note that the failure is again the CA operator’s fault.

4.4.3. Revocation - Change of CA Key
As we saw above, the verification of a certificate becomes nore
conmpl ex once the CAis allowed to change its key. This is also true
for revocation checks as the CA nmay have signed the CRL using a newer
private key than the one within the user’'s PSE

The analysis of the alternatives is the sane as for certificate
verification.
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5. Data Structures

This section contains descriptions of the data structures required
for PKI managenent nessages. Section 6 describes constraints on
their values and the sequence of events for each of the various PKI
managenent operations.

5.1. Overall PKI Message

Al'l of the nessages used in this specification for the purposes of
PKI managenent use the follow ng structure

PKI Message ::= SEQUENCE ({
header PKI Header
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [1] SEQUENCE Sl ZE (1..MAX) OF CWPCertificate
OPTI ONAL

}
PKI Messages ::= SEQUENCE SI ZE (1.. MAX) OF PKI Message

The PKI Header contains information that is common to nany PKI
nessages.

The PKI Body contai ns nessage-specific information.

The PKI Protection, when used, contains bits that protect the PK
nessage

The extraCerts field can contain certificates that may be useful to
the recipient. For exanple, this can be used by a CAor RAto
present an end entity with certificates that it needs to verify its
own new certificate (if, for exanple, the CA that issued the end
entity’s certificate is not a root CA for the end entity). Note that
this field does not necessarily contain a certification path; the
reci pient nmay have to sort, select from or otherw se process the
extra certificates in order to use them

5.1.1. PKI Message Header

Al'l PKI nessages require sone header information for addressing and
transaction identification. Sonme of this information will also be
present in a transport-specific envel ope. However, if the PK
nessage is protected, then this information is also protected (i.e.
we make no assunption about secure transport).
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The following data structure is used to contain this infornation:

PKI Header ::= SEQUENCE {
pvno | NTEGER { cnp1999(1), cnp2000(2) },
sender Cener al Nane,
recipi ent Gener al Nane,
messageTi e [0] CeneralizedTine OPTI ONAL,
protectionAlg [1] Algorithm dentifier OPTI ONAL,
sender Kl D [2] Keyldentifier OPTI ONAL,
reci pKl D [3] Keyldentifier OPTI ONAL,
transactionlD [4] OCTET STRI NG OPTI ONAL,
sender Nonce [5] OCTET STRI NG OPTI ONAL,
reci pNonce [ 6] OCTET STRI NG OPTI ONAL,
freeText [ 7] PKI FreeText OPTI ONAL,
general I nfo [8] SEQUENCE SI ZE (1..MAX) OF