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Abst ract

Thi s docunment defines a mapping of the Policy Core Information Mde
to a formthat can be inplenented in a directory that uses

Li ghtwei ght Directory Access Protocol (LDAP) as its access protocol
Thi s nmodel defines two hierarchies of object classes: structural

cl asses representing information for representing and controlling
policy data as specified in RFC 3060, and rel ationship classes that
i ndi cate how i nstances of the structural classes are related to each
other. Casses are also added to the LDAP schena to i nprove the
performance of a client’'s interactions with an LDAP server when the
client is retrieving |arge anounts of policy-related infornmation.
These cl asses exist only to optinize LDAP retrievals: there are no
classes in the informati on nodel that correspond to them
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1. Introduction

This docunent takes as its starting point the object-oriented

i nformati on nodel for representing information for representing and
controlling policy data as specified in [1]. Lightweight Directory
Access Protocol (LDAP) [2] inplenenters, please note that the use of
the term"policy" in this docunent does not refer to the use of the
term"policy" as defined in X.501 [4]. Rather, the use of the term
"policy" throughout this docunent is defined as foll ows:
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Policy is defined as a set of rules to adm nister, nanage, and
control access to network resources.

This work is currently under joint devel opnent in the IETF s Policy
Framewor k wor ki ng group and in the Policy working group of the

Di stri buted Managenent Task Force (DMIF). This nodel defines two

hi erarchi es of object classes: structural classes representing policy
i nfformati on and control of policies, and relationship classes that

i ndi cate how i nstances of the structural classes are related to each
other. In general, both of these class hierarchies will need to be
mapped to a particular data store.

Thi s docunent defines the mapping of these informati on nodel classes
to a directory that uses LDAP as its access protocol. Two types of
mappi ngs are invol ved:

- For the structural classes in the information nodel, the
mappi ng i s basically one-for-one: information nodel classes map
to LDAP cl asses, information nodel properties nmap to LDAP
attributes

- For the relationship classes in the information nodel
di fferent mappings are possible. |In this docunent, the Policy
Core Information Model’'s (PCIMs) relationship classes and
their properties are mapped in three ways: to LDAP auxiliary
classes, to attributes representing distingui shed nanme (DN
references, and to superior-subordinate relationships in the
Directory Information Tree (DIT).

| npl enentations that use an LDAP directory as their policy repository
and want to inplenent policy information according to RFC 3060 [ 1]
SHALL use the LDAP schema defined in this docunent, or a schena that
subcl asses fromthe schema defined in this docunment. The use of the
i nformati on nodel defined in reference [1] as the starting point
enabl es the inheritance and the relationship class hierarchies to be
extensi ble, such that other types of policy repositories, such as

rel ati onal databases, can al so use this information.

This docunent fits into the overall framework for representing,
depl oyi ng, and managi ng policies being devel oped by the Policy
Framewor k Wor ki ng G oup.

The LDAP schema described in this docunment uses the prefix "pcin' to
identify its classes and attributes. It consists of ten very genera
cl asses: pcinPolicy (an abstract class), three policy group cl asses
(pci M& oup, pci nroupAuxd ass, and pci na oupl nstance), three policy
rul e classes (pcinRule, pcinRuleAuxd ass, and pci nRul el nst ance), and
three special auxiliary classes (pcinmConditionAuxd ass,
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pci mMMPCAuxCl ass, and pci mActi onAuxCl ass). (Note that the

Pol i cyTi nePeri odCondition auxiliary class defined in [1] would
normal | y have been naned pci nili nePeri odConditi onAuxC ass, but this
nane is too long for sone directories. Therefore, we have
abbreviated this name to be pci mMfPCAuxd ass) .

The mapping for the PCIM cl asses pci nG oup and pcinRul e is designed
to be as flexible as possible. Three classes are defined for these
two PCI M classes. First, an abstract superclass is defined that
contains all required properties of each PCIMclass. Then, both an
auxiliary class as well as a structural class are derived fromthe
abstract superclass. This provides maximum flexibility for the
devel oper.

The schema al so contains two | ess general cl asses:

pci mCondi ti onVendor AuxCl ass and pci mActi onVendor AuxC ass. To achi eve
the mapping of the information nodel’s relationships, the schema al so
contains two auxiliary classes: pcinGoupContai nnent Auxd ass and

pci mRul eCont ai nnent AuxCl ass. Capturing the distinction between

rul e-specific and reusabl e policy conditions and policy actions

i ntroduces seven ot her classes: pcinRul eConditionAssociation

pci mRul eVal i di t yAssoci ation, pcinmRul eActi onAssoci ati on,

pci mPol i cyl nstance, and three policy repository cl asses

(pci nRepository, pcinRepositoryAuxC ass, and pci nRepositoryl nstance).
Finally, the schena includes two classes (pci nSubtreesPtrAuxd ass and
pci nEl enent AuxC ass) for optimzing LDAP retrievals. In all, the
schema contains 23 cl asses.

Wthin the context of this docunment, the term"PCLS" (Policy Core
LDAP Schenm) is used to refer to the LDAP class definitions that this
docunent contains. The term"PCIM refers to classes defined in [1].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [10].

2. The Policy Core Infornmation Mde

Thi s docunent contains an LDAP schema representing the cl asses
defined in the conpani on docunent "Policy Core Information

Model -- Version 1 Specification"™ [1]. Oher docunents may
subsequently be produced, with mappings of this same PCIMto other
storage technol ogies. Since the detailed semantics of the PCIM

cl asses appear only in [1], that docunent is a prerequisite for
readi ng and understandi ng this docunent.
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3. Inheritance Hierarchy for the PCLS

The following diagramillustrates the class hierarchy for the LDAP
Ol asses defined in this docunent:

top

|
+- - dl mLManagedEl enent (abstract)

I
+--pci mPol i cy (abstract)

+--pci M oup (abstract)

+- - pci mM& oupAuxC ass (auxiliary)

+- - pci & oupl nstance (structural)

|

|

|

|
+--pci nRul e (abstract)
||
|

|

|

|
+

+- - pci nRul eAuxd ass (auxiliary)
+- - pci nRul el nstance (structural)
--pci nRul eCondi ti onAssoci ation (structural)

+--pci nRul eVal i di t yAssoci ation (structural)

+- - pci nRul eActi onAssoci ation (structural)

+--pci nPol i cyl nstance (structural)

+- - pci nEl ement AuxCl ass (auxiliary)

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
+- - dl mLManagedSyst enEl enment (abstract)
+--dl mlLogi cal El enent (abstract)
|
+--dl mLSyst em (abstract)
|
+- -dl mLAdm nDomai n (abstract)

|
+--pci MRepository (abstract)

+- - pci nReposi t or yAuxCl ass (auxiliary)
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4.

+- - - pci mMAct i onVendor AuxCl ass (auxiliary)

top
I L--pcinRepositoryInstance
| (structural)
L——pcintbnditionAuxClass (auxiliary)
I L---pcinWPCAuxd ass (auxiliary)
I L---pciannditionVéndorAuxClass (auxiliary)
L-—pcinﬁctionAuxClass (auxiliary)
|
|

+- - pci nBubt reesPt r AuxC ass (auxiliary)

+- - pci nar oupCont ai nnent Auxd ass (auxiliary)

+- - pci nRul eCont ai nnent Auxd ass (auxiliary)
Figure 1. LDAP C ass |Inheritance H erarchy for the PCLS
CGeneral Discussion of Mapping the Infornmati on Model to LDAP

The cl asses described in Section 5 bel ow contain certain
optimizations for a directory that uses LDAP as its access protocol
One exanple of this is the use of auxiliary classes to represent sone
of the associations defined in the information nodel. Oher data
stores mght need to inplenent these associations differently. A
second exanple is the introduction of classes specifically designed
to optinmize retrieval of large anbunts of policy-related data froma
directory. This section discusses sone general topics related to the
mappi ng fromthe informati on nodel to LDAP.

The renai nder of this section will discuss the follow ng topics.
Section 4.1 will discuss the strategy used in nmapping the classes and
associations defined in [1] to a formthat can be represented in a
directory that uses LDAP as its access protocol. Section 4.2

di scusses DIT content and structure rules, as well as nane forns.
Section 4.3 describes the strategy used in defining nanmng attributes
for the schema described in Section 5 of this docunent. Section 4.4
defines the strategy reconmended for locating and retrieving

PCl M derived objects in the directory.
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4.1. Summary of Class and Associ ati on Mappi ngs

Fifteen of the classes in the PCLS cone directly fromthe nine
correspondi ng classes in the information nodel. Note that nanes of

cl asses begin with an upper case character in the information nodel
(although for CIMin particular, case is not significant in class and
property nanes), but with a | ower case character in LDAP. This is
because al t hough LDAP doesn’t care, X 500 doesn’'t allow class nanes
to begin with an uppercase character. Note also that the prefix
"pcinl is used to identify these LDAP cl asses.

o o e e m e e e e e e e e e e oo oo - +
| I'nformation Model | LDAP d ass(es) |
oo o e e +
e e o e e e +
| Policy | pcinPolicy |
o e e e e e e m e e e o e e e e e e e e e e e e e e e e e m o +
| PolicyG oup | pcinGoup |

| | pci nGr oupAuxd ass |
| | pci & oupl nst ance |

| PolicyRule | pcinRule |
| | pci nRul eAuxdl ass |
| | pci nRul el nst ance |

e . +
| PolicyCondition | pcinConditionAuxd ass |
T T ' +
| PolicyAction | pci mActi onAuxd ass |
o e e e e e e m e e e o e e e e e e e e e e e e e e e e e m o +
| Vendor PolicyCondition | pcinConditionVendor Auxd ass |
e . +
| Vendor PolicyAction | pci mActi onVendor Auxd ass |
T T ' +
| PolicyTinePeriodCondition | pci mfTPCAuxC ass |
o e e e e e e m e e e o e e e e e e e e e e e e e e e e e m o +
| PolicyRepository | pcinRepository |

| | pci nReposi t or yAuxd ass |
| | pci mReposi t oryl nst ance |

Figure 2. Mapping of Information Mbdel C asses to LDAP

The associations in the information nodel map to attributes that
reference DNs (Distinguished Nanes) or to Directory Information Tree
(DIT) containment (i.e., superior-subordinate relationships) in LDAP.
Two of the attributes that reference DNs appear in auxiliary classes,
whi ch all ow each of themto represent several relationships fromthe
i nformation nodel .
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[ I,

| I'nformati on Model Association |
o m e e e e e e e e e ee s +
e +
| PolicyG ouplnPolicyG oup |
S .
| PolicyRul el nPolicyG oup |
USRNSSR .
| PolicyConditionlnPolicyRule |
| |
| |
| |
| |
e +
| PolicyActionlnPolicyRule |
| |
| |
| |
| |
e +
| PolicyRul evalidityPeriod |
| |
| |
| |
| |
e +
| PolicyConditionlnPolicyRepository
e +
| PolicyActionlnPolicyRepository

o m e e e e e e e e e eme s +
| PolicyRepositorylnPolicyRepository]|
e +

Strassner, et al
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pci m& oupsAuxCont ai nedSet in
pci m& oupCont ai nment Auxd ass

pci mRul esAuxCont ai nedSet in
pci nRul eCont ai nnent AuxC ass

DI T contai nment or

pci nRul eConditionList in

pci nRul e or

pci mCondi ti onDN i n

pci nRul eCondi ti onAssoci ati on

DI T contai nment or

pci nRul eActionList in

pci nRul e or

pci mActi onDN in

pci nRul eActi onAssoci ati on

pci mRul eVal i di t yPeri odLi st

in pcinRule or (if reusable)
ref erenced through the

pci nli mePeri odCondi ti onDN i n
pci nRul eVal i di t yAssoci ati on

Figure 3. Mapping of Informati on Model Associations to LDAP

two (pci nEl ement Auxd ass and

February 2004

pci nSubt r eesPt r AuxCl ass) are included to nmake navigation through the

DIT and retri eval

of the entries found there nore efficient.

topic is discussed below in Section 4.5.

The renmaining four classes in the PCLS, pcinRul eConditionAssociation

pci
pci

nRul eVal i di t yAssoci ati on, pci nRul eActi onAssoci ation, and

nPol i cyl nstance, are all involved with the representation of
policy conditions and policy actions in an LDAP directory. This
topic is discussed below in Section 4.4.

St andards Track
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4.2. Usage of DIT Content and Structure Rul es and Nane Forns

There are three powerful tools that can be used to help define
schemata. The first, DIT content rules, is a way of defining the
content of an entry for a structural object class. It can be used to
specify the followi ng characteristics of the entry:

- additional nandatory attributes that the entries are required
to contain

- additional optional attributes the entries are allowed to
contain

- the set of additional auxiliary object classes that these
entries are allowed to be nenbers of

- any optional attributes fromthe structural and auxiliary
object class definitions that the entries are required to
precl ude

DIT content rules are NOT nmandatory for any structural object class.

A DT structure rule, together with a name form controls the

pl acement and naning of an entry within the scope of a subschena.
Name forns define which attribute type(s) are required and are
allowed to be used in formng the Relative Distingui shed Nanes ( RDNs)
of entries. DIT structure rules specify which entries are allowed to
be superior to other entries, and hence control the way that RDNs are
added together to nmake DNs.

A name form specifies the foll ow ng

- the structural object class of the entries naned by this name
form

- attributes that are required to be used in formng the RDNs of
these entries

- attributes that are allowed to be used in form ng the RDNs of
these entries

- an object identifier to uniquely identify this name form

Note that name forns can only be specified for structural object
cl asses. However, every entry in the DT nust have a nane form
controlling it.

Unfortunately, current LDAP servers vary quite a lot in their support
of these features. There are also three crucial inplenentation
points that nust be followed. First, X 500 use of structure rules
requires that a structural object class with no superior structure
rul e be a subschema administrative point. This is exactly NOT what
we want for policy information. Second, when an auxiliary class is
subcl assed, if a content rule exists for the structural class that
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the auxiliary class refers to, then that content rule needs to be
augnented. Finally, nost LDAP servers unfortunately do not support
i nheritance of structure and content rules.

G ven these concerns, DT structure and content rul es have been
renoved fromthe PCLS. This is because, if included, they would be
normative references and would require O Ds. However, we don't want
to lose the insight gained in building the structure and content
rules of the previous version of the schema. Therefore, we describe
where such rules could be used in this schema, what they would
control, and what their effect would be.

4.3. Naming Attributes in the PCLS

Instances in a directory are identified by distingui shed nanmes (DNs),
whi ch provide the same type of hierarchical organization that a file
system provides in a conputer system A distinguished nane is a
sequence of RDNs. An RDN provides a unique identifier for an
instance within the context of its inmmediate superior, in the sanme
way that a filename provides a unique identifier for a file within
the context of the folder in which it resides.

To preserve maxi numnaning flexibility for policy admnistrators
three optional (i.e., "MAY") naming attributes have been defi ned.
They are:

- Each of the structural classes defined in this schema has its
own uni que ("MAY") naming attribute. Since the nam ng
attributes are different, a policy admnistrator can, by using
these attributes, guarantee that there will be no nane
col l'isions between instances of different classes, even if the
sane value is assigned to the instances’ respective naning
attributes

- The LDAP attribute cn (corresponding to X 500°s commobnNane) is
included as a MAY attribute in the abstract class pcinPolicy,
and thus by inheritance in all of its subclasses. |In X 500,
commonNane typically functions as an RDN attribute, for nam ng
i nstances of many classes (e.g., X 500’s person class).

- A special attribute is provided for inplenmentations that expect
to map between native Cl M and LDAP representations of policy
information. This attribute, called orderedCi nKeys, is defined
in the class dl niManagedEl enent [6]. The value of this
attribute is derived algorithmically fromvalues that are
al ready present in a CIMpolicy instance. The normative
reference for this algorithmis contained in [6]. See the
appendi x of this docunent for a description of the al gorithm
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Since any of these naming attributes MAY be used for naming an
i nstance of a PCLS cl ass, inplenentations MJST be able to acconmodat e
i nstances naned in any of these ways.

Note that it is recommended that two or nore of these attributes
SHOULD NOT be used together to forma nulti-part RDN, since support
for multi-part RDNs is limted anbng existing directory

i mpl emrent ati ons.

4.4. Rule-Specific and Reusabl e Conditions and Actions

The PCI M [1] distinguishes between two types of policy conditions and
policy actions: those associated with a single policy rule, and
those that are reusable, in the sense that they nay be associ ated
with nore than one policy rule. While there is no inherent

functional difference between a rule-specific condition or action and
a reusable one, there is both a usage, as well as, an inplenentation
di fference between them

Defining a condition or action as reusable vs. rule-specific reflects
a conscious decision on the part of the admi nistrator in defining how
they are used. |In addition, there are variations that reflect

i npl ementing rule-specific vs. reusable policy conditions and actions
and how they are treated in a policy repository. The ngjor

i mpl enentation differences between a rule-specific and a reusabl e
condition or action are delineated bel ow

1. It is natural for a rule-specific condition or action to be
renoved fromthe policy repository at the sane tine the rule is
It is just the opposite for reusable conditions and actions.
This is because the condition or action is conceptually attached
to the rule in the rule-specific case, whereas it is referenced
(e.g., pointed at) in the reusable case. The persistence of a
pci mRepository instance is i ndependent of the persistence of a
pci mRul e i nstance.

2. Access permissions for a rule-specific condition or action are
usually identical to those for the rule itself. On the other
hand, access pernissions of reusable conditions and actions nust
be expressible without reference to a policy rule.

3. Rule-specific conditions and actions require fewer accesses,
because the conditions and actions are "attached" to the rule.
In contrast, reusable conditions and actions require nore
accesses, because each condition or action that is reusable
requires a separate access.

4. Rule-specific conditions and actions are designed for use by a
single rule. As the nunmber of rules that use the same
rul e-specific condition increase, subtle problens are created
(the nost obvi ous being how to keep the rul e-specific conditions
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and actions updated to reflect the same value). Reusable
condi tions and actions lend thenselves for use by nultiple
i ndependent rul es.

5. Reusabl e conditions and actions offer an optim zati on when
multiple rules are using the sane condition or action. This is
because the reusable condition or action only needs be updated
once, and by virtue of DN reference, the policy rules will be
aut onmati cal | y updat ed.

The precedi ng paragraph does not contain an exhaustive list of the
ways in which reusable and rul e-specific conditions should be treated
differently. |Its purpose is nerely to justify nmaking a semantic

di stinction between rule-specific and reusable, and then reflecting
this distinction in the policy repository itself.

When the policy repository is realized in an LDAP-accessible
directory, the distinction between rul e-specific and reusable
conditions and actions is realized via placenent of auxiliary classes
and via DIT containnent. Figure 4 illustrates a policy rule Rulel
with one rule-specific condition CA and one rul e-specific action AB.

* *
E R + E R +
| CA+ca | | AB+ab
Fomm e o - + Fomm e o - +
i +
| LEGEND:

|
| ***** DI T contai nnent

| + auxiliary attachnment

| ----> DN reference |

Figure 4 Rule-Specific Policy Conditions and Actions
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Because the condition and action are specific to Rulel, the auxiliary
classes ca and ab that represent them are attached, respectively, to
the structural classes CA and AB. These structural classes represent
not the condition ca and action ab thensel ves, but rather the
associ ati ons between Rul el and ca, and between Rulel and ab

As Figure 4 illustrates, Rulel contains DN references to the
structural classes CA and AB that appear below it in the DIT. At
first glance it might appear that these DN references are
unnecessary, since a subtree search below Rulel would find all of the
structural classes representing the associations between Rul el and
its conditions and actions. Relying only on a subtree search

t hough, runs the risk of missing conditions or actions that should
have appeared in the subtree, but for sonme reason did not, or of
finding conditions or actions that were inadvertently placed in the
subtree, or that should have been renpved fromthe subtree, but for
some reason were not. |Inplenmentation experience has suggested that
many (but not all) of these risks are elim nated.

However, it nust be noted that this cones at a price. The use of DN
references, as shown in Figure 4 above, thwarts inheritance of access
control information as well as existence dependency information. It
also is subject to referential integrity considerations. Therefore,
it is being included as an option for the designer

Figure 5 illustrates a second way of representing rule-specific
conditions and actions in an LDAP-accessible directory: attachment of
the auxiliary classes directly to the instance representing the
policy rule. When all of the conditions and actions are attached to
a policy rule in this way, the rule is termed a "sinple" policy rule.
When conditions and actions are not attached directly to a policy
rule, the rule is termed a "conplex" policy rule.

| LEGEND:
| + auxiliary attachnment

Figure 5. A Sinple Policy Rule
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The sinpl e/ conplex distinction for a policy rule is not all or
nothing. A policy rule may have its conditions attached to itself
and its actions attached to other entries, or it may have its actions
attached to itself and its conditions attached to other entries.
However, it SHALL NOT have either its conditions or its actions
attached both to itself and to other entries, with one exception: a
policy rule may reference its validity periods with the

pci nRul eVal i di t yPeri odLi st attribute, but have its other conditions
attached to itself.

The tradeoffs between sinple and conplex policy rules are between the
efficiency of sinple rules and the flexibility and greater potentia
for reuse of conplex rules. Wth a sinple policy rule, the semantic
options are limted:

- Al'l conditions are ANDed together. This conbination can be
represented in two ways in the Disjunctive Normal Form (DNF)/
Conjunctive Normal Form (CNF) (please see [1] for definitions of
these terns) expressions characteristic of policy conditions: as
a DNF expression with a single AND group, or as a CNF expression
with nmultiple single-condition OR groups. The first of these is
arbitrarily chosen as the representation for the ANDed conditions
in a sinple policy rule.

- If nultiple actions are included, no order can be specified for
t hem

If a policy admi nistrator needs to conbine conditions in some other
way, or if there is a set of actions that nust be ordered, then the
only option is to use a conplex policy rule.

Finally, Figure 6 illustrates the sane policy rule Rulel, but this
time its condition and action are reusable. The association classes
CA and AB are still present, and they are still DI T contained under

Rul el. But rather than having the auxiliary classes ca and ab
attached directly to the association classes CA and AB, each now
contains DN references to other entries to which these auxiliary
cl asses are attached. These other entries, CIA and AIB, are DIT
cont ai ned under RepositoryX, which is an instance of the class
pci mRepository. Because they are naned under an instance of

pci mRepository, ca and ab are clearly identified as reusable.

Strassner, et al. St andards Track [ Page 14]



RFC 3703 Policy Core LDAP Schema February 2004

+--m - - + T +
| Rul el] | RepositoryX
A | |

F--- - + Fom e e e e e o oo +

AN N

I *xk*k *kk*%k I * *

| * * V] * *

| * +- - -+ * *

| = A8 RN + o

v * | -]-------- >| Al B+ab]| *

+-- -+ +-- -+ Fommm + *

| CA | Fo--- - +

I >| Cl Atca

+---+ R +
o e e e e e e e m e e e e +
| LEGEND:

|
| ***** DIT containnent |
| + auxiliary attachnent

| ----> DN reference |

Figure 6. Reusable Policy Conditions and Actions

The cl asses pci nCondi ti onAuxC ass and pci mActi onAuxCl ass do not

t hemsel ves represent actual conditions and actions: these are

i ntroduced in their subclasses. What pcinConditionAuxd ass and

pci mActi onAuxCl ass do introduce are the semantics of being a policy
condition or a policy action. These are the semantics that all the
subcl asses of pcinConditi onAuxC ass and pci nActi onAuxd ass inherit.
Anong t hese senantics are those of representing either a

rul e-specific or a reusable policy condition or policy action

In order to preserve the ability to represent a rule-specific or a
reusabl e condition or action, as well as a sinple policy rule, all

t he subcl asses of pcinConditi onAuxC ass and pci mActi onAuxd ass MJUST
al so be auxiliary classes.
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4.5, Location and Retrieval of Policy Objects in the Directory

When a Policy Decision Point (PDP) goes to an LDAP directory to
retrieve the policy object instances relevant to the Policy

Enf orcenment Points (PEPs) it serves, it is faced with two rel ated
probl ens:

- How does it locate and retrieve the directory entries that apply
to its PEPs? These entries may include instances of the PCLS
cl asses, instances of domain-specific subclasses of these
cl asses, and instances of other classes nodeling such resources
as user groups, interfaces, and address ranges.

- How does it retrieve the directory entries it needs in an
efficient manner, so that retrieval of policy information from
the directory does not becone a roadblock to scalability? There
are two facets to this efficiency: retrieving only the rel evant
directory entries, and retrieving these entries using as few LDAP
calls as possible.

The pl acenent of objects in the Directory Information Tree (DI T)

i nvol ves consi derations other than how the policy-rel ated objects
will be retrieved by a PDP. Consequently, all that the PCLS can do
is to provide a "toolkit" of classes to assist the policy

adm nistrator as the DIT is being designed and built. A PDP SHOULD
be able to take advantage of any tools that the policy admninistrator
is able to build into the DIT, but it MJST be able to use a less
efficient means of retrieval if that is all it has available to it.

The basic idea behind the LDAP optinization classes is a sinple one:
make it possible for a PDP to retrieve all the policy-related objects
it needs, and only those objects, using as few LDAP calls as

possi ble. An inportant assunption underlying this approach is that
the policy adm nistrator has sufficient control over the underlying
DIT structure to define subtrees for storing policy information. |If
the policy adm nistrator does not have this level of control over DT
structure, a PDP can still retrieve the policy-related objects it
needs individually. But it will require nore LDAP access operations
to do the retrieval in this way. Figure 7 illustrates how LDAP
optimzation is acconpli shed.
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Figure 7. Using the pcinSubtreesPtrAuxC ass to Locate Policies

The PDP is configured initially with a DN reference to sonme entry in
the DIT. The structural class of this entry is not inportant; the
PDP is interested only in the pcinBubtreesPtrAuxC ass attached to it.
This auxiliary class contains a nulti-valued attribute with DN
references to objects that anchor subtrees containing policy-related
objects of interest to the PDP. Since pcinBubtreesPtrAuxC ass is an
auxiliary class, it can be attached to an entry that the PDP woul d
need to access anyway - perhaps an entry containing initial
configuration settings for the PDP, or for a PEP that uses the PDP

Once it has retrieved the DN references, the PDP will direct to each
of the objects identified by theman LDAP request that all entries in
its subtree be evaluated against the selection criteria specified in
the request. The LDAP-enabled directory then returns all entries in
that subtree that satisfy the specified criteria.

The selection criteria always specify that object class="pcinPolicy".
Since all classes representing policy rules, policy conditions, and
policy actions, both in the PCLS and in any donai n-specific schem
derived fromit, are subclasses of the abstract class policy, this
criterion evaluates to TRUE for all instances of these classes. To
acconmodat e speci al cases where a PDP needs to retrieve objects that
are not inherently policy-related (for exanple, an |IP address range
obj ect referenced by a subclass of pci mActi onAuxC ass representing
the DHCP action "assign fromthis address range"), the auxiliary

cl ass pci nEl ement AuxCl ass can be used to "tag" an entry, so that it
will be found by the selection criterion "object class=pcinPolicy"

The approach described in the precedi ng paragraph will not work for
certain directory inplenmentations, because these inplenentations do
not support matching of auxiliary classes in the objectd ass
attribute. For environments where these inplenentations are expected
to be present, the "tagging" of entries as relevant to policy can be
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acconpl i shed by inserting the special value "POLICY" into the |ist of
val ues contained in the pci nKeywords attribute (provided by the
pci nPol i cy cl ass).

If a PDP needs only a subset of the policy-related objects in the

i ndi cated subtrees, then it can be configured with additiona
selection criteria based on the pcinKeywords attribute defined in the
pcinPolicy class. This attribute supports both standardi zed and

adm ni strator- defined values. For exanple, a PDP could be
configured to request only those policy-related objects containing

t he keywords "DHCP'" and "Eastern US"

To optinize what is expected to be a typical case, the initial
request fromthe client includes not only the object to which its
"seed" DN references, but also the subtree contained under this
object. The filter for searching this subtree is whatever the client
is going to use later to search the other subtrees: object

cl ass="pci nPolicy" or the presence of the keyword "POLI CY", and/or
presence of a nore specific value of pcinKeywords (e.g., "QS Edge
Policy").

Returning to the exanple in Figure 7, we see that in the best case, a
PDP can get all the policy-related objects it needs, and only those
objects, with exactly three LDAP requests: one to its starting
object Ato get the references to B and C, as well as the
policy-related objects it needs fromthe subtree under A, and then
one each to B and Cto get all the policy-related objects that pass
the selection criteria with which it was configured. Once it has
retrieved all of these objects, the PDP can then traverse their
various DN references locally to understand the senmantic

rel ati onshi ps anong them The PDP should al so be prepared to find a
reference to another subtree attached to any of the objects it
retrieves, and to followthis reference first, before it follows any
of the semantically significant references it has received. This
recursion permts a structured approach to identifying rel ated
policies. In Figure 7, for exanple, if the subtree under B includes
departnental policies and the one under C includes divisiona
policies, then there mght be a reference fromthe subtree under Cto
an object D that roots the subtree of corporate-level policies.

A PDP SHOULD under stand the pci nSubt reesPtrAuxC ass cl ass, SHOULD be
capabl e of retrieving and processing the entries in the subtrees it
ref erences, and SHOULD be capabl e of doing all of this recursively.
The sane requirenents apply to any other entity needing to retrieve
policy information fromthe directory. Thus, a Policy Managenent
Tool that retrieves policy entries fromthe directory in order to
perform validation and conflict detection SHOULD al so understand and
be capabl e of using the pcinBubtreesPtrAuxC ass. Al of these
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requirenents are "SHOULD's rather than "MJST"s because an LDAP client
that doesn't inplement themcan still access and retrieve the
directory entries it needs. The process of doing so will just be

|l ess efficient than it would have been if the client had inpl enented
these optim zati ons.

When it is serving as a tool for creating policy entries in the
directory, a Policy Managenent Tool SHOULD support creation of
pci nSubt reesPt r AuxCl ass entries and their references to object

i nst ances.

4.5.1. Aiases and O her DI T-Optim zati on Techni ques

Additional flexibility in DIT structure is available to the policy
admi ni strator via LDAP aliasing and other techniques. Previous
versions of this docunent have used aliases. However, because

al i ases are experinmental, the use of aliases has been renoved from
this version of this docunment. This is because the | ETF has yet to
produce a specification on how aliases are represented in the
directory or how server inplenentations are to process aliases.

5. Cass Definitions

The senantics for the policy information classes that are to be
mapped directly fromthe informati on nodel to an LDAP representation
are detailed in [1]. Consequently, all that this docunent presents
for these classes is the specification for howto do the nmapping from
the informati on nodel (which is independent of repository type and
access protocol) to a formthat can be accessed using LDAP. Renenber
that sone new cl asses needed to be created (that were not part of

[1]) to inplement the LDAP mappi ng. These new LDAP-only cl asses are
fully docunented in this docunent.

The formal | anguage for specifying the classes, attributes, and DI T
structure and content rules is that defined in reference [3]. |If
your inplenentation does not support auxiliary class inheritance, you
will have to list auxiliary classes in content rules explicitly or
define themin another (inplenmentation-specific) way.

The following notes apply to this section in its entirety.

Note 1. in the following definitions, the class and attribute
definitions follow RFC 2252 [3] but they are line-wapped to enhance
human readability.

Note 2: where applicable, the possibilities for specifying DIT

structure and content rules are noted. However, care nust be taken
in specifying DIT structure rules. This is because X 501 [4] states
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that an entry nmay only exist in the DIT as a subordi nate to anot her
superior entry (the superior) if a DIT structure rule exists in the
gover ni ng subschenma whi ch:

1) indicates a nane formfor the structural object class of the
subordi nate entry, and

2) either includes the entry’'s superior structure rule as a possible
superior structure rule, or

3) does not specify a superior structure rule.

If this last case (3) applies, then the entry is defined to be a
subschema adninistrative point. This is not what is desired.
Therefore, care nust be taken in defining structure rules, and in
particul ar, they nmust be |ocally augnented.

Not e 3: \Wherever possible, both an equality and a substring nmatching
rule are defined for a particular attribute (as well as an ordering
match rule to enable sorting of matching results). This provides two
di fferent choices for the developer for maxinmumflexibility.

For exanple, consider the pcinRoles attribute (section 5.3). Suppose
that a PEP has reported that it is interested in pcinRules for three

roles Rl, R2, and R3. If the goal is to minimze queries, then the
PDP can supply three substring filters containing the three role
names.

These queries will return all of the pcinRules that apply to the PEP
but they may al so get sonme that do not apply (e.g., ones that contain
one of the roles Rl, R2, or R3 and one or nore other roles present in
a role-conbination [1]).

Anot her strategy would be for the PDP to use only equality filters.
Thi s approach elinminates the extraneous replies, but it requires the
PDP to explicitly build the desired rol e-conbinations itself. It

al so requires extra queries. Note that this approach is practica
only because the role nanes in a role conbination are required to
appear in al phabetical order

Note 4: in the followi ng definitions, note that all LDAP matching
rules are defined in [3] and in [9]. The correspondi ng X 500
mat ching rules are defined in [8].

Note 5: sone of the following attribute definitions specify

additional constraints on various data types (e.g., this integer has
values that are valid from1..10). Text has been added to instruct
servers and applications what to do if a value outside of this range
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is encountered. In all cases, if a constraint is violated, then the
policy rule SHOULD be treated as being disabl ed, neaning that
execution of the policy rule SHOULD be stopped.

5.1. The Abstract O ass pcinPolicy

The abstract class pcinPolicy is a direct mappi ng of the abstract
class Policy fromthe PCOM The class value "pcinPolicy" is also
used as the nmechanismfor identifying policy-related instances in the
Directory Information Tree. An instance of any class may be "tagged"
with this class value by attaching to it the auxiliary class

pci nEl enent AuxCl ass. Since pcinPolicy is derived fromthe class

dl mLManagedEl enent defined in reference [6], this specification has a
normat i ve dependency on that el enent of reference [6].

The class definition is as follows:

( 1.3.6.1.1.6.1.1 NAME ' pci nPol i cy’
DESC ' An abstract class that is the base class for all classes
that describe policy-related instances.’
SUP dI nilManagedEl enent
ABSTRACT
MAY ( cn $ dl nCaption $ dl mDescription $ orderedC nKeys $
pci nKeywor ds )
)

The attribute cn is defined in RFC 2256 [7]. The dl nCaption
dl mDescri ption, and orderedCi nKeys attributes are defined in [6].

The pci nKeywords attribute is a nulti-valued attribute that contains
a set of keywords to assist directory clients in |locating the policy
objects identified by these keywords. It is defined as foll ows:

( 1.3.6.1.1.6.2.3 NAME ' pci nKeywor ds
DESC ' A set of keywords to assist directory clients in
| ocating the policy objects applicable to them’
EQUALI TY casel gnoreMat ch
ORDERI NG casel gnor eOr deri nghat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
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5.2. The Three Policy G oup O asses

PCIM[1] defines the PolicyGoup class to serve as a generalized
aggregati on nechani sm enabling PolicyRul es and/ or PolicyGoups to be
aggregated together. PCLS maps this class into three LDAP cl asses,
cal l ed pci naroup, pcinmG oupAuxd ass, and pci nouplnstance. This is
done in order to provide naximum flexibility for the D T designer

The class definitions for the three policy group classes are |isted
bel ow. These class definitions do not include attributes to realize
the PolicyRul el nPolicyG oup and Pol i cyG oupl nPolicyG oup associ ations
fromthe PCCM This is because a pcingoup object refers to

i nstances of pcim&oup and pcinRule via, respectively, the attribute
pci m& oupsAuxCont ai nedSet in the pci nlar oupCont ai nnent AuxCl ass obj ect
class and the attribute pci nRul esAuxCont ai nedSet in the

pci mRul eCont ai nnent AuxCl ass obj ect cl ass.

To maxim ze flexibility, the pcinGroup class is defined as abstract.
The subcl ass pci nar oupAuxCl ass provides for auxiliary attachnment to
anot her entry, while the structural subclass pci & oupl nstance is
available to represent a policy group as a standal one entry.

The class definitions are as follows. First, the definition of the
abstract class pci nGoup:

( 1.3.6.1.1.6.1.2 NAME ’ pci nG oup’
DESC ' A container for a set of related pci nRul es and/ or
a set of related pci nzoups.’
SUP pci nPol i cy
ABSTRACT
MAY ( pci m& oupNane )
)

The one attribute of pcinroup is pcinroupNane. This attribute is
used to define a user-friendly nane of this policy group, and may be
used as a nanming attribute if desired. It is defined as foll ows:

( 1.3.6.1.1.6.2.4 NAME ' pci m& oupNane’
DESC ' The user-friendly name of this policy group.
EQUALI TY casel gnor eMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 15
SI NGLE- VALUE
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The two subcl asses of pcimaoup are defined as follows. The class
pci n>r oupAuxCl ass is an auxiliary class that can be used to collect a
set of related pcinRule and/or pcinmGoup classes. It is defined as
fol | ows:

( 1.3.6.1.1.6.1.3 NAME ’ pci nGr oupAuxd ass
DESC ' An auxiliary class that collects a set of related
pci mRul e and/ or pci mGroup entries.
SUP pci nr oup

AUXI LI ARY
)
The class pci m&aouplnstance is a structural class that can be used to
collect a set of related pcimRul e and/ or pci m&oup classes. It is

defined as foll ows:

( 1.3.6.1.1.6.1.4 NAME ' pci n>x oupl nst ance
DESC ' A structural class that collects a set of related
pci nRul e and/ or pci nG oup entries.
SUP pci nr oup
STRUCTURAL
)

A DT content rule could be witten to enable an instance of

pci m& oupl nstance to have attached to it either references to one or
nore policy groups (using pcinmaoupContai nment AuxCl ass) or references
to one or nore policy rules (using pcinRul eContai nnent Auxd ass).

This would be used to formalize the semantics of the PolicyG oup
class [1]. Since these semantics do not include specifying any
properties of the PolicyGoup class, the content rule wuld not need
to specify any attributes.

Simlarly, three separate DIT structure rules could be witten, each
of which would refer to a specific name formthat identified one of
the three possible naming attributes (i.e., pcimaoupNane, cn, and
orderedCl MKeys) for the pcinroup object class. This structure rule
SHOULD i nclude a superiorStructureRule (see Note 2 at the beginning
of section 5). The three nanme forns referenced by the three
structure rules woul d each define one of the three naming attributes.

5.3. The Three Policy Rule O asses
The i nformati on nodel defines a PolicyRule class to represent the "If
Condition then Action" senantics associated with processing policy

information. For maximumflexibility, the PCLS maps this class into
three LDAP cl asses.
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To maximze flexibility, the pcinRule class is defined as abstract.
The subcl ass pci nRul eAuxd ass provides for auxiliary attachnment to
anot her entry, while the structural subclass pcinRul el nstance is
available to repres