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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

The Donmai n Name System (DNS) has becone a critical operational part
of the Internet infrastructure yet it has no strong security
mechani snms to assure data integrity or authentication. Extensions to
the DNS are described that provide these services to security aware
resol vers or applications through the use of cryptographic digita
signatures. These digital signatures are included in secured zones
as resource records. Security can still be provided even through
non-security aware DNS servers in many cases.

The extensions al so provide for the storage of authenticated public
keys in the DNS. This storage of keys can support general public key
distribution service as well as DNS security. The stored keys enabl e
security aware resolvers to learn the authenticating key of zones in
addition to those for which they are initially configured. Keys
associ ated with DNS nanes can be retrieved to support other

protocols. Provision is nmade for a variety of key types and

al gorithns.

In addition, the security extensions provide for the optiona
aut henti cation of DNS protocol transactions.
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1. Overview of Contents

Thi s docunent describes extensions of the Domai n Name System (DNS)
protocol to support DNS security and public key distribution. It
assunes that the reader is famliar with the Dormai n Nane System
particularly as described in RFCs 1033, 1034, and 1035.

Section 2 provides an overvi ew of the extensions and the key
distribution, data origin authentication, and transaction and request
security they provide.

Section 3 discusses the KEY resource record, its structure, use in
DNS responses, and file representation. These resource records
represent the public keys of entities named in the DNS and are used
for key distribution.
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Section 4 discusses the SIGdigital signature resource record, its
structure, use in DNS responses, and file representation. These
resource records are used to authenticate other resource records in
the DNS and optionally to authenticate DNS transacti ons and requests.

Section 5 discusses the NXT resource record and its use in DNS
responses. The NXT RR pernmits authenticated denial in the DNS of the
exi stence of a name or of a particular type for an existing nane.

Section 6 di scusses how a resolver can be configured with a starting
key or keys and proceed to securely resolve DNS requests.

I nteractions between resolvers and servers are discussed for al

conbi nations of security aware and security non-aware. Two

addi tional query header bits are defined for signaling between

resol vers and servers

Section 7 reviews a variety of operational considerations including
key generation, lifetine, and storage.

Section 8 defines |evels of conformance for resol vers and servers.

Section 9 provides a few paragraphs on overall security
consi derati ons.

An Appendi x is provided that gives details of base 64 encodi ng which
is used in the file representation of sonme RRs defined in this
docunent .

2. Overview of the DNS Extensions

The Donai n Nane System (DNS) protocol security extensions provide
three distinct services: key distribution as described in Section 2.2
bel ow, data origin authentication as described in Section 2.3 bel ow,
and transaction and request authentication, described in Section 2.4
bel ow.

Special considerations related to "tine to live", CNAMEs, and
del egation points are al so discussed in Section 2.3.

2.1 Services Not Provided

It is part of the design philosophy of the DNS that the data in it is
public and that the DNS gives the sane answers to all inquirers.

Fol I owi ng this phil osophy, no attenpt has been nade to include any

sort of access control lists or other neans to differentiate
i nquirers.

East | ake & Kauf man St andards Track [ Page 4]



RFC 2065 DNS Security Extensions January 1997

In addition, no effort has been nade to provide for any
confidentiality for queries or responses. (This service may be
avai l abl e via | PSEC [ RFC 1825].)

2.2 Key Distribution

Resource records (RRs) are defined to associate keys with DNS nanes.
This permits the DNS to be used as a public key distribution

mechani smin support of the DNS data origin authentication and ot her
security services.

The syntax of a KEY resource record (RR) is described in Section 3.

It includes an algorithmidentifier, the actual public key
paraneters, and a variety of flags including those indicating the
type of entity the key is associated with and/or asserting that there
is no key associated with that entity.

Under conditions described in Section 3.7, security aware DNS servers
will automatically attenpt to return KEY resources as additiona

i nformati on, along with those resource records actually requested, to
m nimze the nunber of queries needed.

2.3 Data Origin Authentication and Integrity

Aut hentication is provided by associating with resource records in
the DNS cryptographically generated digital signatures. Commonly,
there will be a single private key that signs for an entire zone. If
a security aware resolver reliably learns the public key of the zone,
it can verify, for signed data read fromthat zone, that it was
properly authorized and is reasonably current. The expected

i npl enentation is for the zone private key to be kept off-line and
used to re-sign all of the records in the zone periodically.

This data origin authentication key belongs to the zone and not to
the servers that store copies of the data. That nmeans conprom se of
a server or even all servers for a zone will not necessarily affect
the degree of assurance that a resolver has that it can determn ne
whet her data is genui ne.

A resolver can learn the public key of a zone either by reading it
fromDNS or by having it staticly configured. To reliably learn the
public key by reading it fromDNS, the key itself nust be signed.
Thus, to provide a reasonabl e degree of security, the resol ver nust
be configured with at |least the public key of one zone that it can
use to authenticate signatures. Fromthere, it can securely read the
public keys of other zones, if the intervening zones in the DNS tree
are secure and their signed keys accessible. (It is in principle
nore secure to have the resolver manually configured with the public
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keys of multiple zones, since then the conpronise of a single zone
woul d not permt the faking of information fromother zones. It is
al so nore administratively cunbersone, however, particularly when
public keys change.)

Addi ng data origin authentication and integrity requires no change to
the "on-the-wire" DNS protocol beyond the addition of the signature
resource type and, as a practical matter, the key resource type
needed for key distribution. This service can be supported by

exi sting resolver and server inplenentations so |ong as they can
support the additional resource types (see Section 8). The one
exception is that CNAME referrals froma secure zone can not be
authenticated if they are fromnon-security aware servers (see
Section 2.3.5).

If signatures are always separately retrieved and verified when
retrieving the information they authenticate, there will be nore
trips to the server and performance will suffer. To avoid this,
security aware servers mitigate that degradation by always attenpting
to send the signature(s) needed.

2.3.1 The SI G Resource Record

The syntax of a SIG resource record (signature) is described in
Section 4. It includes the type of the RR(s) being signed, the nane
of the signer, the time at which the signature was created, the tine
it expires (when it is no longer to be believed), its original time
to live (which may be longer than its current tinme to |live but cannot
be shorter), the cryptographic algorithmin use, and the actua

si gnature.

Every nane in a secured zone will have associated with it at |east
one SI G resource record for each resource type under that nanme except
for glue RRs and delgation point NS RRs. A security aware server
supporting the performance enhanced version of the DNS protoco
security extensions will attenpt to return, with RRs retrieved, the
corresponding SIGs. |If a server does not support the protocol, the
resolver nust retrieve all the SIGrecords for a nane and sel ect the
one or ones that sign the resource record(s) that resolver is
interested in.
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2.3.2 Authenticating Name and Type Non-exi stence

The above security mechani sm provides only a way to sign existing RRs
in a zone. "Data origin" authentication is not obviously provided
for the non-existence of a domain nanme in a zone or the non-existence
of a type for an existing name. This gap is filled by the NXT RR

whi ch authenticatably asserts a range of non-existent nanes in a zone
and t he non-exi stence of types for the name just before that range.

Section 5 bel ow covers the NXT RR
2.3.3 Special Considerations Wth Tinme-to-Live

A digital signature will fail to verify if any change has occurred to
the data between the tinme it was originally signed and the tine the
signature is verified. This conflicts with our desire to have the
time-to-live field tick down when resource records are cached

This could be avoided by leaving the tine-to-live out of the digita
signature, but that would allow unscrupul ous servers to set
arbitrarily long time to live values undetected. |Instead, we include
the "original" time-to-live in the signature and conmuni cate that
data in addition to the current tinme-to-live. Unscrupul ous servers
under this schene can manipulate the tine to live but a security
aware resolver will bound the TTL value it uses at the origina
signed value. Separately, signatures include a tinme signed and an
expiration time. A resolver that knows the absolute tine can
determ ne securely whether a signature has expired. It is not
possible to rely solely on the signature expiration as a substitute
for the TTL, however, since the TTL is primarily a database

consi stency nechani smand, in any case, non-security aware servers
that depend on TTL nust still be supported.

2.3.4 Special Considerations at Del egation Points

DNS security would Iike to view each zone as a unit of data

conpl etely under the control of the zone owner and signed by the
zone's key. But the operational DNS views the | eaf nodes in a zone,
whi ch are al so the apex nodes of a subzone (i.e., delegation points),
as "really" belonging to the subzone. These nodes occur in two
master files and may have RRs signed by both the upper and | ower
zone's keys. A retrieval could get a nixture of these RRs and Sl Gs,
especially since one server could be serving both the zone above and
bel ow a del egati on point.

In general, there nust be a zone KEY RR for the subzone in the

superzone and the copy signed in the superzone is controlling. For
all but one other RR type that should appearing in both the superzone
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and subzone, the data fromthe subzone is nore authoritative. To
avoid conflicts, only the KEY RR in the superzone should be signed
and the NS and any A (glue) RRs should only be signed in the subzone.
The SOA and any other RRs that have the zone nane as owner shoul d
appear only in the subzone and thus are signed there. The NXT RR type
is an exceptional case that will always appear differently and
authoritatively in both the superzone and subzone, if both are
secure, as described in Section 5.

2.3.5 Special Considerations with CNAME RRs

There is a significant problemwhen security related RRs with the
same owner nane as a CNAME RR are retrieved froma non-security-aware
server. |In particular, an initial retrieval for the CNAME or any

other type will not retrieve any associ ated signature, key, or NXT
RR. For types other than CNAME, it will retrieve that type at the

target name of the CNAME (or chain of CNAMES) and will return the

CNAME as additional information. |In particular, a specific retrieva
for type SIGwill not get the SIG if any, at the original CNAME
domai n name but rather a SIG at the target nane.

In general, security aware servers MJST be used to securely CNAME in
DNS. Security aware servers nust (1) allow KEY, SIG and NXT RRs
along with CNAME RRs, (2) suppress CNAME processing on retrieval of
these types as well as on retrieval of the type CNAME, and (3)
automatically return SIG RRs authenticating the CNAVE or CNAMES
encountered in resolving a query. This is a change fromthe previous
DNS standard whi ch prohibited any other RR type at a node where a
CNAME RR was present.

2.3.6 Signers G her Than The Zone

There are two cases where a SIG resource record is signed by other
than the zone private key. One is for support of dynam c update
where an entity is permtted to authenticate/update its own records.
The public key of the entity nust be present in the DNS and be
appropriately signed but the other RR(s) may be signed with the
entity’'s key. The other is for support of transaction and request
aut hentication as described in Section 2.4 imedi ately bel ow.

2.4 DNS Transaction and Request Authentication
The data origin authentication service described above protects

retrieved resource records but provides no protection for DNS
requests or for nessage headers.
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I f header bits are falsely set by a server, there is little that can
be done. However, it is possible to add transaction authentication
Such aut hentication nmeans that a resolver can be sure it is at |east
getting nessages fromthe server it thinks it queried, that the
response is fromthe query it sent, and that these nessages have not
been diddled in transit. This is acconplished by optionally adding a
special SIGresource record at the end of the reply which digitally
signs the concatenation of the server’s response and the resolver’'s

query.

Requests can al so be authenticated by including a special SIG RR at
the end of the request. Authenticating requests serves no function
in the current DNS and requests with a non-enpty additiona

i nformation section are ignored by alnost all current DNS servers.
However, this syntax for signing requests is defined in connection
wi th authenticating future secure dynani c update requests or the
like.

The private keys used in transaction and request security belongs to
t he host conposing the request or reply nessage, not to the zone

i nvol ved. The corresponding public key is nornmally stored in and
retrieved fromthe DNS

Because requests and replies are highly variable, nessage

aut hentication SI G can not be pre-calculated. Thus it will be
necessary to keep the private key on-line, for exanple in software or
in a directly connected piece of hardware.

3. The KEY Resource Record

The KEY resource record (RR) is used to docunent a key that is
associated with a Donmain Nane System (DNS) nanme. It will be a public
key as only public keys are stored in the DNS. This can be the
public key of a zone, a host or other end entity, or a user. A KEY
RR is, like any other RR authenticated by a SIG RR Security aware
DNS i npl enent ati ons MJUST be designed to handle at | east two

simul taneously valid keys of the sane type associated with a nane.

The type nunber for the KEY RRis 25.
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3.1 KEY RDATA for mat

The RDATA for a KEY RR consists of flags, a protocol octet, the
al gorithm nunber, and the public key itself. The format is as
fol | ows:

1111111111222222222233
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| flags | pr ot ocol | algorithm |
B T e o i S I i i S S N iy St S I S S

| /
/ public key /
/ /
R S R i S NI S R S R i S i R i i NI I R R i il

The meani ng of the KEY RR owner nane, flags, and protocol octet are
described in Sections 3.2, 3.3 and 3.4 below respectively. The flags
and al gorithm nust be exani ned before any data follow ng the
algorithmoctet as they control the format and even whether there is
any following data. The algorithmand public key fields are

described in Section 3.5. The format of the public key is algorithm
dependent .

3.2 Object Types, DNS Nanes, and Keys

The public key in a KEY RR belongs to the object named in the owner
nane.

This DNS nane nay refer to up to three different categories of

things. For exanple, dee.cybercash.comcould be (1) a zone, (2) a
host or other end entity , and (3) the mapping into a DNS name of the
user or account dee@ybercash.com Thus, there are flags, as
described below, in the KEY RRto indicate with which of these roles
the owner name and public key are associated. Note that an
appropriate zone KEY RR MJUST occur at the apex node of a secure zone
and at every |leaf node which is a del egation point (and thus the same
owner nane as the apex of a subzone) within a secure zone.

Al t hough t he sanme name can be used for up to all three of these

cat egories, such overloading of a name is discouraged. It is also
possi ble to use the sane key for different things with the sane nane
or even different nanmes, but this is strongly discouraged. In

particular, the use of a zone key as a non-zone key will usually
require that the corresponding private key be kept on line and
t her eby become nore vul nerabl e.
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In addition to the nane type bits, there are additional flag bits
including the "type" field, "experinmental" bit, "signatory" field,
etc., as described bel ow

3.3 The KEY RR Flag Field
In the "flags" field:

Bit O and 1 are the key "type" field. Bit 0 a one indicates
that use of the key is prohibited for authentication. Bit 1 a one
i ndicates that use of the key is prohibited for confidentiality. If
this field is zero, then use of the key for authentication and/or
confidentiality is permtted. Note that DNS security makes use of
keys for authentication only. Confidentiality use flagging is
provided for use of keys in other protocols. Inplenentations not
i ntended to support key distribution for confidentiality MAY require
that the confidentiality use prohibited bit be on for keys they
serve. |If both bits of this field are one, the "no key" value, there
is no key information and the RR stops after the algorithmoctet. By
the use of this "no key" value, a signed KEY RR can authenticatably
assert that, for exanple, a zone is not secured.

Bit 2 is the "experinmental" bit. 1t is ignored if the type
field indicates "no key" and the follow ng description assunes that
type field to be non-zero. Keys nmay be associated with zones,
entities, or users for experinmental, trial, or optional use, in which
case this bit will be one. |If this bit is a zero, it neans that the
use or availability of security based on the key is "mandatory".

Thus, if this bit is off for a zone key, the zone should be assuned
secured by SIG RRs and any responses indicating the zone is not

secured shoul d be considered bogus. |If this bit is a one for a host
or end entity, it might sonetines operate in a secure node and at
other times operate w thout security. The experinmental bit, like all

other aspects of the KEY RR, is only effective if the KEY RRis
appropriately signed by a SIG RR  The experinmental bit nust be zero
for safe secure operation and should only be a one for a mnina
transition period.

Bits 3-4 are reserved and nust be zero.

Bit 5 on indicates that this is a key associated with a "user”
or "account" at an end entity, usually a host. The coding of the
owner nane is that used for the responsible individual mailbox in the
SCA and RP RRs: The owner name is the user name as the name of a node
under the entity nane. For exanple, "j.random.user" on
host . subdomai n. domai n coul d have a public key associated through a
KEY RR with name j\.random user. host. subdonmai n. domai n and t he user
bit a one. It could be used in an security protocol where
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aut hentication of a user was desired. This key m ght be useful in IP
or other security for a user level service such a telnet, ftp,
rlogin, etc.

Bit 6 on indicates that this is a key associated with the non-
zone "entity" whose nane is the RR owner nane. This will comonly be
a host but could, in some parts of the DNS tree, be sone other type
of entity such as a tel ephone nunber [RFC 1530]. This is the public
key used in connection with the optional DNS transaction
aut hentication service if the owner nane is a DNS server host. It
could al so be used in an I P-security protocol where authentication of
at the host, rather than user, |evel was desired, such as routing,
NTP, etc.

Bit 7 is the "zone" bit and indicates that this is a zone key
for the zone whose nane is the KEY RR owner nanme. This is the public
key used for DNS data origin authentication

Bit 8 is reserved to be the | PSEC [ RFC 1825] bit and i ndicates
that this key is valid for use in conjunction with that security
standard. This key could be used in connection with secured
communi cati on on behalf of an end entity or user whose name is the
owner nane of the KEY RRif the entity or user bits are on. The
presence of a KEY resource with the I PSEC and entity bits on and
experinental and no-key bits off is an assertion that the host speaks
| PSEC.

Bit 9 is reserved to be the "email" bit and indicate that this
key is valid for use in conjunction with MM security multiparts.
This key could be used in connection with secured comuni cation on
behal f of an end entity or user whose nane is the owner nane of the
KEY RRif the entity or user bits are on

Bits 10-11 are reserved and nust be zero.

Bits 12-15 are the "signatory" field. |If non-zero, they
i ndi cate that the key can validly sign RRs or updates of the same
nane. |If the owner name is a wildcard, then RRs or updates with any
nane which is in the wildcard s scope can be signed. Fifteen
di fferent non-zero values are possible for this field and any
differences in their nmeaning are reserved for definition in
connection with DNS dynami c update or other new DNS conmands. Zone
keys al ways have authority to sign any RRs in the zone regardl ess of
the value of this field. The signatory field, like all other aspects
of the KEY RR, is only effective if the KEY RRis appropriately
signed by a SIG RR
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3.4 The Protocol Cctet

It is anticipated that sonme keys stored in DNS will be used in
conjunction with Internet protocols other than DNS (keys with zone
bit or signatory field non-zero) and | PSEC/ email (keys with | PSEC
and/or enmil bit set). The protocol octet is provided to indicate
that a key is valid for such use and, for end entity keys or the host
part of user keys, that the secure version of that protocol is

i mpl emented on that entity or host.

Val ues between 1 and 191 decimal inclusive are avail able for
assignnent by | ANA for such protocols. The 63 val ues between 192 and
254 inclusive will not be assigned to a specific protocol and are
avai l abl e for experimental use under bilateral agreement. Value O

i ndicates, for a particular key, that it is not valid for any
particul ar additional protocol beyond those indicated in the flag
field. And value 255 indicates that the key is valid for all assigned
protocols (those in the 1 to 191 range).

It is intended that new uses of DNS stored keys would initially be
i mpl enent ed, and operational experience gained, using the

experinental range of the protocol octet. |If denmand for w despread
depl oynent for the indefinite future warrants, a value in the
assigned range would then be designated for the protocol. Finally,

(1) should the protocol becone so w despread in conjunction wth
other protocols and with which it shares key val ues that duplicate
RRs are a serious burden and (2) should the protocol provide
substantial facilities not available in any protocol for which a
flags field bit has been allocated, then one of the remaining flag
field bits nay be allocated to the protocol. Wen such a bit has been
al | ocated, a key can be sinultaneously indicated as valid for that
protocol and the entity or host can be sinultaneously flagged as

i mpl ementing the secure version of that protocol, along with other
protocols for which flag field bits have been assi gned.

3.5 The KEY Al gorithm Nunber and the MD5/ RSA Al gorithm

This octet is the key algorithmparallel to the same field for the
SIG resource. The MD5/ RSA al gorithm described in this docunent is
nunber 1. Nunbers 2 through 252 are avail able for assignnment should
sufficient reason arise. However, the designation of a new algorithm
could have a nmmjor inpact on interoperability and requires an | ETF
standards action. Nunber 254 is reserved for private use and wll
never be assigned a specific algorithm For nunber 254, the public
key area shown in the packet di agram above will actually begin with a
I ength byte followed by an Cbject ldentifier (OD) of that |ength.
The O D indicates the private algorithmin use and the renai nder of
the area is whatever is required by that algorithm Nunber 253 is
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reserved as the "expiration date al gorithni for use where the
expiration date or other labeling fields of SIGs are desired without
any actual security. It is anticipated that this algorithmwll only
be used in connection with some nodes of DNS dynami c update. For
nunber 253, the public key area is null. Values 0 and 255 are
reserved.

If the type field does not have the "no key" value and the al gorithm
field is 1, indicating the MD5/RSA algorithm the public key field is
structured as foll ows:

1111111111222222222233
01234567890123456789012345678901
i T S e S i ol s i T T O S S i T S B
xp | ength| public key exponent /
B i S I i it s S T S S S S S S S S S

+ @ +

+-
|

+- -
| /
+- nodul us /
| /
- /

T T S S S S S e

To pronote interoperability, the exponent and nodul us are each
limted to 2552 bits in length. The public key exponent is a

vari able I ength unsigned integer. Its length in octets is
represented as one octet if it is in the range of 1 to 255 and by a
zero octet followed by a two octet unsigned length if it is |onger
than 255 bytes. The public key nodulus field is a multiprecision
unsigned integer. The length of the nodul us can be deternined from
the RDLENGTH and t he precedi ng RDATA fields including the exponent.
Leadi ng zero bytes are prohibited in the exponent and nodul us.

3.6 Interaction of Flags, Algorithm and Protocol Bytes

Vari ous conbi nati ons of the no-key type value, algorithm byte,
protocol byte, and any protocol indicating flags (such as the
reserved | PSEC flag) are possible. (Note that the zone flag bit
being on or the signatory field being non-zero is effectively a DNS
protocol flag on.) The neaning of these conbinations is indicated
bel ow
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NK = no key type val ue
AL = algorithm byte
PR = protocols indicated by protocol byte or protocol flags

X represents any valid non-zero val ue(s).

AL PR NK Meaning

0 0 0 Illegal, clains key but has bad algorithmfield.
0O O 1 Specifies total lack of security for owner
0 X 0 Illegal, clains key but has bad algorithmfield.
0 X 1 Speci fied protocols insecure, others may be secure.
X 0 0 Usel ess. G ves key but no protocols to use it.
X 0 1 Usel ess. Denies key but for no protocols.
X X 0 Specifies key for protocols and asserts that
those protocols are inplemented with security.
X X 1 Al gorithm not understood for protocol

(remenber, in reference to the above table, that a protoco
byte of 255 neans all protocols with protocol byte val ues
assi gned)

3.7 KEY RRs in the Construction of Responses

An explicit request for KEY RRs does not cause any special additiona
i nformati on processing except, of course, for the corresponding SIG
RR froma security aware server.

Security aware DNS servers MJIST include KEY RRs as additiona
information in responses where appropriate including the foll ow ng:

(1) On the retrieval of NS RRs, the zone key KEY RR(s) for the zone
served by these name servers MJST be included as additiona
information if space is avilable. There will always be at |east one

such KEY RR in a secure zone, even if it has the no-key type value to

indicate that the subzone is insecure. |If not all additiona
information will fit, the KEY RR(s) have higher priority than type A
or AAAA glue RRs. |f such a KEY RR does not fit on a retrieval, the
retrieval nust be considered truncated.

(2) On retrieval of type A or AAAA RRs, the end entity KEY RR(s) MJST

be included if space is available. On inclusion of A or AAAA RRs as
additional information, their KEY RRs will also be included but with
lower priority than the relevant A or AAAA RRs.
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3.8 File Representation of KEY RRs
KEY RRs nmay appear as lines in a zone data naster file.

The flag field, protocol, and al gorithm nunber octets are then
represented as unsigned integers. Note that if the type field has
the "