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Format (CRMF), and transfer based on HTTP or Constrained Application Protocol (CoAP) in a
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This document specifies PKI management operations supporting machine-to-machine and IoT
use cases. Its focus is to maximize automation and interoperability between all involved PKI
entities, ranging from end entities (EEs) over any number of intermediate PKI management
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entities, such as registration authorities (RAs), to the Certificate Management Protocol (CMP)
[RFC4210] endpoints of certification authority (CA) systems. This profile makes use of the
concepts and syntax specified in CMP [RFC4210] [RFC9480] [RFC9481], Certificate Request
Message Format (CRMF) [RFC4211] [RFC9045], Cryptographic Message Syntax (CMS) [RFC5652]
[RFC8933], HTTP transfer for CMP [RFC6712], and CoAP transfer for CMP [RFC9482]. CMP, CRMF,
and CMS are feature-rich specifications, but most application scenarios use only a limited subset
of the same specified functionality. Additionally, the standards are not always precise enough on
how to interpret and implement the described concepts. Therefore, this document aims to tailor
the available options and specify how to use them in adequate detail to make the
implementation of interoperable automated certificate management as straightforward and
lightweight as possible.

While this document was being developed, documents intended to obsolete RFC 4210 [PKIX-CMP]
and RFC 6712 [HTTP-CMP] were posted, and they include the full set of changes described in CMP
Updates [RFC9480].

1.1. How to Read This Document

This document has become longer than the authors would have liked it to be. Yet apart from
studying Section 3, which contains general requirements, the reader does not have to work
through the whole document. The guidance in Sections 1.9 and 7 should be used to figure out
which parts of Sections 4 to 6 are relevant for the target certificate management solution,
depending on the PKI management operations, their variants, and types of message transfer
needed.

Since conformity to this document can be achieved by implementing only the functionality
declared mandatory in Section 7, the profile can still be called lightweight because, in particular
for end entities, the mandatory-to-implement set of features is rather limited.

1.2. Conventions and Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

The term "PROHIBITED" is to be interpreted to mean that the respective ASN.1 field SHALL NOT
be present or used.

Technical terminology is used in conformance with [RFC4210], [RFC4211], [RFC5280], and
IEEE 802.1AR [IEEE.802.1AR_2018]. The following terminology is used:

CA: Certification authority, which issues certificates.
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RA:  Registration authority, an optional PKI component to which a CA delegates certificate
management functions, such as end entity authentication and authorization checks for
incoming requests. An RA can also provide conversion between various certificate
management protocols and other protocols providing some operations related to
certificate management.

LRA: Local registration authority, a specific form of RA with proximity to the end entities.

Note: For ease of reading, this document also uses the term "RA" for LRAs in all cases
where the difference is not relevant.

KGA: Key generation authority, an optional system component, typically colocated with an RA
or CA, that offers key generation services to end entities.

EE: End entity, typically a device or service that holds a public-private key pair for which it
manages a public key certificate. An identifier for the EE is given as the subject of its
certificate.

The following terminology is reused from [RFC4210] as follows:

PKI management operation: All CMP messages belonging to a single transaction. The
transaction is identified by the transactionID field of the message

headers.
PKI management entity: A non-EE PKI entity, i.e., an RA or a CA.
PKI entity: An EE or PKI management entity.

CMP messages are referred to by the names of PKIBody choices defined in Section 5.1.2 of
[RFC4210] and are further described in Section 4 of this document.

The following terms are introduced in this document:

CMP protection key: The private key used to sign a CMP message.

CMP protection certificate:  The certificate related to the CMP protection key. If the keyUsage
extension is present, it MUST include digitalSignature.

1.3. Motivation for a Lightweight Profile of CMP

CMP was standardized in 1999 and is implemented in several PKI products. In 2005, a completely
reworked and enhanced version 2 of CMP [RFC4210] and CRMF [RFC4211] has been published,
followed by a document specifying a transfer mechanism for CMP messages using HTTP
[RFC6712] in 2012.

CMP is a capable protocol and could be used more widely. CMP [RFC4210] and CMP Updates
[RFC9480] offer a very large set of features and options. On one hand, this makes CMP applicable
to a very wide range of scenarios; on the other hand, a full implementation supporting all
options is not realistic because this would take undue effort.
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In order to reduce complexity, the set of mandatory PKI management operations and variants
required by this specification has been kept lean. This limits development efforts and minimizes
resource needs, which is particularly important for memory-constrained devices. To this end,
when there was design flexibility to either have necessary complexity on the EE or in the PKI
management entity, this profile chose to include it in the PKI management entities where
typically more computational resources are available. Additional recommended PKI
management operations and variants support some more complex scenarios that are considered
beneficial for environments with more specific demands or boundary conditions. The optional
PKI management operations support less common scenarios and requirements.

Moreover, many details of the Certificate Management Protocol have been left open or have not
been specified in full preciseness. The profiles specified in Appendices D and E of [RFC4210]
define some more detailed PKI management operations. Yet the specific needs of highly
automated scenarios for machine-to-machine communication are not covered sufficiently.

Profiling is a way to reduce feature richness and complexity of standards to what is needed for
specific use cases. 3GPP and UNISIG already use profiling of CMP as a way to cope with these
challenges. To profile means to take advantage of the strengths of the given protocol while
explicitly narrowing down the options it provides to those needed for the purpose(s) at hand and
eliminating all identified ambiguities. In this way, the general aspects of the protocol are utilized
and only the special requirements of the target scenarios need to be dealt with using distinct
features the protocol offers.

Defining a profile for a new target environment takes high effort because the range of available
options needs to be well understood and the selected options need to be consistent with each
other and suitably cover the intended application scenario. Since most industrial PKI
management use cases typically have much in common, it is worth sharing this effort, which is
the aim of this document. Other standardization bodies can reference this document and further
tailor the PKI management operations to their needs to avoid coming up with individual profiles
from scratch.

1.4. Special Requirements of Industrial and IoT Scenarios

The profiles specified in Appendices D and E of [RFC4210] have been developed particularly for
managing certificates of human end entities. With the evolution of distributed systems and
client-server architectures, certificates for machines and applications on them have become
widely used. This trend has strengthened even more in emerging industrial and IoT scenarios.
CMP is sufficiently flexible to support them well.

Today's IT security architectures for industrial solutions typically use certificates for endpoint
authentication within protocols like IPsec, TLS, or Secure Shell (SSH). Therefore, the security of
these architectures highly relies upon the security and availability of the implemented certificate
management operations.

Due to increasing security and availability needs in operational technology, especially when used
for critical infrastructures and systems with a high number of certificates, a state-of-the-art
certificate management system must be constantly available and cost-efficient, which calls for
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high automation and reliability. Consequently, "Framework for Improving Critical Infrastructure
Cybersecurity" [NIST.CSWP.04162018] refers to proper processes for issuance, management,
verification, revocation, and audit of authorized devices, users, and processes involving identity
and credential management. According to commonly accepted best practices, such PKI
management operations are also required in [[EC.62443-3-3] for security level 2 and higher.

Further challenges in many industrial systems are network segmentation and asynchronous
communication. Also, PKI management entities like certification authorities (CAs) are not
typically deployed on-site but in a highly protected data center environment, e.g., operated
according to ETSI Policy and security requirements for Trust Service Providers issuing
certificates [ETSI-EN.319411-1]. Certificate management must be able to cope with such network
architectures. CMP offers the required flexibility and functionality, namely authenticated self-
contained messages, efficient polling, and support for asynchronous message transfer while
retaining end-to-end authentication.

1.5. Existing CMP Profiles

As already stated, [RFC4210] contains profiles with mandatory and optional PKI management
operations in Appendices D and E of [RFC4210]. Those profiles focus on management of human
user certificates and only partly address the specific needs of certificate management automation
for unattended devices or machine-to-machine application scenarios.

Both Appendices D and E of [RFC4210] focus on PKI management operations between an EE and
an RA or CA. They do not address further profiling of RA-to-CA communication, which is typically
needed for full backend automation. All requirements regarding algorithm support for
Appendices D and E of [RFC4210] have been updated by Section 7.1 of CMP Algorithms
[RFC9481].

3GPP makes use of CMP [RFC4210] in its Technical Specification 33.310 [ETSI-3GPP.33.310] for
automatic management of IPsec certificates in 3G, LTE, and 5G backbone networks. Since 2010, a
dedicated CMP profile for initial certificate enrollment and certificate update operations between
EEs and RAs/CAs is specified in that document.

In 2015, UNISIG included a CMP profile for enrollment of TLS certificates in the Subset-137
specifying the ETRAM/ETCS online key management for train control systems
[UNISIG.Subset-137].

Both standardization bodies tailor CMP [RFC4210], CRMF [RFC4211], and HTTP transfer for CMP
[RFC6712] for highly automated and reliable PKI management operations for unattended devices
and services.

1.6. Compatibility with Existing CMP Profiles

The profile specified in this document is compatible with Appendices D and E of [RFC4210], with
the following exceptions:

* signature-based protection is the default protection; an initial PKI management operation
may also use protection based on the message authentication code (MAC),
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» certification of a second key pair within the same PKI management operation is not
supported,

» proof-of-possession (POP) with the self-signature of the certReq containing the certTemplate
(according to [RFC4211], Section 4.1, clause 3) is the recommended default POP method
(deviations are possible for EEs when requesting central key generation, for RAs when using
raVerified, and if the newly generated keypair is technically not capable to generate digital
signatures),

* confirmation of newly enrolled certificates may be omitted, and
* all PKI management operations consist of request-response message pairs originating at the

EE, i.e., announcement messages (requiring a push model, a CMP server on the EE) are
excluded in favor of a lightweight implementation on the EE.

The profile specified in this document is compatible with the CMP profile for 3G, LTE, and 5G
network domain security and authentication framework [ETSI-3GPP.33.310], except that:

* protection of initial PKI management operations may be MAC-based,
* the subject field is mandatory in certificate templates, and
* confirmation of newly enrolled certificates may be omitted.

The profile specified in this document is compatible with the CMP profile for online key
management in rail networks as specified in [UNISIG.Subset-137], except that:

* A certificate enrollment request message consists of only one certificate request
(CertReqMsg).

* [RFC4210] requires that the messageTime is Greenwich Mean Time coded as
generalizedTime.

Note: As Table 5 of [UNISIG.Subset-137] explicitly states that the messageTime is required to
be "UTC time", it is not clear if this means a coding as UTCTime or generalizedTime and if
time zones other than Greenwich Mean Time shall be allowed. Both time formats are
described in Section 4.1.2.5 of [RFC5280].

» The same type of protection is required to be used for all messages of one PKI management
operation. This means, in case the request message protection is MAC-based, the response,
certConf, and pkiConf messages must also have MAC-based protection.

* Use of caPubs is not required but is typically allowed in combination with MAC-based

protected PKI management operations. On the other hand, Table 12 of [UNISIG.Subset-137]
requires using caPubs.

Note: It remains unclear from UNISIG Subset-137 which certificate(s) for the caPubs field
should be used. For security reasons, it cannot be used for delivering the root CA certificate
needed to validate the signature-based protection of the given response message (as stated
indirectly also in Section 6.3.1.5.2 b of [UNISIG.Subset-137]).

* This profile requires that the certConf message have one CertStatus element where the
statusInfo field is recommended.
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Note: In contrast, Table 18 of [UNISIG.Subset-137] requires that the certConf message has one
CertStatus element where the statusinfo field must be absent. This precludes sending a
negative certConf message in case the EE rejects the newly enrolled certificate. This results in
violating the general rule that a certificate request transaction must include a certConf
message (moreover, since using implicitConfirm is not allowed there either).

1.7. Use of CMP in SZTP and BRSKI Environments

In Secure Zero Touch Provisioning (SZTP) [RFC8572] and other environments using Network
Configuration Protocol (NETCONF) / YANG modules, [SZTP-CSR] offers a YANG module that
includes several types of certificate requests to obtain a public key certificate for a locally
generated key pair. Such messages are of the form ietf-ztp-types:cmp-csr from module ietf-ztp-csr
and offer both proof-of-possession and proof-of-identity. To allow PKI management entities that
use the module ietf-ztp-csr and also wish to comply with this profile, the ir, cr, kur, or p10cr
message MUST be formatted by the EE as described in Section 4.1, and it MAY be forwarded, as
specified in Section 5.2.

In Bootstrapping Remote Secure Key Infrastructure (BRSKI) [RFC8995] environments, "BRSKI-AE:
Alternative Enrollment Protocols in BRSKI" [BRSKI-AE] describes a generalization regarding the
employed enrollment protocols to allow alternatives to Enrollment over Secure Transport (EST)
[RFC7030]. For the use of CMP, it requires adherence to this profile.

1.8. Scope of This Document

On one hand, this profile intends to reduce the flexibility of CMP to the generic needs of
automated certificate management of machine end entities. On the other hand, it offers a variety
of PKI management operations and options relevant for industrial use cases. Therefore, it is still
a framework that supports further profiling by those addressing a specific use case or scenario,
e.g., 3SGPP/ETSI or UNISIG. There is room to further tailor this profile. This enables stricter
profiling to meet the concrete needs in application areas.

To minimize ambiguity and complexity through needless variety, this document specifies
exhaustive requirements for generating PKI management messages on the sender side. However,
it gives only minimal requirements on checks by the receiving side and how to handle error
cases.

Especially on the EE side, this profile aims at a lightweight implementation. This means that the
number of PKI management operation implementations are reduced to a reasonable minimum
to support typical certificate management use cases in industrial machine-to-machine
environments. On the EE side, only limited resources are expected, while on the side of the PKI
management entities, the profile accepts higher requirements.

For the sake of interoperability and robustness, implementations should, so long as security is
not affected, adhere to Postel's law: "Be conservative in what you do, be liberal in what you
accept from others" (often reworded as: "Be conservative in what you send, be liberal in what
you receive").
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Fields used in ASN.1 syntax in Sections 3, 4, or 5 are specified in CMP [RFC4210] [RFC9480], CRMF
[RFC4211], and CMS [RFC5652] [RFC8933]. When these sections do not explicitly discuss a field,
then the field SHOULD NOT be used by the sending entity. The receiving entity MUST NOT require
the absence of such a field and, if the field is present, MUST handle it gracefully.

1.9. Structure of This Document

Section 2 introduces the general PKI architecture and approach to certificate management that is
assumed in this document.

Section 3 profiles the generic aspects of the PKI management operations specified in detail in
Sections 4 and 5 to minimize redundancy in the description and to ease implementation. This
covers the general structure and protection of messages, as well as generic prerequisites,
validation, and error handling.

Section 4 profiles the exchange of CMP messages between an EE and the PKI management entity.
There are various flavors of certificate enrollment requests, optionally with polling, central key
generation, revocation, and general support PKI management operations.

Section 5 profiles responding to requests, exchanges between PKI management entities, and
operations on behalf of other PKI entities. This may include delayed delivery of messages, which
involves polling for responses, and nesting of messages.

Section 6 outlines several mechanisms for CMP message transfer, including HTTP-based transfer
[RFC6712] optionally using TLS, CoAP-based transfer [RFC9482] optionally using DTLS, and
offline file-based transport.

Section 7 defines which parts of the profile are mandatory, recommended, optional, or not
relevant to implement for which type of entity.

2. Solution Architecture

To facilitate secure automatic certificate enrollment, the device hosting an EE is typically
equipped with a manufacturer-issued device certificate. Such a certificate is typically installed
during production and is meant to identify the device throughout its lifetime. This certificate can
be used to protect the initial enrollment of operational certificates after installation of the EE in
its operational environment. In contrast to the manufacturer-issued device certificate,
operational certificates are issued by the owner or operator of the device to identify the device or
one of its components for operational use, e.g., in a security protocol like IPsec, TLS, or SSH. In
IEEE 802.1AR [IEEE.802.1AR_2018], a manufacturer-issued device certificate is called an Initial
Device Identifier (IDevID) certificate and an operational certificate is called a Locally Significant
Device Identifier (LDevID) certificate.

Note: The owner or operator using the manufacturer-issued device certificate for authenticating
the device during initial enrollment of operational certificates MUST trust the respective trust
anchor provided by the manufacturer.
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Note: According to IEEE 802.1AR [IEEE.802.1AR_2018], a DevID comprises the triple of the
certificate, the corresponding private key, and the certificate chain.

All certificate management operations specified in this document follow the pull model, i.e., they
are initiated by an EE (or by an RA acting as an EE). The EE creates a CMP request message,
protects it using some asymmetric credential or shared secret information, and sends it to a PKI
management entity. This PKI management entity may be a CA or more typically an RA, which
checks the request and responds to it itself or forwards the request upstream to the next PKI
management entity. In case an RA changes the CMP request message header or body or wants to
demonstrate successful verification or authorization, it can apply a protection of its own. The
communication between an LRA and RA can be performed synchronously or asynchronously.
Asynchronous communication typically leads to delayed message delivery as described in
Section 4.4.

+o---- + +--—-- + +--—-- + +o—--- +

I I I I I I I I

| BB [@==c=c==ss=== >| LRA |<-------------- > RA  |<---------- >| CA |

I I I I I I I I

+o---- + +--—-- + +----- + +----- +

synchronous (a)synchronous (a)synchronous

+----connection----+------ connection------ +----connection----+
operators service partner

Fommmmmm - on site--------- +---back-end services--+---trust center--+

<--- downstream <--- | ---> upstream --->

Figure 1: Certificate Management Architecture Example

In operational environments, the certificate management architecture can have multiple LRAs
bundling requests from multiple EEs at dedicated locations and one (or more than one) central
RA aggregating the requests from the LRAs. Every LRA in this scenario has shared secret
information (one per EE) for MAC-based protection or a CMP protection key and certificate,
allowing it to protect CMP messages it processes using its own credentials. The figure above
shows an architectural example with one LRA, RA, and CA. It is also possible not to have an RA or
LRA or that there is no CA with a CMP interface. Depending on the network infrastructure, the
message transfer between PKI management entities may be based on synchronous online
connections, asynchronous connections, or even offline (e.g., file-based) transfer.

Note: In contrast to the pull model used in this document, other specifications could use the
messages specified in this document to implement the push model. In this case, the EE is pushed
(triggered) by the PKI management entity to provide the CMP request; therefore, the EE acts as
the receiver, not initiating the interaction with the PKI. For example, when the device itself only
acts (as a server as described in BRSKI with Pledge in Responder Mode [BRSKI-PRM]), support of
certificate enrollment in a push model is needed. While BRSKI-PRM currently utilizes its own
format for the exchanges, CMP in general and the messages specified in this profile offer all
required capabilities. Nevertheless, the message flow and state machine as described in Section 4
must be adapted to implement a push model.
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Note: Third-party CAs not conforming to this document may implement other variants of CMP,
different standardized protocols, or even proprietary interfaces for certificate management. In
such cases, an RA needs to adapt the exchanged CMP messages to the flavor of certificate
management interaction required by such a nonconformant CA.

3. Generic Aspects of PKI Messages and PKI Management
Operations

This section covers the generic aspects of the PKI management operations specified in Sections 4
and 5 as upfront general requirements to minimize redundancy in the description and to ease
implementation.

As described in Section 5.1 of [RFC4210], all CMP messages have the following general structure:

T +
| PKIMessage |
I e + |
| | header ||
e + |
R e + |
| | body ||
I R e e e e e L L L + |
| Pocccccocosococmssssssononosscococosocnas + |
| | protection (OPTIONAL) ||
I R e e e e e L L L + |
| Pocccccocosococmssssssononosscococosocnas + |
| | extraCerts (OPTIONAL) |
I R e e e e e L L L + |
L T T T T +

Figure 2: CMP Message Structure

The general contents of the message header, protection, and extraCerts fields are specified in the
following three subsections.

In case a specific PKI management operation needs different contents in the header, protection,
or extraCerts fields, the differences are described in the respective subsections of Sections 4 and
5.

The CMP message body contains the PKI management operation-specific information. It is
described in Sections 4 and 5.

Note: In the description of CMP messages, the presence of some fields is stated as OPTIONAL or
RECOMMENDED. The following text that states requirements on such a field applies only if the
field is present.

The generic prerequisites needed by the PKI entities in order to perform PKI management
operations are described in Section 3.4.
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The generic validation steps to be performed by PKI entities upon receiving a CMP message are
described in Section 3.5.

The generic aspects of handling and reporting errors are described in Section 3.6.

3.1. General Description of the CMP Message Header

This section describes the generic header fields of all CMP messages.

Any fields or variations specific to PKI management operation are described in Sections 4 and 5.

header
pvno REQUIRED
-- MUST be 3 to indicate CMP v3 in all cases where EnvelopedData
== is supported and expected to be used in the current
== PKI management operation
-- MUST be 3 to indicate CMP v3 in certConf messages when using
-- the hashAlg field
-- MUST be 2 to indicate CMP v2 in all other cases
-- For details on version negotiation, see [RFC9480]
sender REQUIRED
-- Contains a name representing the originator, which also
-- protects the message
-- For signature-based protection, MUST be the subject field of
—- the CMP protection certificate
-- For MAC-based protection, MUST contain a name the PKI
== management entity can use to identify the shared secret
== information. This name MUST be placed in the commonName
== field of the directoryName choice.
-- In a multihop scenario, the receiving entity cannot rely
-- on the correctness of the sender field.
recipient REQUIRED
-- SHOULD be the name of the intended recipient; otherwise, the
-- NULL-DN MUST be used
-- In the first message of a PKI management operation, SHOULD be
== the subject DN of the CA the PKI management operation is
- requested from
-- In all other messages, SHOULD contain the value of the sender
== field of the previous message in the same PKI management
== operation
-- The recipient field shall be handled gracefully by the
== receiving entity, because in a multihop scenario, its
== correctness cannot be guaranteed.
messageTime OPTIONAL
-- MUST be present if the confirmWaitTime field is present
-- MUST be the time at which the message was produced, if present
-- MAY be set by a PKI management entity to provide the current
== time
-- MAY be used by the end entity for time synchronization if the
== response was received within a short time frame
protectionAlg REQUIRED
-- MUST be an algorithm identifier indicating the algorithm
== used for calculating the protection bits
-- If it is a signature algorithm, its type MUST be
-- MSG_SIG_ALG as specified in Section 3 of [RFC9481] and
== MUST be consistent with the subjectPublicKeyInfo field of
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== the CMP protection certificate
-- If it is a MAC algorithm, its type MUST be MSG_MAC_ALG, as
-- specified in [RFC9481], Section 6.1
senderKID RECOMMENDED
-- For signature-based protection, MUST be used and contain the
--  value of the SubjectKeyIdentifier if present in the CMP
== protection certificate
-- For MAC-based protection, MUST be used and contain the same
-- name as in the commonName field of the sender field
transactionID REQUIRED
-- In the first message of a PKI management operation, MUST be
-- 128 bits of random data to minimize the probability of
= having the transactionID already in use at the server
-- In all other messages, MUST be the value from the previous
== message in the same PKI management operation

senderNonce REQUIRED
-- MUST be cryptographically secure and fresh 128 random bits
recipNonce RECOMMENDED

-- If this is the first message of a transaction, MUST be absent
-- If this is a delayed response message, MUST be present and

—- contain the value of the senderNonce of the respective

= request message in the same transaction

-- In all other messages, MUST be present and contain the value
—- of the senderNonce of the previous message in the same

oo transaction
generalInfo OPTIONAL
implicitConfirm OPTIONAL

-- RECOMMENDED in ir/cr/kur/p10cr messages,
-- OPTIONAL in ip/cp/kup response messages, and
-- PROHIBITED in other types of messages
-- Added to request messages to request omission of the certConf
--  message
-- Added to response messages to grant omission of the certConf
--  message
-- See [RFC4210], Section 5.1.1.1.
ImplicitConfirmValue REQUIRED
-- ImplicitConfirmValue MUST be NULL
confirmWaitTime OPTIONAL
-- RECOMMENDED in ip/cp/kup messages if implicitConfirm is
-- not included
-- PROHIBITED if implicitConfirm is included
-- See [RFC4210], Section 5.1.1.2.
ConfirmWaitTimeValue REQUIRED
-- ConfirmWaitTimeValue MUST be a GeneralizedTime value
—- specifying the point in time up to which the PKI management
== entity will wait for the certConf message. The accepted
== length of the waiting period will vary by use case.
certProfile OPTIONAL
-- MAY be present in ir/cr/kur/p1@cr and in genm messages of type
== id-it-certReqTemplate
-- MUST be omitted in all other messages
-- See [RFC9480].
CertProfileValue REQUIRED
-- MUST contain a sequence of one UTF8String element
-- MUST contain the name of a certificate profile
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3.2. General Description of the CMP Message Protection

This section describes the generic protection field contents of all CMP messages. For signature-
based protection, which is the default protection mechanism for all CMP messages described in
this profile, the CMP protection key and CMP protection certificate are used. For MAC-based
protection, shared secret information is used as described in Section 4.1.5.

protection
-- If present, the same kind of protection MUST be used for all
== messages of that PKI management operation.
-- MUST be present, except if protection is not possible for
== error messages as described in Section 3.6.4
-- For signature-based protection, MUST contain the signature
== calculated using the CMP protection key of the entity
= protecting the message
-- For MAC-based protection, MUST contain a MAC calculated using
= the shared secret information
-- The protection algorithm used MUST be given in the
-- protectionAlg field.

The CMP message protection provides, if available, message origin authentication and integrity
protection for the header and body. The CMP message extraCerts field is not covered by this
protection.

Note: The extended key usages described in Section 2.2 of CMP Updates [RFC9480] can be used
for authorization of a sending PKI management entity.

3.3. General Description of CMP Message ExtraCerts

This section describes the generic extraCerts field of all CMP messages. Any specific requirements
on the extraCerts are specified in the respective PKI management operation.

extraCerts
-- MUST be present for signature-based protection and contain the
--  CMP protection certificate together with its chain for the
== first request and response message of a PKI management
-- operation. MAY be omitted in certConf, PKIConf, pollReq,
-- and pollRep messages. The first certificate in this field
-- MUST be the CMP protection certificate followed by its
--  chain, where each element should directly certify the one
== immediately preceding it.
-- MUST be present in ip, cp, and kup messages and contain the
-- chain of a newly issued certificate.
-- Self-signed certificates should be omitted from extraCerts and
== MUST NOT be trusted based on their inclusion in any case

Note: One reason for adding a self-signed certificate to extraCerts is if it is the CMP protection
certificate or a successor root CA self-signed certificate as indicated in the HashOfRootKey
extension of the current root CA certificate; see [RFC8649]. Another reason for including self-
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signed certificates in the extraCerts is, for instance, due to storage limitations. A receiving PKI
entity may not have the complete trust anchor information available but just a unique
identification of it and thus needs the full trust anchor information carried in a self-signed
certificate for further processing (see Section 9).

For maximum interoperability, all implementations SHOULD be prepared to handle potentially
additional certificates and arbitrary orderings of the certificates.

3.4. Generic PKI Management Operation Prerequisites

This subsection describes what is generally needed by the PKI entities to be able to perform PKI
management operations.

Identification of PKI entities:

* For signature-based protection, each EE knows its own identity from the CMP protection
certificate; for MAC-based protection, it MAY know its identity to fill the sender field.

* Each EE MAY know the intended recipient of its requests to fill the recipient field, e.g., the
name of the addressed CA.

Note: This name may be established using an enrollment voucher (as described in
[RFC8366]), the issuer field from a CertReqTemplate response message content, or by other
configuration means.

Routing of CMP messages:

 Each PKI entity sending messages upstream MUST know the address needed for transferring
messages to the next PKI management entity in case online transfer is used.

Note: This address may depend on the recipient, the certificate profile, and the used transfer
mechanism.

Authentication of PKI entities:

 Each PKI entity MUST have credentials to authenticate itself. For signature-based protection,
it MUST have a private key and the corresponding certificate along with its chain.

* Each PKI entity MUST be able to establish trust in the PKI it receives responses from. When
signature-based protection is used, it MUST have the trust anchor(s) and any certificate status
information needed to perform path validation of CMP protection certificates used for
signature-based protection.

Note: A trust anchor is usually a root certificate of the PKI addressed by the requesting EE. It
may be established by configuration or in an out-of-band manner. For an EE, it may be
established using an enrollment voucher [RFC8366] or in-band of CMP by the caPubs field in
a certificate response message.

Authorization of PKI management operations:

» Each EE or RA MUST have sufficient information to be able to authorize the PKI management
entity to perform the upstream PKI management operation.

Brockhaus, et al. Standards Track Page 17



RFC 9483 LCMPP November 2023

Note: This may be achieved, for example, by using the cmcRA extended key usage in server
certificates, by local configuration (such as specific name patterns for subject Distinguished
Name (DN) or Subject Alternative Name (SAN) portions that may identify an RA) and/or by
having a dedicated root CA usable only for authenticating PKI management entities.

* Each PKI management entity MUST have sufficient information to be able to authorize the
downstream PKI entity requesting the PKI management operation.

Note: For authorizing an RA, the same examples apply as above. The authorization of EEs
can be very specific to the application domain based on local PKI policy.

3.5. Generic Validation of a PKI Message

This section describes generic validation steps of each PKI entity receiving a PKI request or
response message before any further processing or forwarding. If a PKI management entity
decides to terminate a PKI management operation because a check failed, it MUST send a
negative response or an error message as described in Section 3.6. The PKIFailureInfo bits given
below in parentheses MAY be used in the faillnfo field of the PKIStatusInfo as described in
Section 3.6.4; also see Appendix F of [RFC4210].

All PKI message header fields not mentioned in this section, like the recipient and generallnfo
fields, SHOULD be handled gracefully upon receipt.

The following list describes the basic set of message input validation steps. Without these checks,
the protocol becomes dysfunctional.

» The formal ASN.1 syntax of the whole message MUST be compliant with the definitions given
in CMP [RFC4210] [RFC9480], CRMF [RFC4211], and CMS [RFC5652] [RFC8933]. (faillnfo:
badDataFormat)

* The pvno MUST be cmp2000(2) or cmp2021(3). (faillnfo bit: unsupportedVersion)

* The transactionID MUST be present. (failinfo bit: badDataFormat)

* The PKI message body type MUST be one of the message types supported by the receiving PKI
entity and MUST be allowed in the current state of the PKI management operation identified
by the given transactionID. (faillnfo bit: badRequest)

The following list describes the set of message input validation steps required to ensure secure
protocol operation:

» The senderNonce MUST be present and MUST contain at least 128 bits of data. (faillnfo bit:
badSenderNonce)

* Unless the PKI message is the first message of a PKI management operation,
o the recipNonce MUST be present and MUST equal the senderNonce of the previous message
or equal the senderNonce of the most recent request message for which the response was

delayed, in case of delayed delivery as specified in Section 4.4. (faillnfo bit:
badRecipientNonce)

» Messages without protection MUST be rejected except for error messages as described in
Section 3.6.4.
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* The message protection MUST be validated when present, and messages with an invalid
protection MUST be rejected.

> The protection MUST be signature-based except if MAC-based protection is used as
described in Sections 4.1.5 and 4.1.6.3. (failInfo bit: wrongIntegrity)

o If present, the senderKID MUST identify the key material needed for verifying the message
protection. (faillnfo bit: badMessageCheck)

o If signature-based protection is used, the CMP protection certificate MUST be successfully
validated, including path validation using a trust anchor, and MUST be authorized
according to local policies. If the keyUsage extension is present in the CMP protection
certificate, the digitalSignature bit MUST be set. (faillnfo bit: badAlg, badMessageCheck, or
signerNotTrusted)

> The sender of a request message MUST be authorized to request the operation according to
PKI policies. (faillnfo bit: notAuthorized)

Note: The requirements for checking certificates given in [RFC5280] MUST be followed for
signature-based CMP message protection. Unless the message is a positive ip/cp/kup, where the
issuing CA certificate of the newly enrolled certificate is the same as the CMP protection
certificate of that message, certificate status checking SHOULD be performed on the CMP
protection certificates. If the response message contains the caPubs field to transfer new trust
anchor information, the CMP protection is crucial and certificate status checking is REQUIRED.
For other cases, it MAY be acceptable to omit certificate status checking when respective
information is not available.

Depending on local policies, one or more of the input validation checks described below need to
be implemented:

o If signature-based protection is used, the sender field MUST match the subject of the CMP
protection certificate. (faillnfo bit: badMessageCheck)

o If the messageTime is present and

o the receiving system has a reliable system time, the messageTime MUST be close to the
current time of the receiving system, where the threshold will vary by use case. (faillnfo
bit: badTime)

> the receiving system does not have a reliable system time, the messageTime MAY be used
for time synchronization.

3.6. Error Handling

This section describes how a PKI entity handles error conditions on messages it receives. Each
error condition should be logged appropriately to allow root-cause analysis of failure cases.

3.6.1. Reporting Error Conditions Upstream

An EE SHALL NOT send error messages. PKI management entities SHALL NOT send error
messages in the upstream direction either.
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In case an EE rejects a newly issued certificate contained in an ip, cp, or kup message and
implicit confirmation has not been granted, the EE MUST report this using a certConf message
with "rejection” status and await the pkiConf response as described in Section 4.1.1.

On all other error conditions regarding response messages, the EE or PKI management entity
MUST regard the current PKI management operation as terminated with failure. The error
conditions include:

« invalid response message header, body type, protection, or extraCerts, according to the
checks described in Section 3.5,

* any issue detected with response message contents,

* receipt of an error message from upstream,

* timeout occurred while waiting for a response, and

* rejection of a newly issued certificate while implicit confirmation has been granted.

Upstream PKI management entities will not receive any CMP message to learn that the PKI
management operation has been terminated. In case they expect a further message from the EE,
a connection interruption or timeout will occur. The value set for such timeouts will vary by use
case. Then they MUST also regard the current PKI management operation as terminated with
failure and MUST NOT attempt to send an error message downstream.

3.6.2. Reporting Error Conditions Downstream

In case the PKI management entity detects an error condition, e.g., rejecting the request due to
policy decision, in the body of an ir, cr, p10cr, kur, or rr message received from downstream, it
MUST report the error in the specific response message, i.e., an ip, cp, kup, or rp with "rejection”
status, as described in Sections 4.1.1 and 4.2. This can also happen in case of polling.

In case the PKI management entity detects any other error condition on requests (including
pollReq, certConf, genm, and nested messages) received from downstream and on responses
received from upstream (such as invalid message header, body type, protection, or extraCerts,
according to the checks described in Section 3.5), it MUST report them downstream in the form of
an error message as described in Section 3.6.4.

3.6.3. Handling Error Conditions on Nested Messages Used for Batching
Batching of messages using nested messages as described in Section 5.2.2.2 requires special error
handling.

If the error condition is on an upstream nested message containing batched requests, it MUST
NOT attempt to respond to the individual requests included in it but to the nested message itself.

In case a PKI management entity receives an error message in response to a nested message, it
must propagate the error by responding with an error message to each of the request messages
contained in the nested message.
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In case a PKI management entity detects an error condition on the downstream nested message
received in response to a nested message sent before and the body of the received nested
message still parses, it MAY ignore this error condition and handle the included responses as
described in Section 5.2.2.2. Otherwise, it MUST propagate the error by responding with an error
message to each of the requests contained in the nested message it sent originally.

3.6.4. PKIStatusInfo and Error Messages

When sending any kind of negative response, including error messages, a PKI entity MUST
indicate the error condition in the PKIStatusInfo structure of the respective message as described
below. Then it MUST regard the current PKI management operation as terminated with failure.

The PKIStatusInfo structure is used to report errors. It may be part of various message types, in
particular, ip, cp, kup, certConf, and error. The PKIStatusInfo structure consists of the following
fields:

status: Here, the PKIStatus value "rejection” MUST be used in case an error was detected. When
a PKI management entity indicates delayed delivery of a CMP response message to the EE
with an error message as described in Section 4.4, the status "waiting" MUST be used there.

statusString: Here, any human-readable valid value for logging or to display via a user interface
should be added.

failinfo: Here, the PKIFailureInfo bits MAY be used in the way explained in Appendix F of
[RFC4210]. PKIFailureInfo bits regarding the validation described in Section 3.5 are
referenced there. The PKIFailureInfo bits referenced in Sections 5.1 and 6 are described here:

badCertld: A kur, certConf, or rr message references an unknown certificate.
badPOP: An ir/cr/kur/p10cr contains an invalid proof-of-possession.
certRevoked: Revocation is requested for a certificate that is already revoked.

badCertTemplate: The contents of a certificate request are not accepted, e.g., a field is
missing or has an unacceptable value or the given public key is already in use in some
other certificate (depending on policy).

transactionIdInUse: This is sent by a PKI management entity in case the received request
contains a transactionID that is currently in use for another transaction. An EE receiving
such an error message should resend the request in a new transaction using a different
transactionID.

notAuthorized: The sender of a request message is not authorized for requesting the
operation.

systemUnavail: This is sent by a PKI management entity in case a back-end system is not
available.

systemFailure: This is sent by a PKI management entity in case a back-end system is
currently not functioning correctly.
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An EE receiving a systemUnavail or systemFailure failinfo should resend the request in a new
transaction after some time.

Detailed Message Description:

Error Message -- error
Field Value

header
-- As described in Section 3.1

body
-- The message indicating the error that occurred
error REQUIRED
pKIStatusInfo REQUIRED
status REQUIRED
-- MUST have the value "rejection"
statusString OPTIONAL
-- This field should contain any human-readable text for
== debugging, for logging, or to display in a GUI
faillnfo OPTIONAL
-- MAY be present and contain the relevant PKIFailureInfo bits
protection RECOMMENDED
-- As described in Section 3.2
extraCerts RECOMMENDED

-- As described in Section 3.3

Protecting the error message may not be technically feasible if it is not clear which credential the
recipient will be able to use when validating this protection, e.g., in case the request message was
fundamentally broken. In these exceptional cases, the protection of the error message MAY be
omitted.

4. PKI Management Operations

This section focuses on the communication of an EE with the PKI management entity it directly
talks to. Depending on the network and PKI solution, this can be an RA or directly a CA. Handling
of a message by a PKI management entity is described in Section 5.

The PKI management operations specified in this section cover the following:

* requesting a certificate with variations like initial enrollment, cer