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Abstract

Thi s docunent provides a security franmework for Muiltiprotocol Label
Swi tching (MPLS) and Ceneralized Multiprotocol Label Switching
(GWPLS) Networks. This docunent addresses the security aspects that
are relevant in the context of MPLS and GWLS. It describes the
security threats, the related defensive techni ques, and the
mechani sns for detection and reporting. This docunent enphasizes
RSVP- TE and LDP security considerations, as well as inter-AS and

i nter-provider security considerations for building and mai ntaini ng
MPLS and GWPLS networks across different domains or different
Service Providers

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any

errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc5920
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1

I ntroduction

Security is an inmportant aspect of all networks, MPLS and GWLS
net wor ks bei ng no exception

MPLS and GWPLS are described in [RFC3031] and [ RFC3945]. Vari ous
security considerations have been addressed in each of the nany RFCs
on MPLS and GWLS technol ogi es, but no single document covers genera
security considerations. The notivation for creating this docunent
is to provide a conprehensive and consistent security franmework for
MPLS and GWPLS networks. Each individual docunment may point to this
docunent for general security considerations in addition to providing
security considerations specific to the particular technol ogies the
document is descri bing.

In this docunment, we first describe the security threats relevant in
the context of MPLS and GWLS and the defensive techni ques to comnbat
those threats. W consider security issues resulting both from
mal i ci ous or incorrect behavior of users and other parties and from
negligent or incorrect behavior of providers. An inportant part of
security defense is the detection and reporting of a security attack
which is al so addressed in this docunent.

We then discuss possible service provider security requirenents in an
MPLS or GWPLS environnent. Users have expectations for the security
characteristics of MPLS or GWLS networks. These include security
requi renents for equi pment supporting MPLS and GWLS and operati ona
security requirements for providers. Service providers nust protect
their network infrastructure and nmake it secure to the |evel required
to provide services over their MPLS or GWPLS networks

Inter-AS and inter-provider security are discussed with specia
enphasi s, because the security risk factors are higher with inter-
provi der connections. Note that inter-carrier MPLS security is also
considered in [ MFA-MPLS-1C1 ] .

Dependi ng on different MPLS or GWPLS techni ques used, the degree of
risk and the mitigation nethodol ogies vary. This docunent discusses
the security aspects and requirenents for certain basic MPLS and
GWPLS techni ques and interconnection nodels. This docunment does not
attenpt to cover all current and future MPLS and GWPLS technol ogi es,
as it is not within the scope of this docunent to anal yze the
security properties of specific technol ogies.

It is inmportant to clarify that, in this docunent, we linmit ourselves
to describing the providers’ security requirenents that pertain to
MPLS and GWPLS networ ks, not including the connected user sites.
Readers nay refer to the "Security Best Practices Efforts and
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i's not our

techni ques that nust be inplenented to satisfy such security
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[ OPSEC- EFFORTS] and "Security Mechanisnms for the Internet”
for general network operation security considerations. It
i ntention, however, to formulate precise "requirenents"

for each specific technology in terns of defining the nmechani sms and

requirenents.

2. Terninol ogy

2.1. Acronyns and Abbreviations

AS
ASBR
ATM
BGP
BFD
CE
CoS
CPU
DNS
DoS
ESP
FEC

Fang

Aut ononous System

Aut ononbus Syst em Border Router
Asynchronous Transfer Mode

Bor der Gat eway Protocol

Bi di rectional Forwarding Detection
Cust omrer - Edge devi ce

Cl ass of Service

Central Processing Unit

Domai n Nanme System

Deni al of Service

Encapsul ati ng Security Payl oad

For war di ng Equi val ence d ass
Ceneralized Multi-Protocol Label Switching
Gal oi s Counter Mode

Generic Routing Encapsul ation
InterCarrier Interconnect

I nternet Control Message Protocol
ICMP in IP Version 6

Interior Gateway Protocol

I nternet Key Exchange

I nt ernet Protocol

| P Security

| P- based VPN

Label Distribution Protocol

Layer 2 Tunneling Protocol

Li nk Managenent Prot ocol

Label Switched Path

Label Switching Router

Message Digest Algorithm

Mul ti protocol Label Sw tching

Mul ti protocol BGP

Net wor k Ti me Protocol

Operations, Adm nistration, and Mi ntenance
Pat h Comput ati on El enent

Provi der - Edge devi ce

Provi der-Provisioned Virtual Private Network
Packet - Swi t ched Net wor k
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PW Pseudowi r e

QS Quality of Service

RR Rout e Refl ector

RSVP Resource Reservati on Protocol

RSVP-TE  Resource Reservation Protocol with Traffic Engi neering
Ext ensi ons

SLA Service Level Agreenent

SNWVP Si npl e Networ k Managenent Protocol
SP Servi ce Provider

SSH Secur e Shel |

SSL Secure Sockets Layer

SYN Synchroni ze packet in TCP
TCP Transm ssion Control Protocol
TDM Time Division Miltiplexing
TE Traffic Engi neering

TLS Transport Layer Security

ToS Type of Service

TTL Ti me- To- Li ve

ubP User Dat agram Prot ocol

VC Virtual Gircuit

VPN Virtual Private Network

WG Worki ng Group of |ETF

WSS Web Services Security

2.2. MPLS and GWLS Ter mi nol ogy

Thi s docunent uses MPLS- and GWLS-specific term nology. Definitions
and details about MPLS and GWPLS terninol ogy can be found in

[ RFC3031] and [RFC3945]. The nost inportant definitions are repeated
in this section; for other definitions, the reader is referred to

[ RFC3031] and [ RFC3945].

Core network: An MPLS/ GWPLS core network is defined as the central
network infrastructure that consists of P and PE routers. An

MPLS/ GWPLS core network may consi st of one or nore networks bel ongi ng
to a single SP.

Custonmer Edge (CE) device: A Custoner Edge device is a router or a
switch in the custonmer’s network interfacing with the Service
Provi der’s networKk.

Forwar di ng Equi val ence O ass (FEC): A group of |IP packets that are
forwarded in the sane nanner (e.g., over the same path, with the same
forwarding treatment).

Label: A short, fixed length, physically contiguous identifier,
usual Iy of | ocal significance.
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Label merging: the replacenent of nultiple inconming |abels for a
particular FEC with a single outgoing |abel

Label Switched Hop: A hop between two MPLS nodes, on which forwarding
i s done using |abels.

Label Switched Path (LSP): The path through one or nore LSRs at one
| evel of the hierarchy foll owed by packets in a particul ar FEC.

Label Switching Routers (LSRs): An MPLS/ GWLS node assuned to have a
forwardi ng pl ane that is capable of (a) recognizing either packet or
cell boundaries, and (b) being able to process either packet headers
or cell headers.

Loop Detection: A nmethod of dealing with | oops in which | oops are
all owed to be set up, and data may be transnitted over the | oop, but
the loop is | ater detected.

Loop Prevention: A nmethod of dealing with loops in which data is
never transnitted over a | oop

Label Stack: An ordered set of |abels.
Merge Point: A node at which | abel nerging is done.

MPLS Dormai n: A contiguous set of nodes that perform MPLS routing and
forwarding and are also in one Routing or Administrative Domain.

MPLS Edge Node: An MPLS node that connects an MPLS domain with a node
out side of the domain, either because it does not run MPLS, or
because it is in a different donain. Note that if an LSR has a

nei ghbori ng host not running MPLS, then that LSR is an MPLS edge
node.

MPLS Egress Node: An MPLS edge node in its role in handling traffic
as it leaves an MPLS donai n.

MPLS I ngress Node: A MPLS edge node inits role in handling traffic
as it enters a MPLS donain.

MPLS Label: A label carried in a packet header, which represents the
packet’s FEC.

MPLS Node: A node running MPLS. An MPLS node is aware of MPLS
control protocols, runs one or nore routing protocols, and is capable
of forwardi ng packets based on |abels. An MPLS node nmy optionally
be al so capabl e of forwarding native |IP packets.
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Mul tiprotocol Label Switching (MPLS): MPLS is an architecture for
efficient data packet switching and routing. MPLS assigns data
packets with |labels. |Instead of performing the | ongest match for
each packet’s destination as in conventional |P forwarding, MPLS
makes the packet-forwardi ng decisions solely on the contents of the

| abel wi thout exami ning the packet itself. This allows the creation
of end-to-end circuits across any type of transport nedium using any
protocol s.

P. Provider Router. A Provider Router is a router in the Service
Provider’s core network that does not have interfaces directly
towards the custoner. A P router is used to interconnect the PE
routers and/or other P routers within the core network.

PE: Provider Edge device. A Provider Edge device is the equiprment in
the Service Provider’s network that interfaces with the equi pnent in
the custoner’s network.

PPVPN. Provider-Provisioned Virtual Private Network, including Layer
2 VPNs and Layer 3 VPNs.

VPN: Virtual Private Network, which restricts conmunication between a
set of sites, making use of an |IP backbone shared by traffic not
going to or not conmng fromthose sites [ RFC4110].

3. Security Reference Model s

This section defines a reference nodel for security in MPLS/ GWLS
net wor ks.

Thi s docunent defines each MPLS/ GWLS core in a single domain to be a
trusted zone. A primary concern is about security aspects that
relate to breaches of security fromthe "outside" of a trusted zone
to the "inside" of this zone. Figure 1 depicts the concept of
trusted zones within the MPLS/ GWLS franmewor k.
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I LT \
T e + / \ T e +
| MPLS/ GWPLS +---/ \aemmam - + MPLS/ GWPLS |
| user | MPLS/ GWLS Core | user |
| site +---\ [ XXX- - - - - + site |
e + \ [ XXX e +
[ T [
||
| - \
e /[ "lInternet"

| <- Trusted zone ->
MPLS/ GWPLS Core with user connections and | nternet connection
Figure 1: The MPLS/ GWLS Trusted Zone MNbdel

The trusted zone is the MPLS/GWLS core in a single AS within a
singl e Service Provider.

A trusted zone contains el enents and users with simlar security
properties, such as exposure and risk level. |In the MPLS context, an
organi zation is typically considered as one trusted zone.

The boundaries of a trust donmin should be carefully defined when
anal yzing the security properties of each individual network, e.g.,
t he boundaries can be at the link term nation, renote peers, areas,
or quite comonly, ASes.

In principle, the trusted zones should be separate; however,
typically MPLS core networks also offer Internet access, in which
case a transit point (marked with "XXX" in Figure 1) is defined. In
the case of MPLS/ GWPLS inter-provider connections or InterCarrier
Interconnect (1Cl), the trusted zone of each provider ends at the
respective ASBRs (ASBR1 and ASBR2 for Provider A and ASBR3 and ASBR4
for Provider Bin Figure 2).

A key requirenent of MPLS and GWLS networks is that the security of
the trusted zone not be conpronised by interconnecting the MPLS/ GWLS
core infrastructure with another provider’s core (MPLS/ GWLS or non-
MPLS/ GWPLS), the Internet, or end users.

In addition, neighbors may be trusted or untrusted. Neighbors nay be
aut hori zed or unauthorized. An authorized neighbor is the neighbor
one establishes a peering relationship with. Even though a nei ghbor
may be authorized for comunication, it may not be trusted. For
exanpl e, when connecting with another provider’s ASBRs to set up
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inter-AS LSPs, the other provider is considered an untrusted but
aut hori zed nei ghbor.

I I I
| MPLS/ GWLS  ASBRI1----ASBR3 MPLS/ GWLS

CEl- - PE1 Net wor k | | Net wor k PE2- - CE2
| Provider A ASBR2----ASBR4 Provider B

InterCarrier
I nterconnect (1Cl)
For Provider A
Trusted Zone: Provider A MPLS/ GWLS network
Aut hori zed but untrusted nei ghbor: provider B
Unaut hori zed nei ghbors: CEl1, CE2

Figure 2: MPLS/ GVWPLS Trusted Zone and Authorized Nei ghbor

Al'l aspects of network security independent of whether a network is
an MPLS/ GWLS network, are out of scope. For exanple, attacks from
the Internet to a user’s web-server connected through the MPLS/ GWLS
network are not considered here, unless the way the MPLS/ GWLS
network i s provisioned could nake a difference to the security of
this user’s server.

4. Security Threats
This section discusses the various network security threats that may
endanger MPLS/ GWPLS networks. RFC 4778 [ RFC4778] provi ded the best
current operational security practices in Internet Service Provider
envi ronment s.
A successful attack on a particular MPLS/ GWLS network or on an SP's
MPLS/ GWPLS infrastructure may cause one or nore of the followi ng il
effects:

- (Observation, nodification, or deletion of a provider’s or user’s
dat a.

- Replay of a provider’'s or user’s data.

- Injection of inauthentic data into a provider’'s or user’s traffic
stream

- Traffic pattern analysis on a provider’s or user’'s traffic.

- Disruption of a provider’s or user’s connectivity.
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- Degradation of a provider’'s service quality.

- Probing a provider’s network to deternmine its configuration
capacity, or usage.

It is useful to consider that threats, whether malicious or
accidental, nmay cone fromdifferent categories of sources. For
exanpl e, they may cone from

- Other users whose services are provided by the same MPLS/ GWLS
core.

-  The MPLS/ GWLS SP or persons working for it.

- Other persons who obtain physical access to an MPLS/ GWLS SP' s
site.

- O her persons who use social engineering nethods to influence the
behavi or of an SP's personnel

- Users of the MPLS/ GWLS network itself, e.g., intra-VPN threats.
(Such threats are beyond the scope of this docunent.)

- Ohers, e.g., attackers fromthe Internet at |arge.

- Oher SPs in the case of MPLS/ GWPLS i nter-provider connection
The core of the other provider may or may not be using MPLS/ GWPLS.

- Those who create, deliver, install, and nmaintain software for
net wor k equi pnent.

G ven that security is generally a tradeoff between expense and risk
it is also useful to consider the likelihood of different attacks
occurring. There is at least a perceived difference in the

I'i kelihood of nost types of attacks being successfully nmounted in
different environnments, such as:

- An MPLS/ GWPLS core interconnecting wth another provider’s core.
- An MPLS/ GWPLS configuration transiting the public Internet.

Most types of attacks becone easier to nount and hence nore likely as
the shared infrastructure via which service is provided expands from
a single SP to multiple cooperating SPs to the global Internet.
Attacks that may not be of sufficient Iikeliness to warrant concern
in a closely controlled environnent often merit defensive nmeasures in
broader, nore open environments. In closed conmmunities, it is often
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practical to deal with nisbehavior after the fact: an enpl oyee can be
di sci plined, for exanple.

The followi ng sections discuss specific types of exploits that
t hreaten MPLS/ GWLS net wor ks

4.1. Attacks on the Control Pl ane

Thi s category enconpasses attacks on the control structures operated
by the SP with MPLS/ GWLS cores.

It should be noted that while connectivity in the MPLS control plane
uses the sane links and network resources as are used by the data

pl ane, the GWLS control plane nay be provi ded by separate resources
fromthose used in the data plane. That is, the GWLS control plane
may be physically separate fromthe data pl ane.

The different cases of physically congruent and physically separate
control/data planes lead to slightly different possibilities of
attack, although nost of the cases are the sane. Note that, for
exanpl e, the data plane cannot be directly congested by an attack on
a physically separate control plane as it could be if the control and
data pl anes shared network resources. Note also that if the contro
pl ane uses diverse resources fromthe data plane, no assunptions
shoul d be made about the security of the control plane based on the
security of the data plane resources.

This section is focused the outsider attack. The insider attack is
di scussed in Section 4. 4.

4.1.1. LSP Creation by an Unauthorized El enent

The unaut horized el ement can be a local CE or a router in another
domai n. An unauthorized el ement can generate MPLS signaling
messages. At the least, this can result in extra control plane and
forwarding state, and if successful, network bandw dth coul d be
reserved unnecessarily. This may also result in theft of service or
even conprom se the entire network

4.1.2. LSP Message | nterception

This threat m ght be acconplished by nonitoring network traffic, for
exanpl e, after a physical intrusion. Wthout physical intrusion, it
could be acconplished with an unauthorized software nodification

Al so, nmany technol ogi es such as terrestrial microwave, satellite, or
free-space optical could be intercepted w thout physical intrusion

If successful, it could provide information |eading to | abel spoofing
attacks. It also raises confidentiality issues.
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4.1.3. Attacks agai nst RSVP-TE

RSVP- TE, described in [RFC3209], is the control protocol used to set
up GWLS and traffic engi neered MPLS tunnels.

There are two nmajor types of denial-of-service (DoS) attacks agai nst
an MPLS donmai n based on RSVP-TE. The attacker may set up numerous
unaut hori zed LSPs or may send a storm of RSVP nessages. It has been
denonstrated that unprotected routers running RSVP can be effectively
di sabl ed by both types of DoS attacks.

These attacks nay even be conbi ned, by using the unauthorized LSPs to
transport additional RSVP (or other) nessages across routers where
they mi ght otherwi se be filtered out. RSVP attacks can be | aunched
agai nst adj acent routers at the border with the attacker, or against
non- adj acent routers within the MPLS domain, if there is no effective
mechanismto filter them out.

4.1.4. Attacks against LDP

LDP, described in [ RFC5036], is the control protocol used to set up
MPLS tunnel s without TE.

There are two significant types of attack against LDP. An

unaut hori zed network el enent can establish an LDP session by sending
LDP Hello and LDP Init nessages, leading to the potential setup of an
LSP, as well as acconpanying LDP state table consunption. Even

wi t hout successfully establishing LSPs, an attacker can |aunch a DoS
attack in the formof a stormof LDP Hello nessages or LDP TCP SYN
nmessages, leading to high CPU utilization or table space exhaustion
on the target router

4.1.5. Denial-of-Service Attacks on the Network Infrastructure

DoS attacks coul d be acconplished through an MPLS signaling storm
resulting in high CPU utilization and possibly leading to control -
pl ane resource starvation

Control - pl ane DoS attacks can be nounted specifically against the
mechani sms the SP uses to provide various services, or against the
general infrastructure of the service provider, e.g., P routers or
shared aspects of PE routers. (An attack agai nst the genera
infrastructure is within the scope of this docunent only if the
attack can occur in relation with the MPLS/ GWLS infrastructure;
otherwise, it is not an MPLS/ GWLS-specific issue.)
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The attacks described in the followi ng sections may each have denia
of service as one of their effects. QOher DoS attacks are al so
possi bl e.

4.1.6. Attacks on the SPs MPLS/ GWLS Equi prent vi a Managenent
I nterfaces

Thi s includes unaut horized access to an SP’s infrastructure
equi prent, for exanple, to reconfigure the equipnent or to extract
information (statistics, topology, etc.) pertaining to the network

4.1.7. Cross-Connection of Traffic between Users
This refers to the event in which expected isol ati on between separate
users (who nmay be VPN users) is breached. This includes cases such
as:
- A site being connected into the "wong" VPN
- Traffic being replicated and sent to an unauthorized user
- Two or nmore VPNs being inproperly nerged together.

- A point-to-point VPN connecting the wong two points.

- Any packet or frane being inproperly delivered outside the VPN to
which it bel ongs

M sconnecti on or cross-connection of VPNs may be caused by service
provi der or equi pnent vendor error, or by the malicious action of an
attacker. The breach may be physical (e.g., PE-CE |inks

m sconnected) or logical (e.g., inproper device configuration).

Anecdot al evi dence suggests that the cross-connection threat is one
of the largest security concerns of users (or woul d-be users).

4.1.8. Attacks against Routing Protocols

Thi s enconpasses attacks agai nst underlying routing protocols that
are run by the SP and that directly support the MPLS/ GWPLS core.
(Attacks against the use of routing protocols for the distribution of
backbone routes are beyond the scope of this docunent.) Specific
attacks agai nst popul ar routing protocols have been w dely studied
and are described in [ RFC4593].
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4,1.9. Oher Attacks on Control Traffic

Besi des routing and managenent protocols (covered separately in the
previ ous sections), a nunber of other control protocols may be
directly involved in delivering services by the MPLS/ GWLS core.
These include but may not be linmted to:

- MPLS signaling (LDP, RSVP-TE) discussed above in subsections 4.1.4
and 4.1.3

- PCE signaling

- I Psec signaling (I KE and | KEv2)

- |Gw and | CWPv6

- L2TP

- BGP-based nenbership discovery

- Dat abase- based nenbership discovery (e.g., RADIUS)

- Oher protocols that may be inportant to the contro
infrastructure, e.g., DNS, LMP, NTP, SNWP, and GRE

Attacks m ght subvert or disrupt the activities of these protocols,
for exanple via inpersonation or DoS.

Note that all of the data-plane attacks can also be carried out

agai nst the packets of the control and nanagenent planes: insertion
spoofing, replay, deletion, pattern analysis, and other attacks
nmenti oned above.

4.2. Attacks on the Data Pl ane

This category enconpasses attacks on the provider’'s or end-user’s
data. Note that fromthe MPLS/ GWLS network end user’s point of
view, sone of this night be control-plane traffic, e.g., routing
protocols running fromuser site Ato user site Bvia IP or non-1P
connections, which may be sonme type of VPN

4,2.1. Unauthorized Qbservation of Data Traffic

This refers to "sniffing" provider or end user packets and examni ni ng
their contents. This can result in exposure of confidential
information. It can also be a first step in other attacks (described
bel ow) in which the recorded data is nodified and re-inserted, or
sinmply replayed | ater.
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4,.2.2. Mdification of Data Traffic

This refers to nodifying the contents of packets as they traverse the
MPLS/ GWPLS core

4.2.3. Insertion of Inauthentic Data Traffic: Spoofing and Repl ay

Spoofing refers to sending a user packets or inserting packets into a
data streamthat do not belong, with the objective of having them
accepted by the recipient as legitimte. A so included in this
category is the insertion of copies of once-legitimte packets that
have been recorded and repl ayed.

4.2.4. Unauthorized Deletion of Data Traffic

This refers to causing packets to be discarded as they traverse the
MPLS/ GWPLS networks. This is a specific type of denial-of-service
attack.

4.2.5. Unauthorized Traffic Pattern Anal ysis

This refers to "sniffing" provider or user packets and exani ni ng
aspects or neta-aspects of themthat may be visible even when the
packets thensel ves are encrypted. An attacker m ght gain usefu

i nformati on based on the anbunt and timng of traffic, packet sizes,
source and destination addresses, etc. For nost users, this type of
attack is generally considered to be significantly I ess of a concern
than the other types discussed in this section

4,2.6. Denial-of-Service Attacks

Deni al - of -service (DoS) attacks are those in which an attacker
attenpts to disrupt or prevent the use of a service by its legitimate
users. Taking network devices out of service, nodifying their
configuration, or overwhelmng themw th requests for service are
several of the possible avenues for DoS attack

Overwhel ming the network with requests for service, otherw se known
as a "resource exhaustion" DoS attack, may target any resource in the
network, e.g., |ink bandw dth, packet forwardi ng capacity, session
capacity for various protocols, CPU power, table size, storage
overflows, and so on

DoS attacks of the resource exhaustion type can be nounted agai nst
the data plane of a particular provider or end user by attenpting to
i nsert (spoofing) an overwhel m ng quantity of inauthentic data into
the provider or end-user’s network from outside of the trusted zone.
Potential results mght be to exhaust the bandw dth avail able to that
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provi der or end user, or to overwhel mthe cryptographic
aut henti cati on nechani sns of the provider or end user.

Dat a- pl ane resource exhaustion attacks can al so be nounted by
overwhel mi ng the service provider’s general (MPLS/ GVPLS-independent)
infrastructure with traffic. These attacks on the genera
infrastructure are not usually an MPLS/ GWLS-specific issue, unless
the attack is nounted by another MPLS/ GWLS network user from a
privileged position. (For exanple, an MPLS/ GWLS network user mi ght
be able to nonopolize network data-plane resources and thus disrupt
ot her users.)

Many DoS attacks use anplification, whereby the attacker co-opts

ot herwi se innocent parties to increase the effect of the attack. The
attacker may, for exanple, send packets to a broadcast or nulticast
address with the spoofed source address of the victim and all of the
reci pients may then respond to the victim

4.2.7. M sconnection

M sconnection may arise through deliberate attack, or through

m sconfiguration or m sconnection of the network resources. The
result is likely to be delivery of data to the wong destination or
bl ack-hol i ng of the data.

In GWLS with physically diverse control and data planes, it may be
possi bl e for data-plane ni sconnection to go undetected by the contro
pl ane.

In optical networks under GWPLS control, msconnection nay give rise
to physical safety risks as unprotected |asers may be activated
wi t hout war ni ng.

4.3. Attacks on Operation and Managenent Pl ane

Attacks on the Qperation and Managenent plane have been di scussed
extensively as general network security issues over the last 20
years. RFC 4778 [RFCA778] nay serve as the best current operationa
security practices in Internet Service Provider environments. RFC
4377 [ RFC4A377] provided Operations and Managenent Requirements for
MPLS networks. See also the Security Considerations of RFC 4377 and
Section 7 of RFC 4378 [ RFC4378].

Operation and Management across the MPLS-1ClI could al so be the source
of security threats on the provider infrastructure as well as the
service offered over the MPLS-1CI. A large volune of Qperation and
Managenment nessages coul d overwhel mthe processing capabilities of an
ASBR if the ASBR is not properly protected. Maliciously generated
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Qperation and Managenent nessages could al so be used to bring down an
ot herwi se healthy service (e.g., MPLS Pseudowire), and therefore

af fect service security. LSP ping does not support authentication
today, and that support should be a subject for future

consi derations. Bidirectional Forwarding Detection (BFD), however,
does have support for carrying an authentication object. It also
supports Time-To-Live (TTL) processing as an anti-replay neasure.

| mpl enent ations conformant with this MPLS-1Cl shoul d support BFD

aut henti cation and nmust support the procedures for TTL processing.

Regardi ng GWLS Operati on and Managenent considerations in optica
interworking, there is a good discussion on security for nanagenent
interfaces to Network El enents [ O F- Sec- Mag] .

Networ k el ements typically have one or nore (in some cases many)
Operation and Managenent interfaces used for network managenent,
billing and accounting, configuration, maintenance, and other
admi nistrative activities

Renote access to a network el enment through these Operation and
Managenment interfaces is frequently a requirenent. Securing the
control protocols while |eaving these Operati on and Managenent

i nterfaces unprotected opens up a huge security vulnerability.
Network el enents are an attractive target for intruders who want to
di srupt or gain free access to tel ecomunications facilities. Mich
has been witten about this subject since the 1980s. In the 1990s,
tel econmuni cations facilities were identified in the U S and other
countries as part of the "critical infrastructure", and increased
enphasi s was placed on thwarting such attacks froma w der range of
potentially well-funded and determ ned adversari es.

At one time, careful access controls and password nanagenent were a
sufficient defense, but are no longer. Networks using the TCP/IP
protocol suite are vulnerable to forged source addresses, recording
and | ater replay, packet sniffers picking up passwords, re-routing of
traffic to facilitate eavesdropping or tanpering, active hijacking
attacks of TCP connections, and a variety of denial-of-service
attacks. The ease of forging TCP/I P packets is the nmain reason

net wor k management protocol s |acking strong security have not been
used to configure network elements (e.g., with the SNMP SET conmand) .

Readi | y avail abl e hacki ng tools exist that | et an eavesdropper on a
LAN take over one end of any TCP connection, so that the legitinmte
party is cut off. |In addition, enterprises and Service Providers in
some jurisdictions need to safeguard data about their users and

networ k configurations fromprying. An attacker could eavesdrop and
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observe traffic to anal yze usage patterns and nap a network
configuration; an attacker could also gain access to systenms and
mani pul ate configuration data or send malicious comuands.

Therefore, in addition to authenticating the human user, nore

sophi sticated protocol security is needed for Operation and
Managenment interfaces, especially when they are configured over
TCP/ I P stacks. Finally, relying on a perineter defense, such as
firewalls, is insufficient protection against "insider attacks" or
agai nst penetrations that conprom se a systeminside the firewall as
a launching pad to attack network el enments. The insider attack is
di scussed in the foll owi ng session

4.4, |Insider Attacks Considerations

The chain of trust nodel nmeans that MPLS and GWPLS networ ks are
particularly vulnerable to insider attacks. These can be |aunched by
any nalign person with access to any LSR in the trust donain.

I nsider attacks could al so be |aunched by conprom sed software within
the trust domain. Such attacks could, for exanple, advertise non-

exi stent resources, nodify advertisements fromother routers, request
unwant ed LSPs that use network resources, or deny or nodify
legitinmate LSP requests.

Protection agai nst insider attacks is largely for future study in
MPLS and GWPLS networks. Sonme protection can be obtained by
providing strict security for software upgrades and tight QOAM access
control procedures. Further protection can be achieved by strict
control of user (i.e., operator) access to LSRs. Software change
managenent and change tracking (e.g., CVS diffs fromtext-based
configuration files) helps in spotting irregularities and hunman
errors. In sone cases, configuration change approval processes nay
al so be warranted. Software tools could be used to check
configurations for consistency and conpliance. Software tools may
al so be used to nonitor and report network behavior and activity in
order to quickly spot any irregularities that nmay be the result of an
i nsi der attack.

5. Defensive Techniques for MPLS/ GWLS Net wor ks

The defensive techniques discussed in this docunment are intended to
descri be net hods by which sonme security threats can be addressed.
They are not intended as requirenents for all MPLS/ GWLS

i mpl ement ati ons. The MPLS/ GWLS provi der should determi ne the
applicability of these techniques to the provider’'s specific service
of ferings, and the end user may wi sh to assess the val ue of these
techniques to the user’s service requirenents. The operationa

envi ronnent deternines the security requirenents. Therefore,
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protocol designers need to provide a full set of security services
whi ch can be used where appropriate.

The t echni ques di scussed here include encryption, authentication
filtering, firewalls, access control, isolation, aggregation, and
ot hers.

Often, security is achieved by careful protocol design, rather than
by adding a security method. For exanple, one method of nitigating
DoS attacks is to nake sure that innocent parties cannot be used to
anplify the attack. Security works better when it is "designed in"
rat her than "added on".

Nothing is ever 100% secure. Defense therefore involves protecting
agai nst those attacks that are nost likely to occur or that have the
nmost direct consequences if successful. For those attacks that are
prot ected agai nst, absolute protection is sel dom achi evabl e; nore
often it is sufficient just to nake the cost of a successful attack
greater than what the adversary will be willing or able to expend.

Successful |y defendi ng agai nst an attack does not necessarily nean
the attack nust be prevented from happening or fromreaching its
target. In many cases, the network can instead be designed to

wi thstand the attack. For exanple, the introduction of inauthentic
packets coul d be defended agai nst by preventing their introduction in
the first place, or by making it possible to identify and elimnate
them before delivery to the MPLS/ GWLS user’s system The latter is
frequently a nuch easier task.

5.1. Authentication

To prevent security issues arising fromsone DoS attacks or from
mal i ci ous or accidental misconfiguration, it is critical that devices
in the MPLS/ GWLS should only accept connections or control nessages
fromvalid sources. Authentication refers to nmethods to ensure that
message sources are properly identified by the MPLS/ GWLS devi ces
with which they comunicate. This section focuses on identifying the
scenari os in which sender authentication is required and recomends
aut henti cati on nechani sns for these scenari os.

Crypt ographi ¢ techni ques (authentication, integrity, and encryption)
do not protect agai nst sone types of denial-of-service attacks,
specifically resource exhaustion attacks based on CPU or bandwi dth
exhaustion. |In fact, the software-based cryptographic processing
required to decrypt or check authentication nay in sonme cases

i ncrease the effect of these resource exhaustion attacks. Wth a
har dwar e crypt ographi c accel erator, attack packets can be dropped at
line speed without a cost to software cycles. Cryptographic
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techni ques nay, however, be useful agai nst resource exhaustion
attacks based on the exhaustion of state information (e.g., TCP SYN
att acks).

The MPLS data plane, as presently defined, is not amenable to source
aut hentication, as there are no source identifiers in the MPLS packet

to authenticate. The MPLS label is only locally neaningful. It may
be assigned by a downstream node or upstream node for nulticast
support.

When the MPLS payload carries identifiers that may be authenticated
(e.g., | P packets), authentication may be carried out at the client
| evel, but this does not help the MPLS SP, as these client
identifiers belong to an external, untrusted network.

5.1.1. Managenent System Authentication

Managenment system aut hentication includes the authentication of a PE
to a centrally nmanaged network managenent or directory server when
directory-based "auto-discovery" is used. It also includes

aut hentication of a CE to the configuration server, when a
configuration server systemis used.

Aut henti cation should be bidirectional, including PE or CE to
configuration server authentication for the PE or CE to be certain it
is communicating with the right server

5.1.2. Peer -t o- Peer Aut hentication

Peer -t o-peer authentication includes peer authentication for network
control protocols (e.g., LDP, BGP, etc.) and other peer

aut hentication (i.e., authentication of one |IPsec security gateway by
anot her).

Aut henti cati on should be bidirectional, including PE or CE to
configuration server authentication for the PE or CE to be certain it
is conmunicating with the right server

As indicated in Section 5.1.1, authentication should be
bi di recti onal

5.1.3. Cryptographic Techniques for Authenticating ldentity
Crypt ographi ¢ techni ques offer several nechani sns for authenticating
the identity of devices or individuals. These include the use of

shared secret keys, one-tinme keys generated by accessory devices or
software, user-1D and password pairs, and a range of public-private
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key systems. Another approach is to use a hierarchical Certification
Aut hority systemto provide digital certificates.

This section describes or provides references to the specific

crypt ographi c approaches for authenticating identity. These
approaches provi de secure nechani snms for nost of the authentication
scenarios required in securing an MPLS/ GVWPLS net wor k.

5.2. Cryptographi c Techni ques

MPLS/ GWPLS def enses against a wide variety of attacks can be enhanced
by the proper application of cryptographic techniques. These sane
cryptographi c techni ques are applicable to general network

conmuni cations and can provide confidentiality (encryption) of

conmuni cati on between devices, authenticate the identities of the
devi ces, and detect whether the data bei ng comuni cated has been
changed during transit or replayed from previ ous nessages.

Several aspects of authentication are addressed in sone detail in a
separate "Authentication" section (Section 5.1).

Crypt ographi ¢ net hods add conplexity to a service and thus, for a few
reasons, may not be the nost practical solution in every case.

Crypt ography adds an additional conputational burden to devices,

whi ch nay reduce the nunber of user connections that can be handl ed
on a device or otherw se reduce the capacity of the device
potentially driving up the provider's costs. Typically, configuring
encryption services on devices adds to the conplexity of their
configuration and adds | abor cost. Sone key managenent systemis
usual Iy needed. Packet sizes are typically increased when the
packets are encrypted or have integrity checks or replay counters
added, increasing the network traffic |oad and adding to the

I'i kel ihood of packet fragmentation with its increased overhead.

(This packet length increase can often be mtigated to sone extent by
dat a conpression techni ques, but at the expense of additiona
conputational burden.) Finally, sone providers nmay enpl oy enough

ot her defensive techni ques, such as physical isolation or filtering
and firewall techniques, that they nmay not perceive additiona

benefit from encryption techni ques.

Users may wi sh to provide confidentiality end to end. Generally,
encrypting for confidentiality nust be acconpanied with cryptographic
integrity checks to prevent certain active attacks against the
encrypted conmuni cations. On today’'s processors, encryption and
integrity checks run extrenely quickly, but key managenent may be
nmore demanding in ternms of both conputational and adninistrative

over head.
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The trust nodel anmong the MPLS/ GVWPLS user, the MPLS/ GVPLS provi der
and other parts of the network is a nmajor element in determining the
applicability of cryptographic protection for any specific MPLS/ GWLS
i npl ementation. In particular, it determ nes where cryptographic
protection should be applied:

- |If the data path between the user’'s site and the provider’'s PE is
not trusted, then it may be used on the PE-CE |ink

- |If some part of the backbone network is not trusted, particularly
in inplementations where traffic may travel across the Internet or
nmul tiple providers’ networks, then the PE-PE traffic nmay be
cryptographically protected. One al so should consider cases where
L1 technol ogy may be vul nerabl e to eavesdroppi ng.

- |If the user does not trust any zone outside of its premises, it
may require end-to-end or CE-CE cryptographic protection. This
fits within the scope of this MPLS/ GWLS security franework when
the CE is provisioned by the MPLS/ GWPLS provi der

- If the user requires renote access to its site froma systemat a
| ocation that is not a custoner location (for exanple, access by a
traveler), there may be a requirenment for cryptographically
protecting the traffic between that system and an access point or
a custoner’'s site. |If the MPLS/ GWLS provider supplies the access
point, then the custonmer nust cooperate with the provider to
handl e the access control services for the renote users. These
access control services are usually protected cryptographically,
as wel | .

Access control usually starts with authentication of the entity. |If
cryptographic services are part of the scenario, then it is inportant
to bind the authentication to the key managenment. O herw se, the
protocol is vulnerable to being hijacked between the authentication
and key managenent .

Al t hough CE-CE cryptographic protection can provide integrity and
confidentiality against third parties, if the MPLS/ GWLS provi der has
conpl ete managenent control over the CE (encryption) devices, then it
may be possible for the provider to gain access to the user’s traffic
or internal network. Encryption devices could potentially be
reconfigured to use null encryption, bypass cryptographic processing
al toget her, reveal internal configuration, or provide sone neans of
sniffing or diverting unencrypted traffic. Thus an inplenmentation
usi ng CE-CE encryption needs to consider the trust relationship

bet ween the MPLS/ GWLS user and provider. MLS/ GWLS users and
providers may wish to negotiate a service |evel agreement (SLA) for
CE- CE encryption that provides an acceptabl e denmarcation of
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responsibilities for managenent of cryptographic protection on the CE
devices. The demarcation nmay al so be affected by the capabilities of
the CE devices. For exanple, the CE nmight support sone partitioning
of managenent, a configuration | ock-down ability, or shared
capability to verify the configuration. 1In general, the MPLS/ GWLS
user needs to have a fairly high level of trust that the MPLS/ GWLS
provider will properly provision and nmanage the CE devices, if the
managed CE-CE nodel is used

5.2.1. IPsec in MPLS/ GWLS

| Psec [ RFC4301] [ RFC4302] [ RFC4835] [ RFC4306] [RFC4309] [ RFC2411]

[ 1 PSECME- ROADMAP] is the security protocol of choice for protection
at the IP layer. |Psec provides robust security for IP traffic
between pairs of devices. Non-IP traffic, such as IS IS routing,

must be converted to IP (e.g., by encapsulation) in order to use

| Psec. Wen the MPLS is encapsulating IP traffic, then |IPsec covers
the encryption of the IP client layer; for non-1P client traffic, see
Section 5.2.4 (MPLS PW).

In the MPLS/ GWLS nodel, | Psec can be enployed to protect IP traffic
bet ween PEs, between a PE and a CE, or fromCE to CE. CE-to-CE | Psec
may be enployed in either a provider-provisioned or a user-

provi sioned nodel. Likew se, |Psec protection of data perforned
within the user’'s site is outside the scope of this docunent, because
it is sinply handl ed as user data by the MPLS/ GWLS core. However,

if the SP performs conpression, pre-encryption will have a major

ef fect on that operation

| Psec does not itself specify cryptographic algorithns. It can use a
variety of integrity or confidentiality algorithns (or even conbined
integrity and confidentiality algorithms) with various key | engths,
such as AES encryption or AES nessage integrity checks. There are
trade-of fs between key length, conputational burden, and the |evel of
security of the encryption. A full discussion of these trade-offs is
beyond the scope of this docunent. |In practice, any currently
recomended | Psec protection offers enough security to reduce the
likelihood of its being directly targeted by an attacker
substantially; other weaker links in the chain of security are likely
to be attacked first. MPLS/ GWLS users may wish to use a Service
Level Agreenment (SLA) specifying the SPs responsibility for ensuring
data integrity and confidentiality, rather than anal yzing the
specific encryption techniques used in the MPLS/ GWLS servi ce.

Encryption algorithms generally come with two paraneters: node such
as Ci pher Bl ock Chaining and key length such as AES-192. (This
shoul d not be confused with two ot her senses in which the word "node"
is used: |Psec itself can be used in Tunnel Mde or Transport Mode,
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5.2.

Fan

and | KE [version 1] uses Miin Mde, Aggressive Mde, or Quick Mde).
It should be stressed that | Psec encryption without an integrity
check is a state of sin.

For many of the MPLS/ GWLS provider’s network control nmessages and
sonme user requirenents, cryptographic authentication of nessages

wi t hout encryption of the contents of the nessage nmay provide
appropriate security. Using |Psec, authentication of nessages is
provi ded by the Authentication Header (AH) or through the use of the
Encapsul ati ng Security Protocol (ESP) with NULL encryption. Were
control nessages require integrity but do not use |Psec, other
cryptographi c authentication nethods are often avail able. Message
aut henti cation nmethods currently considered to be secure are based on
hashed nessage authentication codes (HVAC) [ RFC2104] inplenented with
a secure hash algorithmsuch as Secure Hash Al gorithm 1 (SHA-1)

[ RFC3174]. No attacks against HVAC SHA-1 are likely to play out in
the near future, but it is possible that people will soon find SHA-1
collisions. Thus, it is inportant that nechani sns be designed to be
flexi bl e about the choice of hash functions and nessage integrity
checks. Also, many of these mechani snms do not include a convenient
way to manage and update keys.

A mechanismto provide a conbination of confidentiality, data-origin
aut henti cation, and connectionless integrity is the use of AES in GCM
(Counter with CBC-MAC) node (RFC 4106) [ RFCA4106]

2. MPLS/ GWLS Diffserv and | Psec

MPLS and GWPLS, which provide differentiated services based on
traffic type, nmay encounter sone conflicts with | Psec encryption of
traffic. Because encryption hides the content of the packets, it nmay
not be possible to differentiate the encrypted traffic in the sanme
manner as unencrypted traffic. Al though Diffserv markings are copied
to the | Psec header and can provide sonme differentiation, not al
traffic types can be accommodated by this nechanism Using | Psec

wi thout IKE or IKEv2 (the better choice) is not advisable. |KEv2
provides | Psec Security Association creation and nanagenent, entity
aut henti cation, key agreenent, and key update. It works with a

vari ety of authentication nethods including pre-shared keys, public
key certificates, and EAP. |If DoS attacks against | KEv2 are
considered an inportant threat to mtigate, the cookie-based anti -
spoofing feature of I KEv2 should be used. IKEv2 has its own set of
cryptographi ¢ nethods, but any of the default suites specified in

[ RFC4A308] or [RFCA869] provides nore than adequate security.
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5.2.3. Encryption for Device Configuration and Managenent

For configuration and managenent of MPLS/ GWLS devi ces, encryption
and aut hentication of the managenent connection at a | evel conparable
to that provided by |IPsec is desirable.

Several nethods of transporting MPLS/ GVWPLS devi ce managenent traffic
of fer authentication, integrity, and confidentiality.

- Secure Shell (SSH) offers protection for TELNET [ STD8] or
term nal -1i ke connections to allow device configuration

- SNMPv3 [ STD62] provides encrypted and authenticated protection for
SNMP- managed devi ces

- Transport Layer Security (TLS) [RFC5246] and the cl osely-rel ated
Secure Sockets Layer (SSL) are wi dely used for securing HITP-based
conmuni cati on, and thus can provide support for nbst XM.- and
SOAP- based devi ce nmanagenent approaches

- Since 2004, there has been extensive work proceeding in severa
organi zations (OASIS, WBC, W5-1, and others) on securing device
managenent traffic within a "Web Services” framework,